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1 June 2004

Philip Ruddock MP

Attorney-General

Parliament House

CANBERRA    ACT    2600

Dear Attorney-General
Unacceptable intrusion into communications privacy through Telecommunications (Interception) Act changes
We are writing to express our serious concern about the proposed changes to the Telecommunications (Interception) Act 1979 concerning delayed access stored comunications.  
The Telecommunications (Interception) Amendment (Stored Communications) Bill 2004 effectively resuscitates changes that were proposed in 2002, and were comprehensively rejected, not least by the all party Senate Legal and Consitutional Committee.
Our position remains that the interception regime, with its strict safeguards involving high thresholds (investigation of major offences), warrants and relatively transparent reporting, must continue to apply to 'stored & forwarded' communications such as E-mails, SMS, pager messages and voice messagebanks, after they have been downloaded via a telecommunications line, at least until they have been opened and/or read by the intended recipient. 

Under the proposed amendments,  ‘stored communications’ resulting from a delayed access service would be accessible to law enforcement agencies through the much weaker provisions of the Telecommunications Act. 

Assurances by the government that this access would still be subject to equivalent safeguards such as search warrants are misleading – the vast majority of ‘stored communications’ that law enforcement agencies would be interested in would be only be ‘protected information’ to the extent provided by Part 13 of the Telecommunications Act – access would at best require a certificate from a senior police officer, and in most cases simply a request to a telecommunications business from police (see section 282).  The content of such ‘stored communications’, which could be every bit as sensitive as a voice phone call, would have no more protection than less sensitive, content free traffic data about the parties to, timing of and duration of a call.

The Telecommunications Act is itself ambiguous about the treatment of emails and other delayed access messages – certificates under s.282 (3),(4) and (5) cannot be used in relation to ‘contents or substance of communications’ but it has never been certain whether this prevents their use for some stored messages, or whether it would be unlawful for telecom businesses to give access to stored messages under s.282(1) or (2).

More and more of the routine communications of Australians are through the convenient ‘store & forward’ technologies.  We are all entitled to the same protection and safeguards as apply to 'old fashioned' voice communications.

There is no rational distinction between 'real time' and 'store & forward' communications that would justify the law enforcement agencies being allowed to reap a technological dividend, at the expense of the privacy of all Australians.

It is important to maintain the technological neutrality of existing protections requiring a warrant for interception by not discriminating against caching and other incidental transient storage techniques.  We understand that other submissions will point to some major concerns about  the perhaps unintended effects of the amendments.  For instance, they may result in it no longer being an illegal interception for a person to download someone else's email, or dial into their voice mail box, without their knowledge or permission.

We urge the government to re-consider this (literally) unwarranted incursion into the legitimate and essential privacy of communications which underpin a free society.

Yours faithfully
Nigel Waters

Board Member and Policy Co-ordinator, APF

Phone: 02 4981 0828, 0407 230342

Email: nigelwaters@iprimus.com.au
CC:

Commonwealth Privacy Commissioner

Information Law Branch, Commonwealth Attorney-General’s Department

Senate Legal and Constitutional Committee

Shadow Attorney-General

Democrat, Green and Independent Senators
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