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The Australian Privacy Foundation (“Foundation”) is the main non-governmental organisation dedicated to protecting the privacy rights of Australians. The Foundation aims to focus public attention on emerging issues which pose a threat to the freedom and privacy of Australians. The Foundation has led the fight to defend the right of individuals to control their personal information and to be free of excessive intrusions. The Foundation uses the Australian Privacy Charter as a benchmark against which laws, regulations and privacy invasive initiatives can be assessed.  For information about the Foundation and the Charter, see www.privacy.org.au 
Introduction
The Foundation considers there to be a pressing need for additional protection of employee records. In the absence of any other meaningful regulation, the employee records exemption that currently exists under the Privacy Act 1988 (Cth) is far too broad, placing very few limitations on how employers may handle employee information.  
It is essential that employee records be subject to privacy regulation in view of the fact that information contained in such records has an enormous bearing on one of the most important aspects of individuals’ lives: their employment.  The mishandling of employee information can have devastating consequences for individuals – to take a random example, the mishandling of an employee’s information could lead to his or her failure to obtain a promotion, dismissal or inability to obtain employment, resulting in financial hardship and the social consequences that flow from that (such as depression, bankruptcy and family break-ups).  The need for regulation of employee information in order to ensure that it is handled appropriately is further emphasised by current workplace practices that entail collecting employee information via highly intrusive means, eg. through monitoring personal email communications, conducting workplace drug and alcohol tests and requiring employees to undergo “emotional intelligence” tests that map their values, beliefs and attitudes.

The Foundation acknowledges that there is a need for a balance to be found between the competing interests of employers and employees.  However, as the law currently stands, the balance is unjustifiably in favour of employers.  Employees have minimal rights regarding information contained in their employee records, giving employers an unfair, and high level of, control over employees’ careers.  In view of the lack of regulation from other sources, there is no justification for the virtual blanket exemption that currently exists under the Privacy Act 1988 (Cth).  Protection of employees has not been excluded under other laws that operate to protect privacy, such as listening and surveillance devices laws.  As acknowledged by the Discussion Paper, the Commonwealth Government indicated at the time of the passing of the private sector amendments to the Privacy Act 1988 (Cth) that it intended to protect employee records under workplace relations legislation.  In other words, the Government did not intend to leave employee records unregulated and it has never been suggested that this would be an acceptable outcome.
Scope of this submission
Owing to limited resources and a large number of submissions currently being made by the Foundation in relation to other privacy matters, this submission is limited to addressing the form that any regulation of employee records should take.  The Discussion Paper outlines several possibilities for this, however, this submission only outlines the form that the Foundation believes is best suited to protecting employee records and does not provide reasons as to why the other options are either impractical or undesirable.  
Further, this submission does not address what the content of any proposed regulation should be (ie. what information handling practices should and should not be permitted), firstly, because such discussion requires significant resources to consider the policy implications involved, and, secondly, because the Discussion Paper itself proposes very little in this regard.
Form of regulation
Single statute

For clarity, regulation of employee records should be contained in a single statute, namely, either the Privacy Act 1988 (Cth) (“PA”) or Workplace Relations Act 1996 (“WRA”).  Parties should not be directed “…to consider, or compulsorily require, privacy provisions in certified agreements or Australian workplace agreements…” as this may cause obligations to vary between employers (creating uncertainty) and provide scope for unsatisfactorily low levels of privacy protection to be negotiated by employers.

Between the PA and WRA, the logical statute to include the provisions in is the PA.  The PA is ideally suited to regulating employee records whereas many of the concepts set out in the National Privacy Principles (“NPPs”) are foreign to the WRA.

All aspects of information handling should be covered

Any regulation of employee records should address all aspects of information handling practices (ie. collection, use, disclosure, storage, access and correction) and not just particular aspects, as suggested by some of the options proposed by the Discussion Paper (eg. amending the employee records exemption so that it only applies to low risk privacy principles (at para. 4.29) or amending the WRA to place a general prohibition on the disclosure of employee information without consent to third parties (at para. 4.35)).  To only regulate certain aspects, whilst leaving others unregulated, would not provide adequate protection for employee records.  There is no reason to exclude employee records from the comprehensive level of protection afforded to other types of personal information under the NPPs.
Replace broad exemption with more limited specific exemptions

The current employee records exemption in the PA (as it currently stands) should be abolished and replaced with more limited specific exemptions (that should be set out in the PA) that relate to specific information handling practices that are necessary for business efficacy (eg. an employer may use or disclose employee information for the purpose of reviewing an employee’s performance).  This would mean that, prima facie, information contained in an employee record would be subject to the NPPs unless it was subject to a specific exemption.  
The purpose of this would be to provide employee records with, generally, the same level of protection as other types of personal information while, at the same time, allowing an appropriate balance to be found, in the interests of employers, through the specific exemptions.
Provisions should apply to all organisations

A disadvantage of including the provisions in the PA is that entities that are not bound by the Act (eg. small business operators) will not be subject to the provisions regulating employee records.  However, coverage could, and should, be extended to such organisations to the extent that the Act applies to employee records, particularly in view of the fact that such organisations would otherwise generally be covered if the provisions were included in another Act (eg. the WRA).  
It is acknowledged that, in some cases, small organisations may not keep the same level of detailed information about their employees as do large organisations and, similarly, employees of small organisations may not be subjected to the same level of monitoring and surveillance as that of large organisations.  However, this is not sufficient reason to exclude regulating employee records held by small organisations.  From an employee’s perspective, his or her employee record maintains an equal level of importance and sensitivity regardless of whether it is held by a small or large organisation.
To extend the application of the PA to small businesses would not represent an unprecedented step as the Act applies to numerous small business operators in specified circumstances.  For example, the credit reporting provisions under Part IIIA of the PA apply to small business operators that are credit providers.  Similarly, the NPPs apply to small business operators that disclose personal information for a benefit, service or advantage.  It is acknowledged, however, that, based on the Foundation’s proposed model, this would result in the unique situation of such entities being bound by the NPPs in relation to employee information but not in relation to other types of personal information (as opposed to, for example, a small business being bound by the credit reporting provisions but not the NPPs).  However, this does not pose any difficulties in terms of drafting or legal outcomes.  
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