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2 April 2004

Philip Ruddock MP

Attorney-General

Parliament House

CANBERRA    ACT    2600

Dear Mr Ruddock

Misleading Assurances on Privacy to the European Union

We are writing to express our concern about assurances given to the European Commission regarding privacy protection applying to Passenger Name Record (PNR) data received in Australian government agencies from foreign airlines.  We believe these assurances to be seriously misleading in respect of the  monitoring and enforcement functions of the Privacy Commissioner.

We note that the EU’s Article 29 Working Party in its Opinion 1/2004 (the Opinion) concluded that Australia ensures an adequate level of protection [for PNR data] within the meaning of Article 25(6) of Directive 95/46/EC

The Working Party’s conclusion is expressly conditional upon “the explanations and assurances given by the Australian authorities as to how the provisions of these Acts [Australian Customs Act 1901, the Customs Administration Act 1985, the Privacy Act 1988]
as well as Customs Undertaking to Parliament are to be interpreted and as to what situations fall within the scope of these Acts and Undertaking.”

We have requested a copy of the undertaking referred to but have been informed by Customs that this was contained in the Customs confidential submission to the Senate enquiry on the Border Security legislation.  Customs say that they provided information to the EC on Customs' handling of PNR data and included in this the following extract from the [confidential] submission relating to the undertaking:

“What Customs does with passengers information

Importantly, Customs seeks to view only the minium passenger information that is necessary to determine the potential risk that may be present.   

The information that an airline makes available for Customs to view is the Passenger Name Record (PNR). It is newly created whenever a person makes a booking and unique to the flight itinerary of that booking.   When the flight is completed the PNR is deactivated by the airline and it is no longer available for viewing by Customs. 

Customs does not retain or store any passenger information unless the

passenger has been identified undertaking an illegal activity or the

information is needed as intelligence to assist in investigation of a

suspected offence.   In this latter event a formal intelligence report containing PNR details is written, evaluated and authorised for retention in the Customs intelligence database.   Passengers' information held by an airline that may be separate to the PNR, such as frequent flyer activity, other personal or business dealings is neither required by Customs nor is it available for the purpose of assessing high risk passengers.”
Leaving aside that it is unacceptable for such an important undertaking to be kept secret, the extract does not mention the critical issue of monitoring and accountability.

Whilst it is true, as the Opinion states, that the Privacy Commissioner has a degree of independence, the Working Party, and the Commission, may not be aware that he his effectiveness must be seriously in question due to wholly inadequate resources.

The Deputy Privacy Commissioner told the Senate Estimates Committee on 3 November 2003 that the Commissioner’s general budget no longer allowed for any discretionary audits beyond those separately funded, which would amount to only three in the current financial year.  One of these is understood to be an audit of the PNR data in question:

“We are provided with specific money through an MOU with Customs to undertake an audit in regard to the some of the work they are doing.”

In the absence of any further details, it is impossible to judge whether or not this MOU gives the Commissioner the freedom, and the resources, to effectively audit all aspects of the collection and use of PNR data by Customs and other government agencies.

We note in this respect that the Commissioner has publicly reported that since the addition of the general private sector jurisdiction to the Privacy Act in 2000 the bulk of his limited resources have had to be devoted to that new jurisdiction, with an inevitable reduction in attention to policy advice and compliance work in relation to Commonwealth government agencies.

The Opinion also relies on the statutory complaint handling role of the Commissioner.  However, in the November Senate Estimates hearings, it was confirmed that the Commissioner’s office (OFPC) still has a major backlog of complaints, nothwithstanding the switch of resources from policy and audit work.  OFPC  stated then that the then average time for complaints to be closed was 82 days, but in hearings on 16 February 2004 noted that more than 25% of complaints were taking more than 90 days.

We acknowledge that the government has introduced legislation to remove the current restriction in subsection 41(4) of the Privacy Act as regards the Privacy Commissioner's ability to investigate complaints from non-Australian citizens or residents in relation to IPP 7

(rectification), which was another condition of the Opinion.

However, the wholly inadequate resources provided for the Privacy Commissioner’s expanded range of functions must call into question the validity of the assurances on which the Article 29 Working Party’s Opinion relies.

We feel obliged to draw this to the attention of the relevant European Commission bodies, to whom we are copying this letter.  While we do not enjoy drawing attention to weaknesses in Australia’s privacy protection framework, we will continue to do so until the government provides adequate resources, and addresses other outstanding weaknesses, such as the excessive exemptions, which we have previously highlighted.
In the first instance, we request that you make public the government’s submission to the European Commission, as well as the Customs undertaking in full, so that the extent and adequacy of the assurances that have been given to secure an adequacy assessment can be properly appraised.

Yours sincerely

Nigel Waters

Board Member and Policy Co-ordinator, APF

Phone: 02 4981 0828, 0407 230342

Email: nigelwaters@iprimus.com.au
CC:

EU Commission, Internal Market, Data Protection

EU Article 29 Working Party Secretariat

Commonwealth Privacy Commissioner

Information Law Branch, Commonwealth Attorney-General’s Department

National Manager, Passengers Branch, Australian Customs

Senate Legal and Constitutional Committee
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