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The Australian Privacy Foundation

The Australian Privacy Foundation (APF) is the lagchon-governmental organisation dedicated to
protecting the privacy rights of Australians. Wmdb focus public attention on emerging issues twhic
pose a threat to the freedom and privacy of Ausimal

Since 1987 the Australian Privacy Foundation hdghe defence of the rights of individuals to cohtr
their personal information and to be free of exsesmtrusions. We use the Australian Privacy Cérasis
a benchmark against which laws, regulations angapyiinvasive initiatives can be assessed.

For further information about the Foundation, seev.privacy.org.au

Introduction

We welcome the opportunity to make a submissioth@important draft legislation. However, we note
that due to an apparent oversight, we were notriméd of the very limited consultation period at Haene
time as other stakeholders (on 2 February) andlmedame aware of it on 10 February. We welcome the
week’s extension granted for a submission but ti@teeven so we are placed at a disadvantageveetati
other interested parties.

The Department is well aware of our interest, dad o6f other NGOs including EFA, in this area of
policy, and we have been significant participant$@lecommunications Interception policy
development - including in the Blunn Review, to ahthis legislation is, at least partly, a response

Expecting considered responses to draft legislatiamly two weeks stands in stark contrast to the
thorough reviews and inquiri@hich we have come to expect in the highly sensisikea of
telecommunications interception. Analysis of thafdBill is also hindered by the absence of any
explanatory material such as a draft Explanatoryngl@ndum. Given that the Bill brings together
provisions from two existing Acts, the only waydetect and assess the significance of any chaages i
in effect a line-by-line comparison. We do notibet that each interested party should have thido-t

it is very time-consuming and easy to miss diffeemn We submit that the government has a
responsibility to identify and explain proposesres when seeking community input.

The Department’s approach to consultation may heen affected by the view that “We do not antiapat
any major privacy implications arising out of theposed legislation.” (email to us 12 February)itiV
respect, that is for others to judge, and as ydiuse® from our submission we disagree and beliegse

are some major implications. While the intentidnhe drafters may have been to strengthen the
protection of telecommunications data, we beliéna the Bill may have the reverse effect of inciregs
the access powers of enforcement agencies anddtiqe reducing the level of protection.

We note that thdelecommunications interception and surveillanagepat theDepartment’s
website, and even the ‘review’ page within it (see
http://www.ag.gov.au/www/agd/agd.nsf/Page/Telecomigations_interception_and_surveillahc®
not mention the draft legislation. This seemsri@as oversight — any interested party monitoriogry
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website specifically for developments in interceptpolicy would be unaware of the draft legislation
and consultation. The Bill can be found under ‘Radtions’ but no-one would know to look there usles
prompted.

General Comments

Given the extremely limited time available, and mlrance entirely on volunteers, we are gratedul t
Electronic Frontiers Australia for sharing withtheir analysis of the draft Bill, and make referenc
their submission where appropriate.

In this submission, we refer to thelecommunications Interception and Access Act 8848e TIAA, and
the Telecommunications Act 1998 the TA.

While there are some advantages in bringing thistasge to enforcement agency provisions together i
one Act, there are also serious disadvantages.

Firstly, removal of the exceptions for ASIO andawEment agencies from the TA leaves Part 13 as
incomplete and potentially misleading in termshaf privacy protection it offers. The replacement
wording — mere references to Divisions 3 to 5 at Ral of the TIAA — will mean nothing to readeristibe
relevant TA sections. We submit that as far asiptesthe practical effect of legislation should be
apparent from a ‘plain reading’ of provisions. Tgreposed changes will have the effect of redutieg
transparency of the protection/access regime. éxerts who follow the trail to the TIAA will
understand the overall effect. On the face of tAeifTwill appear that there are no exceptionsl&oy
enforcement or national security. We submit thahould be possible to leave in the TA Part 13 the
express references to ASIO and enforcement agemoidsansparency, even if the details of theress
is dealt with in the TIAA.

Secondly, the removal of the provisions relatingd¢oess by ASIO and enforcement agencies fromAhe T
to the TIAA blurs the significant distinction thiads existed until now between interception legsat
which applies stricter controls to access to merestive information, and the ‘standard’
telecommunications legislation, which controls @asce other information including customer detaitsl
traffic data. By amending the TIAA to cover accbgsnforcement agencies_to pérsonal information
held by carriers and CSPs, we believe there iskathiat, over time, the distinction will be furthgurred
and the careful balance which has been establisbieeeen the public interests in privacy protectian
the one hand and enforcement interests on the wilidre upset. We appreciate that a more optimist
view would reverse this argument in the belief thathigher standards applying to interception {niib-
off’ on the other access provisions. However, egnee suggests that this would be naive and any
influence is likely to be in the other directioneptime.

Thirdly, to the extent that the unsatisfactory ¢aebetween th@rivacy Act 198&nd Part 13 of the TA is
being addressed by the ALRC in its current ReviéRrovacy, we believe it is premature to transferse
provisions. Locating the provisions relating teess by enforcement agencies in the TIAA rathear tha
TA will make it more difficult to rationalise theverlap. We believe that it is important to keeg th
‘default’ access regime for customer details aatfitr data as far as possible consistent with the
obligations on other private sector businesses.réjéet any presumption that individuals are esditio
less protection of information about their telecammications transactions than about other transastio
The fact that telecommunications data is undouptefigreat potential value to enforcement agendo=s
not in itself justify a more permissive access megi- we would argue the reverse — it demands tighte
controls, not only over ‘substance and content’dsi® over ‘traffic data’ — see below for our comese
about the unclear boundaries of these concepts.

Specific Comments

This section of our submission identifies and lyiebmments on the most serious problems which APF
has identified with the BiIll.
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Access to content and substance

While we welcome the clarification in proposed TIA&Action @172 that proposed TIAA Part 4-1,
Divisions 3 to 5 do not allow disclose of the ‘cent and substance’ of communications, we remaipn ver
concerned that the ‘loophole’ of the existing TR8) appears to have been confirmed in proposed
amendments to TA s.313. This section would exjpyresandate carriers and CSPs to provide assistance
government agencies that included disclosure ofimétion in accordance with TA s.280 (proposed ss.
313(7)(e)). Without amendment of TA s.280, thisuldopotentially mandate the disclosure of content a
substance, as an alternative to the more contrattedss regime in the TIAA. Like the EFA, we refex
committee to its previous recommendation, and sugpe amendment to s.280 proposed by EFA.

We are very disappointed that such a fundameniaiom of the relevant provisions has missed the
opportunity to more clearly define what is meankby terms such as ‘telecommunications data’ and
‘content or substance’. This creates unacceptablaguity and uncertainty about the reach of théoua
powers and protections. It also leaves open tssipitity that very sensitive information such ashite
phone location data, email message headers araliganternet logs would not be considered ‘subgtanc
or content’ or stored ‘communications’, and wouidriefore be subject not to the TIAA warrant corgrol
but to the much weaker protection applying to ‘auations’ under the proposed TIAA Part 4-1 (amd t
the unconstrained discretion to make voluntaryldsgaes (see next paragraph). We submit that &amuc
clearer legislative distinction between ‘traffictdlaand ‘substance and content’ is required.

Access to other telecommunications data

The express provision for voluntary disclosureriopgosed TIAA sections @174, @177 and @18l is a
direct equivalent to the existing TA subsection2(28 & (2), and also which effect restates and also
restates exception (h) in NPP 2.1 of the Privacl ¥bich applies to most large private sector besées.
We note that Blunn identified inconsistency betwtgentwo ‘parts’ of s.282 and recommended
clarification of both objectives and processesi(Bl1.7.5 & 1.7.6).

We submit that this residual discretion can toadlgag abused by enforcement agencies putting press
on carriers and CSPs to disclose information withloe formalities that attach to ‘authorisationater
the other provisions of Part 4-1. The Bill shomidke it very clear that voluntary disclosure priis are
designed to allow occasional and exceptional déseles. If this is primarily in circumstances where
carriers and CSPs themselves become aware of whlesriduct, then a version of NPP 2.1(f) might be
more appropriate. Enforcement agencies pro-agte@tking information to assist in investigatioheidd
use the ‘authorisation’ provisions and should re@pbrmitted to suggest voluntary disclosure as an
alternative. Doing so should arguably be madeffemce as it is contrary to the clear intentiortrod
legislation.

Historical vs Prospective information

The Bill establishes a new distinction betweendrtisal information (being information held at thmé of
an authorisation) and prospective data (being mé&ion that comes into existence during the lifamf
authorisation). There is no current provisionha TA for access to ‘prospective’ information, aht is
a major new power.

ASIO and Criminal law-enforcement agencies dire(lyd civil penalty-enforcement or revenue
protection agencies, indirectly via a Criminal &gency) will be able to gain access to prospedata by
means of a certification process. While this pssdeas more safeguards that the authorisationgsdoe
existing information, it is still far too loose ardrol over what amounts to a continuing surveidkan
authority. Prospective information could inclufler, instance, real time mobile phone location
information. Such information would normally bebgect to the provisions of tHeurveillance Devices
Act 2004 which require a warrant for access. We feartiatBill will have the effect of substituting the
much weaker ‘certification’ regime of the TIAA ftine warrant regime for a significant category of
‘tracking device’ (and perhaps also some ‘dataeilance devices’). We submit that the government
should clearly explain the effect of this Bill dmetcoverage of thBurveillance Devices Act

We refer to the comments of EFA on the prospectif@mation provisions. We note EFA’s concern that

the technical feasibility and practicality of thgwevisions appear not to have been given sufficien
attention. We also share EFA’s concern that tipesesions raise similar issues as were raisedey t
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stored communication warrant regime, and our ilview is that access to prospective informatidi, i
can be justified, should be subject to at leasstme safeguards as ‘stored communications’.

Common issues concerning authorisations for accessdata

The new provisions appear to weaken the requirefemt conforming certificate, requiring insteadyoa
written request stating that the authorising offise¢satisfied’. Provision is made for the isdnethe
Communications Access Co-ordinator of further regients in a legislative instrument, but this © to
important a safeguard to be left to discretionrob#icial who will not have any guaranteed indegence
(by default, it will be the Secretary of the AttesnGeneral’'s Department). The existing ACMA
determination which specifies requirements forifiesates will lapse under the new regime. We nbts t
Blunn recommended no change in the requiremerd tmnforming certificate (Blunn 1.7.2) We therefor
submit that the issue of further requirements ferform and conditions of ‘authorisations’ be made
mandatory, and by one of the independent authsiigiher the Privacy Commissioner or ACMA,
retaining the requirement for consultation with dtleer).

We fear that the new definition of ‘authorised oéii’ will have the effect of reducing the levelsaniority
of those able to issue ‘authorisations’. Underekisting TA, authorisations under s.282 can omlyglven
by ‘senior officers’. Proposed TIAA s.5AB appearsatlow agency heads to delegate to officers of any
rank or seniority. Certifying officers, for the qposes of access to prospective information, Isile to be
‘senior’ officers as defined in TIAA s.5(1), and webmit that there is no justification for a lessendard
to apply to access to existing information. Iraten to ASIO access authorisations are by ‘elaibl
officers’ and we seek confirmation that there ischange in the level of seniority required.

Agencies issuing authorisations will be requiredejport aggregate details annnually to the
Communications Access Co-ordinator (proposed Tl&étion @189). While we welcome this additional
accountability measure, which should also deteusasgits effectiveness is severely limited by klat
independence of the Co-ordinator, about which we ledready commented above. Also, there appears to
be no requirement for these reports to be madegaoabeven made available to independent autheritie
such as ACMA, the Privacy Commissioner or the Omnsmh. We submit that it is essential for
accountability that these reports be made public.

For the same reason, we submit that the annuaitseipp carriers, CSPs etc to ACMA under s.308, and
any report by the Privacy Commissioner to the Meri®n his/her monitoring under s.309, should be
required to be made public. ACMA has chosen tdiphilsome valuable figures (Appendix 6.1 of the
Communications Report 2005-2006) and the OfficthefPrivacy Commissioner has inconsistently made
some reference to the monitoring function in somaual Reports. We submit that it is not satisfacto
rely on the discretion of these agencies.

The proposed replacement TA section 305, and netiose306A, use the term ‘number-database
operator’ which does not appear to be defined aryglalthough it appears in existing s.308. The
meaning of this term should be clarified.

Agencies allowed access

We question the justification for Crimtrac to beliuded in the definition of criminal law enforcenen
body in proposed TIAA ss.5(1). The common pubhderstanding is that Crimtrac is a ‘service’ agency
providing databases for a number of enforcememags-— it is not clear what if any ‘investigatory’
functions it performs which could justify the nefed it to have access powers under the TIAA. @ea
Crimtrac databases will include telecommunicatidat, but all of this should arrive via other user
agencies?

Without a line by line comparison it is difficuth know if any other agencies have been added. a&fe s
an assurance that they have not, or if there ar@trer changes, a justification that we can assess

Secondary offences

We note that s184(1) does not appear to applyfeormation disclosed to ASIO (under Division 3),
although the ‘exception’ for such disclosures iogmsed section @184(2) implies otherwise. This
should be clarified.
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Section 184(2) also appears to widen the permigedndary uses by criminal law-enforcement
agencies, including allowing the use of ‘prospexiivformation’ without the 3-year imprisonment
threshold that applies to its original collection.

Application of the Act to Commonwealth agencies an&ecurity authorities

We note the proposed amendment to s.5F(2) andam8@nderstand that this is to extend the pratecti
for ‘internal network monitoring’ from the AFP, tither agencies with interception powers. We submit
that it is most unhelpful to use the term ‘Commoaltfeagencies’ but then define this as only a very
narrow sub-set. It gives the impression on a fpteading’ that the protection appliesaib
Commonwealth agencies. This is an example oftartigsig trend in legislation to use terms to mean
something other than what a lay reader would unaeds

Interception capability etc

The proposed TIAA Chapter 5 appears to replicateraplace the current provisions in Part 15 ofthAe
We have not had time to analyse the new Chaptearfpidifferences, and reserve our opinion on any
changes.

We have not had time to analyse the new TIAA Pattr@lating to the development and testing of
interception capabilities, but support the commemasle by EFA.

Conclusions

This Bill does far more than just bring togetheisérg provisions from the TA and the TIAA. It
significantly changes the nature, and balance teiywhe powers and protections relating to acaess t
telecommunications personal information. In sadat ignores key recommendations of the Blunn
Review, and of the Senate Committee in previousnsp

While the Bill has some positive features, theeeraany negatives, and it should not proceed icuitsznt
form. We strongly submit that the Bill be withdnaywending further development of a consistent and
considered policy, and further consultations.

If the Bill does proceed, the Australian PrivacyRdation supports the specific amendments propoged
EFA before it is introduced, together with the otbleanges suggested in this submission.



