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The Australian Privacy Foundation

The Australian Privacy Foundation (APF) is the lagchon-governmental organisation dedicated to
protecting the privacy rights of Australians. Wmdb focus public attention on emerging issues tWwhic
pose a threat to the freedom and privacy of Auaimal

Since 1987 the Australian Privacy Foundation hdghe defence of the rights of individuals to cohtr
their personal information and to be free of exisesmtrusions. We use the Australian Privacy Cérasis
a benchmark against which laws, regulations andghpyiinvasive initiatives can be assessed.

For further information about the organisation, \seev.privacy.org.au

Introduction

We congratulate the ALRC on a very thorough consititen of issues and what we regard as a generally
progressive set of proposals which will both sttbeg and simplify privacy protection in Australia.
Individuals, government agencies and private semiganisations would all benefit from the adoptidn

the proposals, which we hope will be reflectechia Commission’s final recommendations, subject to
various qualifications and reservations in thisrsigsion.

Changed political environment

We note that the ALP made certain commitmentssieligction platform concerning Privacy and Freedom
of Information law. The new federal Government hmsed quickly to announce some changed
administrative arrangements, including transfeadrhinistrative responsibility for both Acts froneth
Attorney-General’'s Department to the DepartmerRmrine Minister and Cabinet, under the direction of
the Special Minister of State.

We believe the ALRC needs to respond to this chdupgditical environment. Following the planned
course of the review and only reporting in Marcl@@ould in our view risk ‘missing the boat’ if the
government is determined to take early action anesprivacy and FOI reforms, including implementing
the Commission’s 1995 recommendations in its ‘Opernernment’ report (ALRC 77). We suggest that
the ALRC identifies those of its proposals whicin stand alone and for which there is broad suppod,
takes an early opportunity to brief the governnmnt set of recommendations for early implementatio
Those other proposals which involve more compleéaractions, require further discussion or are
particularly controversial can be delivered to gogernment on the original, or somewhat relaxed,
timetable.

We also note that the new government may be comsgithe adoption of a statutory charter of human
rights. This would alter the context of privacwlay providing a complementary means of promothey t
right to privacy, which would be included in anyatter based on the Universal Declaration of Human
Rights (Article 8) or the International Covenant©mil and Political Rights (Article 17). The ALRC
should take this new development into accountsifiial report.

Regulatory hierarchy
Whilst not clearly spelt out in DP72, it appearattthe ALRC envisages a hierarchy of regulationait
number of ‘tiers’:
The Privacy Act, including Unified Privacy Prinogd (UPPS)
Regulations — special rules at least for Healtbrimfition and Credit Reporting
Binding Rules issued by the Privacy Commission@feunthe Privacy or other Acts, including
replacements for some of the current ‘Guidelines.g- TFN, NH&MRC, Medicare and
Pharmaceutical Benefits Programs, and Data-matdhiagram.
Binding Codes, issued or approved by the Privaay@issioner under Part llIAA.
Public Interest Determinations, made by the Priv@oynmissioner under Part VI (allowing
waivers from the UPPs in specific circumstances).
Advisory Codes
Advisory OPC Guidance (Guidelines)
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While we can understand the reasoning behind tHe@& proposals for each of these levels, it is
arguable whether the proposed hierarchy, overagtathe objective of a simplified regime. It skidoe
possible to achieve some further rationalisation.

Varying the Principles

It appears that Regulations and binding Rules ceaily the standards required both upwards and
downwards from the ‘baseline’ UPPs, while bindingd€s could only impose obligations that, overa#, a
at least the equivalent of those in the UPPs. iPlitterest Determinations would only be made tyhe
standards downwards.

Binding rules or Codes would continue to be legrgtainstruments subject to disallowance by Pariam
but in our view, this is a lesser safeguard thasften assumed — governments typically face lesgisy
over, and find it much easier to push through, othsallowable instruments than legislative amenuisie
or Regulations.

Assuming that there will be a hierarchy of instrumse our overall position is that more of the detaeds
to be in either the Act or Regulations, rather thamg left to the instruments developed by thedey
Commissioner. This is based on a limited configencOPC’s capability and commitment. This is
admittedly founded on historical experience (ofldst 18 years), and the reforms to the role of the
Commissioner which the ALRC proposes in Part F B7R will hopefully allow more confidence in
future, but until this is demonstrated, we favourenof the key privacy protection provisions being
embedded in the Act or Regulations.

We also have some reservations about the valud>6f @lvisory guidance, based on its limited status i
any litigatiort, and experience to date. Also, advisory guidamitteonly be of an adequate standard, and
carry credibility, if it results from a properlyseurced and conducted consultation process invgphiin
relevant stakeholders. Experience of the APF sineeommencement of the Privacy Act in 1989 is tha
consultation processes are often inadequate. Elien wdequate on their face they often result in
unbalanced and unsatisfactory outcomes due to ahetput and influence as between different clasdes
stakeholder — most often the ability of businessrasts to resource a much higher and sustainetidév
input than civil society NGOs.

This reservation applies equally to the developneéiainy binding Codes or Rules for which the
Commissioner is responsible.

Statutory timelines

Another general submission is that where timelaresinvolved e.g. for responding to access requests
opt-outs, specific periods should be included mAlet or Regulations rather than being left to Gode
guidance. There are plenty of precedents for resptimes being legislated, both in administralive
and business regulation.

Structure of submission

Several of our members have contributed to ouerewdf DP72. It proved impossible, given our all-
volunteer resources, to complete the submissicoréefmas — already two weeks after the ALRC'’s
formal submission deadline. In order to preventfamnther delay, we have not consolidated the
submission into a common format. Our submissionBarts A-G of DP72 are presented in tables, while
our submissions on Chapter 58 (Research) and Fahiltren, Young People and Adults requiring
assistance), together with a supplementary subonigsi biometric technology in Part B are in a doeotn
form. We acknowledge the assistance of the Ofiftdbe Privacy Commissioner (OPC) and the Public
Interest Advocacy Centre (PIAC) who provided thapkate of the tables of ALRC proposals use in our
response to Parts A-G.

Our submissions on Chapters 56 & 57 (Health sesyiaad Part J (Telecommunications) are not yet
complete and will follow as soon as practicablee ¥l also be making a more detailed submission on
the proposed private right of action (Chapter 5).

! See Nicholson, J, in ACMA v Clarity 1 Pty Ltd (Z)0L50 FCR 494 (referenced in DP72 paragraph 64.77)
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Please note that postal correspondence takes somedue to re-direction — our preferred mode of
communication is by email toail@privacy.org.auwhich should be answered without undue delay.
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DP72 Part A — Introduction

ALRC PROPOSALS

APF SUBMISSION

PART A Introduction

Ch 1 — Introduction to the Inquiry

Proposal 1-1The Office of the Privacy Commissioner shouldh@iton its own motion or
where approached in appropriate cases, encouragesaist agencies and organisations, in
conjunction with Indigenous and other ethnic groupAustralia, to create publicly available
protocols that adequately respond to the partiquiaacy needs of those groups

We support Proposal 1-1 in principle but it musthearly limited
to avoid an argument in favour of “corporate’ @oy. Legal
entities should not have rights under Informatiomaxy legislation

Ch 2 — Privacy Regulation in Australia

No proposals.

Ch 3 — The Privacy Act 1988 (Cth)

Proposal 3—-1ThePrivacy Actshould provide that the Governor-General may magelations
that modify the operation of the proposed Unifigt/écy Principles (UPPs) to impose differg
or more specific requirements in particular corgeitcluding imposing more or less stringen
requirements on agencies and organisations thapravaled for in the UPPs.

We support Proposal 3-1 in principle but are comedrabout
Nbroviding for Regulations that allow LESS stringesgjuirements.
tThe credit reporting requirements in Part IlIA arestly more

stringent (see our submission on Part G) but weeda that there

may be a need for some less stringent requirenmepisticular

contexts, such as in Health Services (see our ssioonion Part I).

We refer to the Introduction to our submission imat we stress
the importance of any ‘derogation’ from the UPFhdtrds being
positively affirmedby Parliament rather than left to the discretion
the Privacy Commissioner, even if the latter insieats are subject
to disallowance.

Proposal 3-2ThePrivacy Actshould be amended to achieve greater logical demnsig,
simplicity and clarity. For example, the IPPs anel NPPs should be consolidated into the

Support

Unified Privacy Principles (UPPs), the exemptionsidd be clarified and grouped together i

na
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separate part of the Act and the Act should beuesired and renumbered.

Proposal 3—-3If the Privacy Actis amended to incorporate a cause of action fasion of
privacy, the name of the Act should remain the sdftke Act is not amended in this way,
however, théPrivacy Actshould be renamed tlirivacy and Personal Information Act

Support

Embedded position: Name of ActThe ALRC does not agree that the Act should bemeoa
the Australian Privacy Act. ‘Australian’ is oftémcluded in the title of legislation at the

national level where it forms part of the namehef brganisation established by the legislatig
for example Australian Law Reform Commission Act 19@8h).

n,

Proposal 3—-4ThePrivacy Actshould be amended to include an objects clauseobjeets of
the Act should be to:

We support an objects clause but as proposedsthisollection of
disparate objectives or caveats, not all of equalght’

(@) implement Australia’s obligations at interoatil law in relation to privacy;

(b) promote the protection of individual privacy;

This should be elevated to the primary object, withers as
subordinate objectives or qualifiers

(c) recognise that the right to privacy is notabte and to provide a framework within
which to balance the public interest in protecting privacy of individuals with other
public interests;

(d) establish a cause of action to protect ther@sts that individuals have in the personal
sphere free from interference from others;

(e) promote the responsible and transparent handfi personal information by agencies
and organisations;

() facilitate the growth and development of etentc commerce, nationally and
internationally, while ensuring respect for thehti¢p privacy; and

(g) provide the basis for nationally consistemjutation of privacy.

Proposal 3-5

(&) ThePrivacy Actshould define ‘personal information’ as ‘informatior an opinion,
whether true or not, and whether recorded in amahferm or not, about an identified
or reasonably identifiable individual'.

We agree that there needs to be a second leg tefimition, as
much personal information will be held in a fornatls not
identified on its face. However, we submit that gualifier should
be ‘potentially’ rather than ‘reasonably’ to caththose situations
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where components are initially separate but calorbeght together
to form an effective identifier. ‘Reasonably’ @otnarrow to cover
all such situations.

(b)  The Explanatory Memorandum of the amendingslation should make clear that an
individual is ‘reasonably identifiable’ when theadimidual can be identified from
information in the possession of an agency or asgdion or from that information an
other information the agency or organisation hasctipacity to access or is likely to

access.

This is such a significant definition that all asfseof it must, in our
view, be in the Act itself. See also our submissiarproposal
13.5(a)

()

The Office of the Privacy Commissioner shauidvide guidance on the meaning of
‘identified or reasonably identifiable’.

Support, but see our submissions about the resdrgtatus of OPC
guidance (see our submissions Introduction andParhF (Proposa
44-2)

Embedded Position Definition of Personal Information: ‘In the ALRC'’s view, information
that simply allows an individual to be contacted-etsas a phone number, a street address
an IP address—in isolation, would not fall withiretproposed definition of ‘personal
information’. The Privacy Act is not intended to implement anuatified ‘right to be let
alone’. (para 3.139 — emphasis added)

These would almost certainly be caught in mostshseause othe
OInformation allowing identification would be avdile

[

Proposal 3—6The definition of ‘sensitive information’ in thierivacy Actshould be amended tosypport
include: (a) biometric information collected foetpurpose of automated biometric

authentication or identification; and (b) biometiéenplate information.

Proposal 3—7The definition of ‘sensitive information’ in therivacy Actshould be amended tosypport
refer to ‘sexual orientation and practices’ rattiem ‘sexual preferences and practices’.

Embedded Position: Financial Information: The ALRC's view is that financial information | sypport
should not be included in the definition of sensitinformation in thé rivacy Act (para 3.168)
Proposal 3—8The definition of ‘record’ in thérivacy Actshould be amended in part to Support
include: (a) a document; and (b) information staredlectronic or other forms.

Embedded position: PhotographsThe ALRC agrees that photographs or other pictorial Support
representations should be covered by the termrdéaothe Privacy Actand that they should

not be limited by the phrase ‘of a person’. Thia ba achieved by relying on the definition of

APF submission on ALRC DP72 p.7 December 2007



ALRC PROPOSALS
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‘document’ in theActs Interpretation Actwhich includes ‘any article or material from whic

sounds, images or writings are capable of beingpbtered with or without the aid of any othe

article or device’'. (at para 3-185)

2I

Embedded position: Definition of Record:The ALRC does not agree that the definition of
record needs to ‘stand alone.’... The term ‘recasdléfined in thé\cts Interpretation Actit
includes ‘information stored or recorded by meains computer’. The ALRC's view is that
this definition is not sufficient in the context thfe Privacy Act.(para 3.182 — 3.183).

Support

Proposal 3—-9The definition of ‘generally available publicatiom thePrivacy Actshould be
amended to clarify that a publication is ‘generahilable’ whether or not a fee is charged f
access to the publication.

Support
or

Proposal 3—-10The personal information of deceased individuald bg agencies should
continue to be regulated by theeedom of Information Act 19§Zth) and théArchives Act
1983(Cth).

Support

Proposal 3—-11ThePrivacy Actshould be amended to include a new Part dealirig tive
personal information of individuals who have beeadifor 30 years or less where the
information is held by an organisation. The newt Bhould provide as follows:

Support

(a) Use and disclosure

Organisations should be required to use or discles@ersonal information of deceased
individuals in accordance with the proposed ‘Use Bisclosure’ principle in the UPPs. Whe
the principle requires consent, the organisatiaukhbe required to consider whether the
proposed use or disclosure would involve an unresse use or disclosure of personal
information about any person, including the deceégszson.

Support

[€

(b) Access

Organisations should be required to consider piogithird parties with access to the persor
information of deceased individuals in accordandé the access elements of the proposed
‘Access and Correction’ principle in the UPPs.

Organisations should be required to consider il ease whether providing access to the
information would have an unreasonable impact erptiivacy of other individuals, including
the deceased individual.

Support
al
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(c) Data quality

Organisations should be required to ensure thgbéhgonal information of deceased
individuals is, with reference to a use or disctespermitted under the UPPs, accurate,
complete, up-to-date and relevant before they usksolose the information.

Support

(d) Data security

Organisations should be required to take reasorsdys to protect the personal information
deceased individuals from misuse and loss and tnoauthorised access, modification or
disclosure.

Organisations should be required to take reasorsadyes to destroy or render personal
information of deceased individuals non-identif@ablit is no longer needed for any purpose
permitted under the proposed UPPs.

Support
of

Organisations should be required to take reasorsys to ensure that personal information
deceased individuals they disclose to a persorupatgo contract, or otherwise in connectio
with the provision of a service, is protected frbeing used or disclosed by that person
otherwise than in accordance with thevacy Act

Support
n

Proposal 3-12The proposed provisions dealing with the use arldésire of personal
information of deceased individuals should makarcthat it is reasonable for an organisatio
to use or disclose genetic information to a geneligtive of a deceased individual where the
organisation reasonably believes that the usesotatiure is necessary to lessen or prevent
serious threat to the life, health or safety okadgic relative. Any use or disclosure of geneti
information of deceased individuals should be iooadance with rules issued by the Privacy
Commissioner

Support (itis appropriate not to include the qualifier 'imminent
Nhere, unlike in some of the UPPs — see our subonissi Part D)

O

Proposal 3—13reach of the proposed provisions relating to taiespnal information of a
deceased individual should be considered an imrée with privacy under tHerivacy Act
The following individuals should have standingadde a complaint with the Privacy
Commissioner alleging an interference with the gcivof a deceased individual:

(a) in relation to an alleged breach of the usedisclosure, data quality or data security
provisions, the deceased individual’'s parent, childibling who is at least 18 years old,
spouse, de facto partner or legal personal reptatbes; and

Support

(b) in relation to an alleged breach of the acpegsision, any person who has made a requg

pSt
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for access to the personal information of a deckambvidual

Ch 4— Achieving National Consistency

Proposal 4-1 ThePrivacy Actshould be amended to provide that the Act is iieeirto apply | support
to the exclusion of state and territory laws depBpecifically with the handling of personal
information by organisations. In particular, tlkildwing laws of a state or territory would be
excluded to the extent that they apply to orgartsa:

(@) Health Records and Information Privacy Act 2003W);

(b) Health Records Act 20QVic);

(c) Health Records (privacy and Access Act 108CT); and

(d) any other laws prescribed in the regulations.

Proposal 4-2 States and territories with information privdegislation that purports to apply Support
to private sector organisations should amend #dwaslation so that it is no longer expressed to

apply to private sector organisations.

Proposal 4-3 The Privacy Act should not apply to the exclusobr law of a state or territory| sypport

so far as the law deals with any ‘non-excluded enattset out in the legislation. The
Australian Government, in consultation with statel gerritory governments should develop &
list of ‘non-excluded matters’, for example mattsueh as:

(@) reporting for child protection purposes;
(b)  reporting for public health purposes; and

(c) the handling of personal information by statel territory government contractors.

Proposal 4-4 The states and territories should enact legisiatiat regulates the handling of
personal information in that state or territoryisfic sector that:

(@) applies the proposed Unified Privacy princed the proposed Privacy (Health
Information) Regulations as in force under Brévacy Actfrom time to time; and

(b)  include at a minimum:

Support — we would like to see the ALRC canvassfftens in
more detail e.g. uniform or model laws — see obingasion on
Proposal 4-6

(i) relevant definitions used in tiRgivacy Act(including ‘personal information’,
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‘sensitive information’ and health information);

(i) provisions allowing public interest detemations and temporary public interes

determinations;

(i) provisions relating to state and territangorporated bodies (including statutory

corporations);
(iv) provisions relating to state and territogvgrnment contracts; and
(v) provisions relating to data breach notificat

The legislation should also provide for the resolubf complaints by state and territory
privacy regulators and agencies with responsibiitityprivacy regulation in that state or
territory’s public sector.

—*

Proposal 4-5 The Australian Government should initiate a rewvie five years to consider
whether the proposed Commonwealth-state cooperstiveme has been effective in achievi
national consistency. This review should conswiéner it would be more effective for the
Australian Parliament to exercise its legislatiosvpr in relation to information privacy in the
state and territory public sectors.

Support
g

Proposal 4-6 To promote and maintain uniformity, the Stand@gmmittee of Attorney-
General (SCAG) should adopt an intergovernmenmisdeanent which provides that any
proposed changes to the proposed:

(&) Unified Privacy Principles must be approvgdBCAG; and

(b) Privacy (Health Information) Regulations mhetapproved by SCAG, in consultation
with the Australian Health Ministers’ Advisory Coeih(AHMAC).

The agreement should provide for a procedure wiydrebparty proposing a change requirif
approval must give notice in writing to the othartges to the agreement, and the proposed
amendment must be consider and approved by SCAGebkéing implemented.

We would like to see more detailed options e.g. @hod uniform
laws

We have reservations, based on experience, aboutvell or
quickly SCAG works

9

Proposal 4-7 The Standing Committee of Attorneys-General (SCARuld be assisted by ansupport — subject to our reservations about SCAG

expert advisory committee to:

(&) provide advice in relation to the amendmerthefproposed Unified Privacy Principles
and the proposerivacy (Health Information) Regulations
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(b) address issues related to national consistaundy as the scrutiny of federal, state and
territory bills that may adversely impact on natiboonsistency in the regulation of
personal information; and

(c) address issues related to the enforcemeniwafqy laws, including information sharing
between privacy regulators and cooperative arrapgésrfor enforcement.

Appointments to the expert advisory committee sth@ulsure a balanced and broad-based
range of expertise, experience and perspectivegael to the regulation of personal
information. The appointments process should wWabnsultation with state and territory
governments, business, privacy and consumer acd®ead other stakeholders.

Ch 5 — Protection of a Right to Personal Privacy

Proposal 5-1 The Privacy Act should be amendgudeide for a statutory clause of action f

OSupport in principle — detailed comment to follawa separate

invasion of privacy. The Act should contain a rextraustive list of the types of invasion that sybmission

fall with the cause of action. For example, arasien of privacy may occur where:
(@) there has been an interference with an iddalis home or family life;
(b) anindividual has been subjected to unausiedrsurveillance;

(c) anindividual's correspondence or privaté&ten, oral or electronic communication has
been interfered with, misused or disclosed;

(d) sensitive facts relating to an individualtévate life have been disclosed.

Proposal 5-2 ThePrivacy Actshould provide that, in determining what is coasédl ‘private’
for the purposes of establishing liability undez firoposed statutory cause of action, a plain
must show that in all the circumstances:

(@) there is a reasonable expectation of privany;

(b) the act complained of is sufficiently seridasause substantial offence to a person of
ordinary sensibilities.

We support this proposal, but it would need re-wagdo relate to
tifl grounds in Proposal 5-1, as the word ‘privasednly used in
grounds (c) and (d)

Proposal 5-3 thePrivacy Actshould provide that:

(@) only natural persons should be allowed todan action under tHerivacy Actfor

Support in principle — detailed comment to followa separate
submission

invasion of privacy;
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(b) the action is actionably without proof of dage; and

(c) the action is restricted to intentional ockiess acts on the part of the defendant.

Proposal 5-4 The Office of the Privacy Commissioner shouldyide information to the
public concerning the proposed statutory causetidrafor invasion of privacy

Support in principle — detailed comment to followa separate
submission

Proposal 5-5 The range of defences to the proposed statutoigecafuaction for invasion of
privacy provided for in the Privacy Act should ligdéd exhaustively. That list should include
that the:

(&) actor conduct was incidental to the exerofs lawful right of defence of person or
property;
(b) act or conduct was required or specificallyharised by or under law;

(c) information disclosed was a matter of pubiterest or was a fair comment on a matte
public interest; or

(d) disclosure of the information was, underltwe of defamation, privileged.

Detailed submission to follow

r of

Question 5-1 In addition to the defences listed in Propos&| &re there any other defences
that should apply to the proposed statutory cabisetmn for invasion of privacy?

Detailed submission to follow

Proposal 5-6 To address an invasion of privacy, the court shbelémpowered by the
Privacy Actto choose the remedy that is most appropriaté thexcircumstances, free from th
jurisdictional constraints that may apply to thernedy in the general law. For example, the
court should be empowered to grant any one or wiottee following:

(&) damages, including aggravated damages, bexeoplary damages;
(b) an account of profits;

(c) aninjunction;

(d) an order requiring the defendant to apolotisthe plaintiff;

(e) acorrection order;

Support in principle — detailed comment to followa separate
'&ubmission

()  an order for the delivery up and destructibmaterial;
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(g) adeclaration; and

(h)  other remedies or orders that the court thagkzropriate in the circumstances

Proposal 5- 7 Until such time as the states and territories eaaiform legislation, the state
and territory public sectors should be subjectetthégproposed statutory cause of action for
invasion of privacy in th@rivacy Act.

Support in principle — detailed comment to followa separate
submission
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PART B — Developing Technology

Ch 6 — Impact of Developing Technology on Privacy

Invitation for further comment [6.97] — The ALRC is interested in hearing about other
technologies that may impact on privacy.

Our separate submission on Biometric Technologipears after
this table.

Ch 7 — Accommodating Developing Technology in a Requlatory Framework

Proposal 7-1The Privacy Actshould be technologically neutral.

Support but ddee overall privacy protection framework should
be designed so as to ensure ongoing awareness iofpiacts of
technology, and to avoid blindness to them.’

Proposal 7-2The Privacy Actshould be amended to empower the Minister respanfabthe
Privacy Act in consultation with the Office of the Privacy@missioner, to determine which
privacy and security standards for relevant teabgiek should be mandated by legislative
instrument.

Support, subject to reservations about standaxtspses

Proposal 7-3In exercising its research and monitoring functjaghe Office of the Privacy
Commissioner should consider technologies thateatieployed in a privacy enhancing way
by individuals, agencies and organisations.

Support

Proposal 7-4The Office of the Privacy Commissioner should edeicadividuals, agencies an
organisations about specific privacy enhancingreldgies and the privacy enhancing ways
which technologies can be deployed.

dSupport
in

Proposal 7-5The Office of the Privacy Commissioner should pdevguidance in relation to
technologies that impact on privacy (including, ésample, guidance for use of RFID or dat3
collecting software such as ‘cookies’). Where appiaie, this guidance should incorporate
relevant local and international standards. Theauwe should address:

Support, but needs to be linked to requirement®fAs (see our
a1 submission on Pt G Chapter 44). Our sSupport sslbject to
reservations about imbalance in many standardsgétbdies.

Standards should only be considered for adoptiogrevtheir
development has included the direct involvemerdrganisations

representing the interests of consumers and cgjzarparticular the
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privacy interest, with adequate resourcing, ancerelevidence
exists to show that appropriate balance has besaa

(@) when the use of a certain technology to copecsonal information is not done by ‘fair
means’ and is done ‘in an unreasonably intrusivg;wa

(b)  when the use of a certain technology will iegjuunder the proposed ‘Specific
Notification’ principle, agencies and organisatidasotify individuals at or before the
time of collection of personal information;

(c) when agencies and organisations should nioitfyiduals of certain features of a
technology used to collect information (for examgplew to remove an RFID tag
contained in clothing; or error rates of biometsgstems);

(d) the type of information that an agency or aigation should make available to an
individual when it is not practicable to providecass to information held in an
intelligible form (for example, what biometric immation is held about an individual
when the information is held as an algorithm); and

(e) when it may be appropriate for an agency gawisation to provide human review of a
decision made by automated means.

Proposal 7-6The Office of the Privacy Commissioner should pdevguidance to
organisations on the privacy implications of dataehing.

Support but GLs (Rules) should be mandatory

Embedded proposal [7.122] The ALRC proposes that it shoutdt be mandatory for
agencies to comply with the existing voluntary Cdta-matching guidelines.

Disagree — GLs (Rules) should be mandatory

Invitation for further comment [7.133] — The ALRC is interested in hearing whether the
mechanisms proposed is [Chapter 7] provide an adegnd effective framework for
addressing the impact of developing technologyrorapy. In particular, the ALRC is

One useful regulatory mechanism for addressingntipact of
developing techniology would be a requirement fovdty Impact
Assessment (PIA) — see our submission on PIA irregponse to P

interested in hearing about any effective regulateechanisms that have not been considere Chapter 44.

in this chapter.
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Ch 8 (Scope of the Privacy Act) Individuals, the Internet, and Generally Available
Publications

Question 8-1Should the online content regulation scheme seinaiie Broadcasting Services

Act 1992(Cth), and in particular the ability to issue tal@wn notices, be expanded beyond theéealing with privacy violations.

National Classification Codand decisions of the Classification Board to caverder range

of content that may constitute an invasion of ahvidual’s privacy? If so, what criteria shoul
be used to determine when a take-down notice shmmildsued? Who is the appropriate body
issue the take-down notice?

5 No - the take down notice scheme is neither inténder suited, for|

ol
y to

Proposal 8-1The Office of the Privacy Commissioner should pdevguidance that relates tq
generally available publications in an electromiov. This guidance should:

(a) apply whether or not the agency or organisasaequired by law to make the persong
information publicly available;

(b) set out certain factors that agencies andnisgtion should consider before publishing
personal information in an electronic form (for eyae, whether it is in the public
interest to publish on a publicly accessible wabpg#rsonal information about an
identified or reasonably identifiable individuaénd

(c) setout requirements in the proposed Unifiadaey principles with which agencies and

organisations need to comply when collecting peakoriormation from generally
available publications (for example, when a reabtnperson would expect to be
notified of the fact and circumstances of colleg}jo

Support subject to generic comments on OPC guidianaer
Introduction.

Ch 9 — Identity Theft

No proposals or Questions

See ID theft flag proposal in Part G
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DP72 Part B — Developing Technology — Biometric Teéoology

General Comment

The short section on Biometrics in Chapter 6 dagslo full justice to the seriousness and urgeridii@subject, which has major privacy implications
Four years ago, the APF's current Chair calledfiororatorium on the application of biometric tedogges unless and until regulatory mechanismsrare |
place:

http://www.anu.edu.au/people/Roger.Clarke/DV/Bio®933.html

http://www.anu.edu.au/people/Roger.Clarke/DV/AusTBRO5.html (29-33)

That call has recently been echoed by some witt@rbtometrics industry, for the pragmatic reasat the impacts of poorly implemented schemes will
be so severe that biometrics will gain a very peputation, as both authoritarian and highly epame.

The APF submits that a more detailed discussioempiapequired to convey the seriousness and uyggribe issues inherent in biometric authenticatio
and identification, and adequately canvass apatgpresponses.

Specific Comments

A crucial factor not reflected in para. 6.690 (B2Bis whether and where biometrics are stored.

Another consideration that is not reflected isgtumificantly different uses to which biometricsndae put, in particular authentication of assedion
(involving 1-to-1 comparison between a new meaauncka previously captured measure) and identifinginvolving 1-to-many comparisons, and
large databases of biometric measures).

It is important that a connection be drawn betwientopic and the anonymity and pseudonymity dismn elsewhere (See our submission on
proposed UPP1 in our response to Part D of ALRCZ)PBiometrics are an 'entifier’, and expressiyydine possibility of having multiple identities
each with its own identifier.

The list of privacy concerns in para. 6.70 (p. 382hcomplete, and the tone fails to convey tseniousness.

The following list is provided in Clarke (2001); at
http://www.anu.edu.au/people/Roger.Clarke/DV/Biamesthtml#Thr

Privacy of the Person

Biometric technologies don't just involve collectiof information about the person, but rather infation of the person, intrinsic to them. That alone
makes the very idea of these technologies distddtepeople in many cultures, and of many religipersuasions.

APF submission on ALRC DP72 p.18 December 2007



In addition, each person has to submit to examanath some cases in a manner that many peopledragalemeaning. For example, the provision of a
guality thumbprint involves one's forearm and hbaohg grasped by a specialist and rolled firmly astthout hesitation across a piece of paper or a
platen; and an iris-print or a retinal print reguihe eye to be presented in a manner compliahtthat engineering specifications of the supplier's
machine. Some technologies, such as those badetlAngo so far as to require the person to proadample of body-fluids or body-tissue.

Privacy of Personal Data

Many schemes require the provision of personal eséssist in the administration of the scheme. &are operated in close conjunction with other-data
rich systems such as personnel or welfare admaistr. This consolidation of data enhances the dppuy for the organisation to exercise controbov
the population for whom it holds biometrics.

Privacy of Personal Behaviour

The monitoring of people's movements and actiorautih the use of biometrics increases the transpgi@a individuals' behaviour to organisations.
Those organisations are in a better position twigate actions that they would prefer to prevert eommunicating warnings to the predicted
perpetrators. Moreover, an organisation that perédoiometrics-aided monitoring is in a positiorshare personal data with other organisations, asch
contracted suppliers and customers, 'businessgraitand corporations and governments agenci@swhiich it ‘enjoys a strategic relationship’'.

Multi-Purpose and General-Purpose Identification

Biometric schemes are expensive. They also retjugrendividuals that are subjected to them to tegiwith some authority. Some schemes also require
the individual to carry a token such as a card.

To share costs, organisations are therefore metiviat apply biometric schemes for multiple purpogey multiple usage of identifiers represents a
serious threat to privacy, because it provideotiganisations with simple means of sharing the theteeach of them gathers, and hence with means to
exercise control over the individuals involved.

There are no natural barriers to data-sharing, neaoptries lack laws to preclude it, and a strargléncy exists for organisations to break down such
legal impediments as do exist. Hence the multipigpses to which a biometric scheme is appliedeadily extend beyond a single organisation to
encompass multiple organisations in both the peiaaitd public sectors.

Denial of Anonymity and Pseudonymity

Until very recent times, the vast majority of aoBaand transactions undertaken by people were arorg; or were identified only to the extent that an
observer saw them and might remember them, bugcards of the event were kept.
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Corporations and government agencies have beenngor&ry hard to deny people the ability to keegirthransactions anonymous. As a result of new
forms of information technology, the cost of dagpttire has plummeted, and huge numbers of traneaatre now recorded which would have been
uneconomic to record in the past.

These records carry enough information to idemntifip the person was who conducted them, and systesrdesigned so as to readily associate the data
with that person.

Biometric technologies create new capabilitiestiier association of identity with transactions thafe never been recorded before, such as passing
through a door within a building, across an intetie@, or into a public place or an entertainmeaility. They provide a powerful weapon to
corporations and governments, whereby yet moreeofémnant anonymity of human action can be std@veay.

Masquerade

The storage of biometrics makes much easier thec&dlon of tools, or the synthesis of signalst @ highly convincing replicas of a particulargzn's
physiometrics. This raises the prospect of peoaleny acts attributed to them that they did not do.

The feasibility of the manoeuvre varies dependinghe kind of biometric. The technology to fabrecatconvincing iris, based on the data captured and
stored by an iris-reading device would seem toHadlenging, and may well not exist. On the otherdyaf a biometric comprises measurements of some
part of a person's body, such as the first knugktbe right thumb, then technology is probablgatty available that can produce a synthetic ecerival

of that body-part.

Moreover, some biometric techniques select a ssnéllset of the captured data, such as the numbesrantation of ridges on a fingerprint, or the
location and size of features in an iris. The r&s&ll the greater if the biometric is used inrds/ form, or the compression is insufficiently 3gisand
hence the compressed form can be used to genaratkeguate masquerade, or the hashing algorithot isne-way.

A significant risk exists that an imposter couldguce means to trick devices into identifying othaaticating a person even if they are not present.
Possible uses would be to gain access to buildgafsyare or data, digitally sign messages ands&etions, capture the person's identity, harm the
person's reputation, or frame' the person.

Any id or authentication scheme that involves gjeraf a biometric is fraught with enormous riskke3e will very likely rebound on the person, whethe
or not it harms the organisation that sponsorstheme.

Permanent Identity-Theft

An act of masquerading as another person is assevgnt. If the imposter conducts a successionasorerades, their behaviour amounts to taking over
the person's identity. Cases of identity theft haeen reported already, which have had very sedonsequences for the victims. Organisations cannot
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distinguish the acts and transactions of the twloviduals using the one identity, and hence theynaerged together. A typical outcome is that theqre
faces demands for payment from organisations theg hever purchased anything from, and shortlyvaftels can no longer gain access to loans.

Under these circumstances, the identity can besantainted that the person has to abandon thatitiyland adopt a new one. That is challenging,
because such an act is readily interpreted asrmarssin of guilt, and an attempt to avoid the consmces of actions that are presumed to be aaifons
that person, rather than of the imposter.

Biometrics adds a frightening new dimension to tdgtheft. The purveyors of the technology contiey message that it is foolproof, in order to keep
making sales. The organisations that sponsor scheset to believe that it is foolproof, in orderawoid liabilities for problems. The resulting awfa
accuracy and reliability will make it extraordingrdifficult for an individual who has been subjedtto identity theft to prosecute their innocence.

Any biometric is an extraordinarily dangerous meashecause it's the equivalent of a PIN that centthanged. Lose it once, and you're forever stibje
to masquerade by each person or organisation diirad gccess to it.

Automated Denial of Identity

Identity theft is not limited to individual crimit& For example, a corporation could apply bionestto the denial of access to premises by ex-erapfy
customers previously found guilty of shop-liftiragyd in the case of casinos, problem-gamblers.

Proposals of this nature have arisen in the comtefctotball grounds, and it was reported that ppliaation was applied to the thousands of people w
streamed into the U.S. Super Bowl in January 2@01. Green 2001).

The technique could of course be extended to thebef access by customers suspected of shopgjftomplainants, or known agitators against the
company's practices. Government agencies couldstinces of applications, such as preventing tadgeteple from using transport facilities. This
scenario was investigated many years ago in thi sovel 'Shockwave Rider' (Brunner 1975).

Chilling Effect on Freedom, and on Democracy

Biometric technologies, building as they do on bssantial set of other surveillance mechanismsteran environment in which organisations have
enormous power over individuals. Faced with thespeat of being alienated by employers, by providénsumer goods and services, and by
government agencies, individuals are less reagpit® dissent, or even to complain.

That is completely contrary to the patterns thaehaeen associated with the rise of personal fresdind free, open societies. It represents thedind
closed-minded society that the Soviet bloc creaad,which the free world decried. The once-freddvis submitting to a 'technological imperativaaid
permitting surveillance technologies to changeetgdor the worse. Biometrics tools are among tlestthreatening of all surveillance technologiesl a
herald the severe curtailment of freedoms, anddpeession of 'different-thinkers', public interadivocates and 'troublemakers'.
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Clearly, this undermines democracy, because catediddependent on parties, sponsors and the naedikess willing to be marginalised; supporters are
less prepared to be seen to be so; and voters ledeanful of the consequences if their voting patdecome visible.

Less clearly, the suppression of different-thinkstrangles the economy. It does this because dygtauility of supply is dependent on experimentgtio
choice, and the scope for consumers to changedéeriand patterns.

Dehumanisation

Beyond the fairly practical considerations of freedof thought and action, democracy and econonhavaeur, there is the question of the ethics of the
matter. If we're happy to treat humans in the saraener as manufactured goods, shipping cartongyetsdthen biometrics technologies are
unobjectionable. If, on the other hand, humansicoatto be accorded special respect, then biorsdethnologies are repugnant to contemporary free
societies. Authoritarian governments ride roughestweer personal freedoms and human rights. Thdyestablish legal authority for and enforcement of
the capture of biometrics for every transactiom anevery doorway. Such governments see consdre\eam awareness by the person as being irrelevant,
because they consider that the interests of soaiétlye State' (i.e. of the currently powerfubclkes) dominate the interests of individuals. Inftke

world as well, substantial momentum exists withivgrnments and corporations to apply those sanh@déagies, and in the process destroy civil rights

in those countries.
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PART C — Interaction, Inconsistency and Fragmentatn

Ch 10 — Overview

No proposals.

Ch 11 — The Costs of Inconsistency and Fragmentation

Proposal 11-1The Office of the Privacy Commissioner should pdeviurther guidance to
agencies and organisations on privacy requirenadfesting information sharing.

Support subject to our general reservations ab&4 Quidance in
our Introduction.

Proposal 11-2Agencies that are required or authorised by letyisiaor a public interest
determination to share personal information shdeleelop and publish documentation that
addresses the sharing of personal informationvdrete appropriate, publish other documen
(including memoranda of understanding, indemnitieaments and ministerial agreements)
relating to the sharing of personal information.

Support — maximum transparency is desirable.

ts

Proposal | 1-3The Australian Government should convene an irgerray working group of
senior officers to identify opportunities whereavibuld be appropriate to share or streamline
sharing of personal information among Australiarv&ament agencies.

Disagree - It should not be a function of a priviy to proactively
tleearch out data-sharing opportunities — the imntedieed is for a
standing body to review any such proposals, whatiéner origin,

in light of privacy obligations — see Proposal 11-4

Proposal 11-4The Australian Government, in consultation withetand territory
governments, intelligence agencies, law enforceragancies, and accountability bodies
(including the Office of the Privacy Commissiongre Inspector-General of Intelligence and
Security; state and territory privacy commissioraerd agencies with responsibility for privag
regulation; and federal, state and territory ommats), should:

Support (see also proposal 64-4 re PC membersiAChiA
LEAC)

Yy

(a) develop and publish a framework relating wssrborder sharing of personal informatipn
within Australia by intelligence and law enforcerhagencies; and
(b) develop memoranda of understanding to ensiateaiccountability bodies can oversee
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cross-border information sharing within Australialaw enforcement and intelligence
agencies.

Question 11-1Are the definitions of ‘contracted service providend ‘State contract’ under
the Privacy Act 198&Cth) adequate? For example, do they cover allyihes of activities that
private sector organisations might perform on bletfehgencies?

Ch 12 — Federal Information Laws

Proposal 12-1The Australian Government and state and territosegnments should ensure
the consistency of definitions and key terms (faaraple, ‘personal information’, ‘sensitive
information’ and ‘health information”) in federatate and territory legislation that regulates
the handling of personal information.

Support

Proposal 12-2Section 41(1) of théreedom of Information Act 198€Zth) should be amende
to provide that a document is exempt if:

(@) it contains personal information, the disclesof that information would constitute a
breach of the proposed ‘Use and Disclosure’ priecgmd disclosure would not, on
balance, be in the public interest; or

(b) it contains personal information of a decedsdi/idual, the disclosure of that
information would constitute a breach of the praab%Jse and Disclosure’ principle
(but where the Principle would require consentagency must consider whether the
proposed disclosure would involve the unreasondistdosure of personal informatio
about any individual including the deceased indiaijl and disclosure would not, on
balance, be in the public interest.

dSupport in principle subject to new developmentsverall
information law

Proposal 12—-3Personal information’ should be defined in ffrmedom of Information Act
1982 Cth) as ‘information or an opinion, whether truenot and whether recorded in a mater
form or not, about an identified or reasonably tifeable individual’.

Support (but see our previous submission on ALRE1 Ife
igpersonal affairs’ information).

Proposal 12-4TheFreedom of Information Act 19&2th) should be amended to require tha
the body that is primarily responsible for admiraion of the Act is to:

(@) develop and publish guidelines on the intagtien and application of s41;

tSupport — we note that the new Government proposesegrate
the functions of the Privacy Commissioner with #ho$a new
Information Commissioner — see our comments onrévs

environment in our Introduction
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(b)

consult with the OPC before issuing guidelinaghe interpretation and application of
41.

72

Proposal 12-5TheFreedom of Information Act 1982th) should be amended to provide tha
disclosure of personal information in accordance wieFreedom of Information Act 1982
(Cth) is a disclosure that is required or authatifee the purposes of the proposed ‘Use and
Disclosure’ principle under the Privacy Act

tSupport

Proposal 12-6ThePrivacy Act 198§Cth) should be amended to provide a new Parirdgal
with access to, and correction of, personal infaionsheld by an agency.

Support in principle subject to new developmentswverall
information law

Proposal 12—7TheFreedom of Information Act 1982th) should be amended to:
(a)

provide that an individual’s right to accesorrect his or her own personal informatic
is dealt with under the Privacy Act;

(b) delete part V of the Act.

Support in principle subject to new developmentsverall

information law
DN

Proposal 12—8The proposed Part of th&ivacy Actdealing with access to, and correction o

personal information held by an agency should gievhat:

(@) if an agency holds personal information atauindividual , the agency must, if
requested by the individual, provide the individwéh access to the information,
subject to a number of exceptions under the Part;

(b) where an individual is given access to persmfii@mation, the individual must be
advised that he or she may request the correcfitrabinformation;

(c) where an agency is not required to providaridevidual with access to personal
information because of an exception, the agency talie reasonable steps to reach
appropriate compromise, involving the use of a mllyuagreed intermediary , provide
that the compromise would allow for sufficient a0 meet the needs of both parti
and

(d)

nothing in the Part is intended to preventliscourage agencies from publishing or

,Support (should generally replicate UPP 9 — anfgdihces to be
justified)

an
d

giving access to personal information, otherwiseths required by the Part, where
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they can do so properly or are required to do skavwy

Question 12-1What exceptions should apply to the general promigiranting an individual
the right to access his or her own personal infoion@

For example, should the exceptions mirror the giowis in Part IV of th&reedom of
Information Act 198ZCth) or should another set of exceptions apply?

Should generally replicate UPP 9 — any differeriodse justified

Proposal 12-9 The proposed Part of tiirivacy Actdealing with access to, and correction
personal information held by an agency should glevhat if an agency holds personal
information about an individual the agency must:

(a) if requested by the individual take such stepsorrect (by way of making appropriate
corrections, deletions and additions) the infororagas are in the circumstances,
reasonable to ensure that the information is, vatrence to a purpose of collection
permitted by the UPPs, accurate, complete, upte;dalevant and not misleading;

(b)  where the agency has taken the steps outlm@fabove, if requested to do so by the
individual, and provided such notification would jp&cticable in the circumstances,
notify any other entities to whom the personal infation has already been disclosed
before correction.

pfShould generally replicate UPP 9 — any differertodse justified

Proposal 12-10The proposed part of therivacy Actdealing with access to, and correction of Should generally replicate UPP 9 — any differeriodse justified

personal information held by an agency should plevhat where an agency decides not to
correct the personal information of an individuatiahe individual requests the agency to
annotate the personal information with a staterbgrihe individual claiming that the
information is not accurate, complete , up-to-degkgvant, or is misleading the agency must
take reasonable steps to do so.

Proposal 12-11The proposed Part of the Privacy Act dealing witbess to, and correction, ofShould generally replicate UPP 9 — any differeriodse justified

personal information held by and agency shoul@aet process for dealing with a request t
access or correct personal information that addsess

(@) the requirements for making an applicationciarection or annotation of personal
information;

D
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(b) time periods for processing a request to a&coesorrect personal information;

(c) the transfer of a request to access or cop@&onal information to another agency in
certain circumstances (for example, when a documenit in the possession of an
agency but is, to the knowledge of that agenchépgossession of another agency);

(d) how personal information is to be made avédab the individual (including by giving a
reasonable opportunity to inspect the records,rbyiging a copy of the record, by

giving a summary of the contents of the recordptmyviding oral information about the

contents of the record);
(e) how corrections are to be made (includingdditéons and deletions);
()  the deletion of excepted matter or irrelevanaterial;

(g) the persons authorised to make a decisiorebalbof an agency in relation to a reques
to access or correct personal information;

(h)  when a request for access to personal infeomahay be refused by an agency(for
example, when it would substantially and unreaslyngdilbert the resources of the
agency from its other operations, or in the cas® Minister, would substantially and
unreasonably interfere with the performance ofittaister’s functions); and

(i) the provision of reasons for a decision toydamequest to access or correct personal
information.

D

—

Proposal 12-12The Proposed Part of the Privacy Act dealing wittess to, and correction of
personal information held by an agency should plevor:

(@) internal review by an agency of a decision enader the Part;

(b) review by the Administrative Appeals Tribumdla decision made under the Part
(including the power to make an order for compensagtand

(c) complaints to the Commonwealth Ombudsman.

, Support

Proposal 12-13The Office of the Privacy Commissioner should isguelelines on access to

Support subject to general reservations about Qkdagce in our
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and correction of records containing personal mfgtton held by an agency.

Introduction.

Question 12-2Should the Office of the Privacy Commissioner’s ptaimt handling,
investigative and reporting functions be exemptauriieFreedom of Information Act 1982
(Cth)

No — only whatever generic exemptions for complaodies will
apply

Proposal 12-14Part VIII of the Privacy Act 1988 (Cth) (obligatisof confidence) should be
repealed.

Support

Chapter 13 Required or Authorised under Law

Question 13-1 Should the definition of ‘law’ for the purposesdsdtermining when an act or
practice is required or specifically authorisedobyinder a law include:

(@ common law or equitable duty;

(b) an order of a court or tribunal;

(c) documents that are given the force of lawmyat of Parliament, such as industrial
awards;

(d) statutory instruments such as a Local Envitental Plan made under a planning law?

Yes to all in principle. Needs to cross refer togmsal for
‘specifically’ authorised in the UPPs — see ourrsigision on Part
D.

Question 13-2Should a list be compiled of laws that require awtharise acts or practices in
relation to personal information that would othesavbe regulated by thrivacy AcP If so,
should the list have the force of law? Shouldeitbmprehensive or indicative? What body
should be responsible for compiling and updatireglit?

Exhaustive list impracticable, but a list of mostanon
requirements would be useful — OPC to compile

Proposal 13-1If the exemption that applies to registered pditigarties and political acts an
practices is not removed, the Commonwealth Elekfaral1918(Cth) should be amended to
provide that prescribed individuals, authoritiedl anganisations to whom the Australian
Electoral Commission must give information in radat to the electoral roll and certified listg
of voters must take reasonable steps to:

dSupport (but exemption should go — see our subamissn Part E)

(@) protect the information from misuse and lasd from unauthorised access, modification
or disclosure; and
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(b) destroy or render the information non-ideabfe if it is no longer needed for a permitt
purpose.

a)

d

Proposal 13-2 The Australian Electoral Commission and state anatory electoral
commissions, in consultation with the Office of thgvacy Commissioner, should develop af
publish protocols that address the collection,ars®destruction of personal information sha
for the purposes of the continuous update of teetetal roll.

Strongly support
nd
red

Proposal 13-3 The review of théA\nti-Money Laundering and Counterterrorism Finargiict

2006(Cth), the regulations and the Anti-Money Laundgrand Counter-terrorism Financing

Rules under s 251 of the Act should consider,antiqular, whether:

(&) reporting entities and designated agencieapeopriately handling personal
information under the legislation;

(b) the number and range of transactions for whdehtification is required should be moré
limited than currently provided for under the |égimn;

© it remains appropriate that reporting entiaes required to retain information for seven
years; and
(d) itis appropriate that reporting entities abde to use the electoral roll for the purpose
identification verification.

Strongly support

1174

of

Proposal 13-4 The Anti-Money Laundering and CountBerrorism Financing Act 2006 (Cth)
should be amended to provide that state and terdtgencies that access personal informati
provided to the Australian Transaction Reports Andlysis Centre under the Act be regulate
under thePrivacy Actin relation to the handling of that personal imhation, except where the
are covered by obligations under a state of teyritmw that are, overall, at least the equivale
of all the relevant obligations in ti&ivacy Act

Strongly support
on
2d
y
nt

Ch 14 — Interaction with State and Territory Laws

Proposal 14-1ThePrivacy Actshould be amended to provide that when an Australia
Government agency is participating in an intergouental body or other arrangement
involving state and territory agencies (for exanpMinisterial Council), the Australian

Support
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Government agency should ensure that a memorantlunderstanding is in place so that the

intergovernmental body and its members do notaictngage in a practice, that would breach
the Act.

\1%4
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PART D — Unified Privacy Principles

Ch 15 — Structural Reform of Privacy Principles

Proposal 15-1The privacy principles in the Privacy Act shoulddrafted to pursue, as much We support Proposal 15-1. However we believe thatdlso

as practicable, the following objectives:

(@) the obligations in the privacy principles getly should be expressed as high level
principles;

(b) the privacy principles should be simple, clead easy to understand and apply; and

(c) the privacy principles should impose reasomalligations on agencies and
organisations.

desirable to adopt principles (i) which are comsistat least within
Australia, and (ii) which represent best practititernationally
accepted privacy standards

Proposal 15-2The Privacy Act should be amended to consolidaecthrent Information
Privacy Principles and National Privacy Principle® a single set of privacy principles—the
Unified Privacy Principles (UPPs)—that would be gextly applicable to agencies and
organisations, subject to such exceptions as reduir

We support Proposal 15-2.

Proposal 15-3The proposed UPPs should apply to information pshexcept to the extent
that:

(@) the Privacy Act or another piece of Commontieptimary legislation imposes differen
or more specific requirements in a particular criter

(b) subordinate legislation under the Privacy igboses different or more specific
requirements in a particular context.

We support Proposal 15-3.

Proposal 15-4The National Privacy Principles should provide glemeral template in draftin
and structuring the proposed UPPs.
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Ch 16 — Consent

Proposal 16—1The Office of the Privacy Commissioner should pdeviurther guidance abod
what is required of agencies and organisationdtain an individual’'s consent for the purpos
of thePrivacy Act This guidance should: (a) cover consent as ili@pn various contexts; an
(b) include advice on when it is and is not appiatprto use the mechanism of ‘bundled
consent’.

tThe definition of ‘consent’ should be amended taldeth a

s@simber of key issues concerning consent, spediii¢ite following

dsubmissions, rather than leaving them to OPC guiela@ther
aspects of consent should be dealt with where Iplesisi the
Explanatory Memorandum, and only otherwise by OBidance.

Any OPC guidance should be required to be issugtdmbne year.

In relation to implied consent, either the defimitiof ‘consent’ or
the explanatory memorandum should state that imhgléasent must
be clear and not ambiguous.

Either the Act or the Explanatory Memorandum shatéde that a
failure to opt out is not by itself to constitutensent.

The Act or the Explanatory Memorandum should diizat where a
person has no choice but to provide personal irdition in order to
obtain a benefit, no consent to any uses of trarimdtion beyond
the express purpose of collection may be impliedcuich
circumstances of ‘involuntary consent’, only expgresnsent should

apply.

The definition of ‘consent’ needs to be amendedrider to prevent
abuse of the practice of ‘bundled consent’. Irtipalkar, wherever
consent is applicable to the operation of a privadyciple,
separate consent should be required for each pedpmepose of
use.

Embedded Question- Should the definition of consent be amended RBL16.2)

Yes — see our response to Proposal 16-1

Embedded Question- Should the proposed UPPs contain a separatgiganhat deals with
the issue of consent? (ALRC 16.2)

No - see our response to Proposal 16-1
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Ch 17 — Anonymity and Pseudonymity

Proposal 17-1 The proposed Unified Privacy Principles should aomt principle called
‘Anonymity and Pseudonymity’ that sets out the isgments on agencies and organisations
respect of anonymous and pseudonymous transagtitnidividuals.

Support

rl]JPP 1 should state that ‘agencies and organisatimss give
individuals the option of anonymity/pseudonymitpt that
‘individuals ... should have’ this option. (This refiaulation is also
necessary in relation to our submission on propbsdl).

Proposal 17-2 The proposed ‘Anonymity and Pseudonymity’ princigpteuld include a
pseudonymity requirement that when an individuatassacting with an agency or
organisation, the agency or organisation must gfigendividual the option of identifying
himself or herself by a pseudonym. This requirenilimited to circumstances where
providing this option is lawful, practicable andtmaisleading.

Support — see 17-1

Proposal 17-3 The proposed ‘Anonymity and Pseudonymity’ princigpt®uld provide that,
subject to the relevant qualifications in the pifphe, an agency or organisation is required to
give individuals the clear option to transact amoawysly or pseudonymously.

Support

UPP 1 should expressly state that the obligation on
organisations/agencies applies at the stage wharf@amation
system is being designed, not only ‘after the ewghen a person
wishes to enter a transaction with a data uses iBHio mean that
where it is practicable, without excessive costjeasign
anonymity/pseudonymity options into a system, timeast be
designed in. The judgements as to practicability asto whether
any cost is excessive must not be left to the dsgéion or agency -+
they must be able to be tested by an independetyt pa

The anonymity principle should impose an obligation
organisations to facilitate, where practicable Ewveful, anonymous
or pseudonymous transactions between individualgtaind parties

The words “..,provided this is not misleading’ shibbie deleted
from paragraph (b) of UPP1.

APF endorses the revised wording for UPP1 propbgetie
Cyberspace Law & Policy Centre.
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Proposal 17-4 The Office of the Privacy Commissioner should pdevguidance to agencies
and organisations on: (a) when it is and is nofudand practicable to give individuals the
option to transact anonymously or pseudonymoublywhen it would be misleading for an
individual to transact pseudonymously with an agesrcorganisation; and (c) what is involve
in providing a clear option to transact anonymowslpseudonymously.

Support

Ch 18 — Collection

Proposal 18-1

(@) The proposed Unified Privacy Principles shaddtain a principle called ‘Collection’
that requires agencies and organisations, whespmeahle and practicable, to collect
personal information about an individual only fraime individual concerned.

(b)  The Office of the Privacy Commissioner shagoidvide guidance to clarify when it

Support both subject to our general comments aB&@ guidance
in our Introduction .

The ALRC should address the issue of how Austrdaanshould
clarify the relationships between collection anstctiisure of
personal information, and in particular the linibat that the
purposes of collection of a first organisation giajimiting the

would not be reasonable and practicable to cotiech information from the individual yses of a second organisation to which the infdonas disclosed.

concerned.

If this is not done in the legislation, it wouldvegtheless be
valuable to have the Explanatory Memorandum clawifwat is the
expected interpretation of the legislation.

The ALRC should also address the issue of thethalethe law of
breach of confidence plays in determining the citstances under
which the use or disclosure of personal is limited.

Proposal 18-2The ‘Collection’ principle in the proposed Unifi&tivacy Principles (UPPSs)
should provide that, where an agency or organisatoeives unsolicited personal informatio
it must either;

(@)
(b)

destroy the information immediately withouingsor disclosing it; or

comply with all relevant provisions in the Utat apply to the information in
guestions, as if the agency or organisation haehtalctive steps to collect the
information.

We support this qualified application of the cotlen principle to

nunsolicited information, provided it is made cléfaat ‘using or
disclosing’ includes takingny action, and that the destruction
option must be exercised within a very limited timetherwise it
would be essential for at least the security pplecto apply while
the information was held.

The Act or Explanatory Memorandum should makedaclthat
unsolicited information is included within the méamof ‘collect’.
We comment further below on other means of colbecti

The law should make it clear that the collectioimgiples UPPs 1
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and 2 apply to the maximum practical extent torimfation
obtained from observation or surveillance; to infation extracted
from other records, and to information generatdthivwian
organisation or agency as a result of transactibmis. should be
done either in the legislation or in the Explangtglemorandum.

Proposal 18-3 The ‘Collection’ principle in the proposed Unidfi€rivacy Principles should
provide that an agency or organisation must ndecopersonal information unless it
reasonably believes the information is necessargrie or more of its functions or activities.

While we support the inclusion of this additionedt, we believe
that overall the obligation remains too subjectaa that further
guidance is desirable within the principle itsedhcerning several
of the other criteria. We make the following suggess:

- Add to UPP 2.1 the words ‘...and is proportionalltoge
functions or activities’.

- Add to UPP 2.1 a second sentence: ‘The perceiveessdy
must be related to the particular purpose of ctbecof the
information in question.’.

- UPP 2.1 should refer to ‘one or more of its lavffuictions
or activities.’. .

Ch 19 — Sensitive Information

Proposal 19-1:The proposed Unified Privacy Principles shouldagtthe requirements on
agencies and organisations in relation to the ctitie of personal information that is defined
‘sensitive information’ for the purposes of tRavacy Act..

as

... These requirements should be located in the pemp@ollection’ principle.

The ALRC proposes to include the substantive cardeNPP10
into the new collection UPP (2.6), where it willpdypto both
organisations and agencies (ALRC DP 72 Chaptes 18). We
support this in principle, but have some reservaticoncerning the
exceptions.

The consent exception in UPP 2.6(a) should resxpeess or
explicit consent.

The first paragraph of UPP 2.6(d) should readhd information is
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collected in the course of the lawful activitiesaohon-profit
organisation that has aims relating to sensitif@rmation (as
defined in this Act) — the following conditions asatisfied:’

The Privacy Commissioner should be required toeiggudance
about fair and lawful means of collection, whick af considerable
practical importance.

Proposal 19-2: The proposed sensitive information provisions stt@aintain an exception
permitting the collection of sensitive informatiby an agency or organisation where the
collection is required or specifically authorisgddy under law.

The exception (b) in UPP 2.6 should include thedvepecifically’.

Proposal 19-3: The proposed sensitive information provisions &hcontain an exception
permitting the collection of sensitive informatiby an agency or organisation where the
collection is necessary to lessen or prevent asethreat to the life or health of any
individual, where the individual whom the inform@aticoncerns is incapable of giving conse

Disagree - We oppose the deletion of the word ‘inemt’ from
UPP 2.6(c)

nt.

Question 19-1 Should the proposed sensitive information provisiprovide that sensitive
information can be collected where all of the faling conditions apply:

(a) the individual is incapable of giving consent;

(b) the collection is necessary to provide anmsseservice for the benefit of the individug
and

(c) the collection would be reasonable in all tireumstances?

No - this is unnecessary.

Ch 20 — Specific Notification

Proposal 20-1 The proposed Unified Privacy Principles shouldtao a principle called
‘Specific Notification’ that sets out the requiremi® on agencies and organisation to provide
specific notification to an individual of particulmatters relating to the collection and handli
of personal information about the individual.

Support

ng

Proposal 20-2 The proposed ‘Specific Notification’ principleBauld provide that, at or befor
the time (or, if that is not practicable, as sosmpeacticable after) an agency or organisation
collects personal information about an individuahf the individual, it must take reasonable

eWe support the ALRC’s suggestion (explained in geaph 20.30)
that the notification requirements should generagiply to all
circumstances of collection. In our view this sldoexpressly
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steps to ensure that the individual is aware af the

(@) fact and circumstances of collection (forragpke, how, when and from where the
information was collected);

(b) identity and contact details of the agencgrganisation;

(c) fact that the individual is able to gain accsthe information;

(d)  purposes for which the information is collette

(e) main consequences of not providing the infaiona

() types of people, organisations, agencies loeroéntities to whom the agency or
organisation usually discloses personal informatsord

(g) avenues of complaint available to the indialdifihe or she ahs a complaint about the

collection or handling of his or her personal imhation.

This requirement should only apply :

(1) in circumstances where a reasonable persotdvespect to be notified;

(2) except to the extent that making the individaaare of the matters would pose a serig
threat to the life or health of any individual; and

(3) subject to any other relevant exceptions.

include collection by observation, surveillancergernal
generation in the course of transactions (see @unents below of
UPP 3.1(a) and also on these different modes tdaan in
relation to UPP 2),

UPP 3 should read: ‘.....from the individual, by wéagr means, it
must take ...’

We are concerned that leaving the obligation asugng
awareness’ (as in NPP 1.3) is too open to abugenBiance, as we
have argued previously (in relation to our IP 3sission, 4-2),
data users could deliberately omit privacy notitem routine
communications even where there is minimal margsoat in
repeating it, relying instead on an initial comnuation constituting
‘reasonable steps’. In our view, it is asking tooech of individuals
to expect them to remember the details of a privetice several
months after they have received it, and in mosteoda there is no
good reason why notice should not be repeated.

We agree that the objective of this principle ietsure awareness

but a better way of consistently achieving thisestiye would be, in
,Qur view, to change this principle from one of kw@able steps to

‘ensure awareness’ to reasonable steps to spdigificatify’, with

a conditional exception where the data user costiabéish that at

least the typical data subject had been made dwanther means

(see our comment on UPP 3.1(a) below.

UPP 3.1 should be re-worded from ‘... reasonablesstegnsure
that the individual is aware’ to ‘...reasonable stepeotify the
individual...

UPP 3.1(c) should read ‘fact that the individuadlide to gain
access to the information and seek correction;’

Proposed UPP 3.2(b) should be amended to readdémity of the

N

source of the information, if requested by the vidlial.’
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Proposal 20-3 The Office of the Privacy Commissioner shoulovile guidance to assist

agencies and organisation in ensuring that indalglare properly informed of the persons tg mean in practice should be incorporated in thecpla itself,

whom their personal information is likely to beadsed.

Supported, however, far more of the detail of vthatrequirements

leaving less to be covered in the guidance.

The Privacy Commissioner should be required toeiggudance
about compliance with the specific notification wegments under
UPP 3 in relation to different circumstances ofextion.

Proposed UPP 3.2 should be amended at the end &fgh
paragraph to read ‘... the individual is or has beade aware, at 0
before the time of that collection (or, if thainst practicable, as
soon as practicable thereafter) of:’

Proposal 20—4 An agency should be required to notify an indirtof the matters listed in th
proposed ‘Specific Notification’ principle, excejptthe extent that the agency is required or
specifically authorised by or under law not to méke individual aware of such matters.

eWe support the proposed exception UPP 3.3(b)(ii)sbbmit that it
should apply both to agencies and to organisations.

Proposal 20-5

(@) The proposed ‘Specific Notification’ principle should provide that where an
agency or organisation collects personal information from someone other than
the individual concerned, it must take reasonable steps to ensure that the
individual is or has been made aware of:

(1) the matters listed in Proposal 20-2; and
(2) on request by the individual, the source of the information.
(b) this requirement should only apply:
(1) in circumstances where a reasonable persofdveapect to be notified;

(2) except the extent that making the individual aware of the matters would
pose a serious threat to the life or health of any individual; and

3) in the case of an agency, except to the extent that it is required or
specifically authorised by or under law not to make the individual aware

We are concerned at the suggestion in paragra@3 Htat there
will be a broad range of circumstances where ndication will be
necessary. We believe that the case made haetisof simplistic.
Just because an individual is aware that colleaidaking place
does not automatically mean that they are awaadl of the matters
to be included in normal notifications, and evethdy have
previously been notified, some of the details (saslntended
recipients) may have changed over time.

Any exceptions should be narrow and specific. Treeption
embodied in UPP 3.3(a) is, in our view, far tobjsative and also
adopts the wrong ‘default’ setting. To the extédmattan exception
based on ‘prior expectation’ is justified, this altclearlybethe
exception; i.e. notification should be requitedessthere is a
reasonable belief that most of the individuals ened would not
expect to be notified. Such a belief would moshownly be
founded on a claim that individuals had alreadynbmede aware in
some other way. There may also be some circunesanavhich
such a belief could be founded on evidence thavihgals were not
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of one or more of these matters.

interested in knowing, although this could be ndifécult to
establish.

UPP 3.3 should be re-worded as follows:

‘An agency or organisation must comply with the
obligations in UPPs 3.1 and 3.1 unless:

(a) it reasonably believes that there is a readenab
expectation on the part of individuals concerned they
not be notified

The ALRC proposes an exception where making thizichaal
aware would pose a serious threat to the life atthef any
individual. (ALRC DP 72, [20.25], and UPP 3.3(b)(i)This carries
over an existing exception to NPP 1.5, but woulplypot only to
collection from third parties but also to collectidirectly from the
individual. There is no such current exceptioliRP 1.3, and the
ALRC has not provided any arguments to supportegkiension.
Given that in the direct collection situation tineividual will be
aware that information is being collected, it seemmisely that
informing them of the matters covered by UPP 3dldgcause any
additional harm. In the absence of any justifmatiwe oppose the
application of exception (b)(i) to direct colleatio

UPP 3.3(b)(i) should only apply to indirect colliect As such, it
may be better relocated to UPP 3.2.

The ALRC also proposes that UPP 3 should contéimtber
exception — that an agency not be required to cpmijth the
relevant notification requirements if it is ‘reqedl or specifically
authorised by or under law’ not to make the indiridaware,
(ALRC DP 72, [20.23] and proposed UPP3.3(b)(ii)).

Under the ALRC proposal, this exception would netavailable to
private sector organisations. We cannot see wlyauld not —
there are such statutory constraints on businessel,as the
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prohibition on ‘tipping off’ in the AML-CTF Act 200 (s123).

We therefore support the proposed exception UP®)3ii3 but
submit that it should apply to agencies and orgdiuss.

Proposal 20—6 The Office of the Privacy Commissioner shouldvite guidance on the
circumstances in which it is necessary for an agenorganisation to notify an individual
when it has received personal information abuindesidual from a source other than the
individual concerned.

We support the ALRC proposal that the OPC shoubdige
guidance on this aspect of compliance with UPP &él@r, as we
have suggested above, far more of the detail of titea
requirements mean in practice should be incorpdratéhe
principle itself, leaving less to be covered in thedance.

Proposal 20—7The Office of the Privacy Commissioner should pdevguidance on the
meaning of the ‘reasonable steps’ in the contednofgency’s or organisation’s obligation tg
fulfil its notification requirements under the paged ‘Specific Notification’ principle.

We support the ALRC proposal that the OPC shoubdige
guidance on this aspect of compliance with UPPiBwever, as we
have suggested above, far more of the detail of titea
requirements mean in practice should be incorpdratéhe
principle itself, leaving less to be covered in thedance.

Ch 21 — Openness

Proposal 21-1 The proposed Unified Privacy Principles should aont principle called

‘Openness’ that sets out the requirements on amcgg® organisation to operate openly and
transparently by providing general notificatioreifPrivacy Policy of how it manages persong
information and how personal information is colettheld, used and disclosed by it.

Support.

| However, the ALRC takes the view that agencies meeldnger be
required to submit a document to the OPC for thpqaes of
compiling a Personal Information Digest, as culsergquired by
IPP 5.4(b) (ALRC DP 72 [21.19]).

We disagree. We accept that there has been edialittle use of
the Commonwealth (and ACT) Personal Informatione3tg over
the 17 years they have been published. Howeveyr rédmain a
potentially valuable resource for the media andipubterest
groups to make comparisons and hold governmeratsdount.
Agencies will have to prepare the equivalent ofigeBt entry in any
case to satisfy UPP4, so the marginal cost is thradtyof annual
submission and the compilation by the Privacy Cossinoner. Now
that these processes are established, the savimgsdémoving the
obligation would be very small, while a potentiadiytremely
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valuable resource would be lost.

UPP 4 should include a requirement: ‘an agency swistit an
electronic copy of its privacy policy to the Priya€Commissioner at
least once each year’.

Any privacy policies submitted to the Privacy Corsgibner should
be published by the Privacy Commissioner, and neasepublished
by other parties’.

We also support a requirement for both agencieegahisations
to provide further details of their information neyement to the
Privacy Commissioner on request. This obligatohest located
elsewhere in the Act and we take it up in our s@isioh on Part F
of DP 72.

Proposal 21-2 The Privacy Policy in the proposed ‘Openness’ ppiecshould set out an
agency'’s or organisation’s policies on the managemepersonal information, including how
the personal information is collected, held, used @disclosed. This document should also

include:

(@) what sort of personal information the agencgrganisation holds;

(b)  the purposes for which personal informatiohetd;

(c) the avenues of complaint available to indialdun the event that they have a privacy
complaint;

(d) the steps individuals may take to gain actegersonal information about them held b
the agency or organisation;

(e) the types of individuals about whom recoraskapt;

(f)
(9)

the period for which each type of record ipkend

the persons, other than the individual, who @aecess personal information and the
conditions under which they can access it.

Support.

APF submission on ALRC DP72 p.41 December 2007



ALRC PROPOSALS

APF SUBMISSION

Proposal 21-3 The Office of the Privacy Commissioner should isguelance on how agenciesupport.
and organisations can comply with their obligationthe proposed ‘Openness’ principle to

produce and make available a Privacy Policy.

Proposal 21-4 An agency or organisation should take reasonabfessb make its Privacy Support.

Policy, as referred to in the proposed ‘Opennesstiple, available without charge to an
individual: (a) electronically (for example, on ik&bsite, if it possesses one); and (b) in harg
copy, on request.

1S5

Proposal 21-5 The Office of the Privacy Commissioner should comé to encourage and
assist agencies and organisations to make avasgabi¢ form privacy notices summarising
their personal information handling practices. $fmmm privacy notices should be seen as
supplementing the more detailed information thaeguired to be made available to individu
under the Privacy Act.

APF, like many other consumer representative osgdions, while
acknowledging an ‘information overload’ problemews trends
towards layered and short form privacy notices withpicion, as
alkhey can too easily omit information which shouédrelevant to an
individual's decision whether to proceed with angaction.

We believe that it is necessary to mandate a mimrewvel of
information to be provided at or before the timeollection and a
minimum standard of transparency and ease of namghetween
specific collection notices and privacy policieghis is best
achieved either in Regulations or a binding Code.

Regulations or a binding Code should prescriberttmmum set of
information which needs to be provided at or betbeetime of
collection to achieve the objective of the speaifatification
principle (UPP 3) and the minimum standard of tpamency of
links to more detailed information provided undd?RJ4.

Ch 22 — Use and Disclosure

Proposal 22-1The proposed Unified Privacy Principles should aoma principle called ‘Use
and Disclosure’ that sets out the requirementsgemeies and organisations in respect of the
use or disclosure of personal information for gppse other than the primary purpose of
collecting the information.

Support

Either this principle, the definitions, or the Eaphtory

Memorandum, should confirm that accessing persof@mation,
even without further action being taken as a reduthat access, is
‘use’ of personal information.
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Either this principle, the definitions, or the Eaphtory
Memorandum, should clarify the circumstances incltpassing
information outside an organisation remains a a#iger than a
disclosure

The law should be clarified to expressly allow tioe declaration of
multiple specific purposes, but not to allow a lillgestated
purpose.

Proposal 22—2The proposed ‘Use and Disclosure’ principle shaddtain an exception

permitting an agency or organisation to use orldsgcan individual’s personal information fg

a purpose (the secondary purpose) other than timagy purpose of collection if the:

(@) secondary purpose is related to the primarggae and, if the personal information is
sensitive information, directly related to the paiy purpose of collection; and

(b) individual would reasonably expect the agenicgrganisation to use or disclose the
information for the secondary purpose.

Support.

=

Proposal 22—-3The proposed ‘Use and Disclosure’ principle shaddtain an exception
permitting an agency or organisation to use orldsgcan individual’s personal information fg
a purpose (the secondary purpose) other than timayr purpose of collection if the agency d
organisation reasonably believes that the usesotatiure for the secondary purpose is
necessary to lessen or prevent a serious threat to:

(@)
(b)

an individual’s life, health or safety; or

public health or public safety.

The arguments put forward to support the removéhefword
rimminent’ in this exception have in our view beangely
raddressed by the ‘emergencies and disasters’ anegrslto the

Privacy Act in late 2008. Only if it becomes evident over time th

these amendments have not adequately addresseahiterns

should further amendments, such as a major broaglefithis
exception, be considered.

We oppose the deletion of the qualifying word ‘imemt’ from
UPP 5.1(c)

Question 22—-1Should the proposed ‘Use and Disclosure’ princgetain an exception
allowing an agency or organisation to use or deloersonal information for a purpose othe
than the primary purpose of collection where thiséquired omspecificallyauthorised by or

under law’ instead of simply ‘required or authodd®y or under law’?

We agree with the reasoning of the ALRC that lenathis proposal,
rand support the narrower wording. No compellingregles have
been provided in support of the status quo.

2 Privacy Legislation Amendment (Emergencies and désa) Act 200¢Cth).
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We support a narrowing of the proposed exceptioR BR (e) to
include ‘specifically’.

UPP 5. Use and Disclosure

5.1 An agency or organisation must not use or oggcpersonal information about an individl
for a purpose (theecondary purpogeother than the primary purpose of collection gale

(@)
(i)

(b)
(c)

(d)

(e)
(f)

both of the following apply:

the secondary purpose is related to the pgrparpose of collection and, if the persona
information is sensitive information, directly redd to the primary purpose of collection; and

(ii)

the individual would reasonably expect the agency or organisation to
use or disclose the information for the secondary purpose; or

the individual has consented to the use alaksire; or

the agency or organisation reasonably believes that the use or disclosure is
necessary to lessen or prevent a serious threat to:

() anindividual's life, health or safety; or
(i) public health or public safety; or

the agency or organisation has reason to stfipet unlawful activity has been, is bein
or may be engaged in, and uses or discloses tkenmrinformation as a necessary p
of its investigation of the matter or in reportiitgconcerns to relevant persons or
authorities; or

the use or disclosure is required or authdrizeor under law; or

the agency or organisation reasonably believes that the use or disclosure is
necessary for one or more of the following by or on behalf of an enforcement
body:

(i) the prevention, detection, investigation, mmstion or punishment of criminal
offences, breaches of a law imposing a penaltyaocton or breaches of a

We support the proposed exception UPP 5.1 (f). Wggest that
there should be a Note to this exception statiagitirequires the
J3ctive involvement of an Australian enforcementybod

There should be a clear statement, either by mateei Act (the
preferred option) or in the Explanatory Memorandamelation to
UPP 5 that all the exceptions apart from (e) aserdtionary and
are neither a requirement nor an authorisatiorséoar disclose.

A

art
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prescribed law;
(i) the enforcement of laws relating to the cenétion of the proceeds of crime;
(iif) the protection of the public revenue;

(iv) the prevention, detection, investigation emedying of seriously improper condu
or prescribed conduct;

(v) the preparation for, or conduct of, proceedibgfore any court or tribunal, or
implementation of the orders of a court or tribunal

5.2 UPP 5.1 operates in respect of personal infiomghat an organisation that is a body
corporate has collected from a related body cotpaa if the organisation’s primary purpose
of collection of the information were the primanyrpose for which the related body corporat
collected the information.

Note: Agencies and organisations are also subject toetipgirements of the ‘Transborder Data Flows’ ppihei
when transferring personal information about arividdal to a recipient who is outside Australia.

ct

e

Embedded position: Missing Persons “The ALRC does not believe it is desirable to teeg
further specific exceptions in respect of missiegspns... where an agency or organisation |
a legitimate reason to search fomissing persarit may often be able to avail itself of one of
the other exceptions in the use and disclosureiptey or it may seek a public interest
determination” (para 22.80)

Support.
nas

Embedded position: Due Diligence “There is no need to create a new exception dealitiy
the use and disclosure of personal informatiomédourse of due diligence... guidance
already provided by the OPC, especially in InfoioraSheet 16, is sufficient.” (para 22.100)

Support.

Embedded Position: Logging Disclosures“The ALRC does not believe that it is desirable
to require agencies and organisations to recoidule of disclosure of personal information
when this occurs for a purpose other than the pyirparpose of collection” (para 22.115)

UPP 5 should include a specific requirement to ke&qg or record
of all uses and disclosures for secondary purpmsésr exceptions

(a)-(f

Ch 23 — Direct Marketing

Proposal 23-1The proposed Unified Privacy Principles should tatpudirect marketing by

Support.

organisations in a discrete privacy principle, sefafrom the ‘Use and Disclosure’ privacy
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principle. This principle should be called ‘Dirédtarketing’ and it should apply irrespective @
whether the organisation has collected the indafidupersonal information for the primary
purpose or a secondary purpose of direct marketing.

MThe Privacy Act should define ‘direct marketing’ ‘s marketing
or promotion of goods, services or ideas, includurglraising and
recruitment, by direct targeted communication veplecific
individuals or by individualised communications, &ryy means.’

Question 23-1Should agencies be subject to the proposed ‘DMecketing’ principle? If so,
should any exceptions or exemptions apply spediita agencies?

We believe it should so apply on the grounds thatxtoundaries
between private and public sectors are increasinlglyed, and
government agencies are now commonly undertakiregdi
marketing activities.

If, as we suggest, the principle applies to agend¢ien there will
need to be an exception to allow direct marketihgne it is
required or specifically authorised by or under.l&hile it is
difficult to see legal ‘requirement’ for direct nkating arising, it
should be left in to cover the possibility. Givér tincreasing
delivery of government services through the privsgetor, such an
exception should also apply to organisations.

Proposal 23-2The proposed ‘Direct Marketing’ principle should set the generally
applicable requirements for organisations engagekld practice of direct marketing. These
requirements should be displaced, however, toxtenethat more specific sectoral legislatio
regulates a particular aspect or type of directketarg.

This should go without saying — it must always renpossible for
specific legislation to override generic laws. Hoee we suggest
nthat the ALRC should not remain neutral, but shonsdead
recommend that any sectoral legislation addrestinegt marketing
should as far as possible be consistent with URIAdthat any
weakening of the standards in UPP 6 should belglpestified.

Proposal 23-3The proposed ‘Direct Marketing’ principle shouldjuére organisations to
present individuals with a simple means to optajutceiving direct marketing
communications.

We support this proposal, but suggest that itrengfthened in a
number of ways. (We also suggest that the ALRCengsithe
construction of 6.1 with a view to avoiding the B®inegatives in
conditions (b) & (c), which make it quite difficuid understand).

UPP 6.1(e) should be amended to read ‘....each caonmgation by
the [organisation] with the individual includesumé&tional means o
contacting the [organisation]. If the communicatis by electronic
means, the means of contact must be at least p$oease.

UPP 6.1(c) should be amended to read ‘the indiVidaa not made

f
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a request, either directly or indirectly, to thggacy or]
organisation ...

Proposal 23—4The proposed ‘Direct Marketing’ principle shouldpide that an organisation
involved in direct marketing must comply, withingasonable time, with an individual’s
request not to receive direct marketing commurocesti

Support, but urge that it be strengthened by tesgsiption, in
Regulations or a binding Code, of specific targsponse times for
different media of communication.

Either Regulations or a binding Code should préscspecific
response times for different media of communicatiorgive effect
to individuals’ requests not to receive furtheredirmarketing
communications.

Proposal 23-5The proposed ‘Direct Marketing’ principle shouldpide that an organisation
involved in direct marketing must, when requestgéib individual to whom it has sent direct
marketing communications, take reasonable stepduise the individual from where it
acquired the individual's personal information.

We support this proposal, but urge that it be nradee specific by
requiring information on the identity of the sourd#&/ithout this
qualification, the principle could be satisfied @proad generic
description (e.g. list brokers) which would beiaifited value to an
individual seeking to ‘follow the chain’ of inforrtian, which the
ALRC notes is one of the objectives [23.62].

UPP 6.3 should be amended to read ‘...to advisentfigidual of
the identity of the source of the individual's pmmal information.’

Proposal 23—-6The Office of the Privacy Commissioner should isguglance to organisation
involved in direct marketing, which should:

(&) highlight their obligation to maintain the djtiaof any database they hold containing
personal information and assists them in achiethigrequirement; and
(b) clarify their obligations under the PrivacytAg dealing with particularly vulnerable

people, such as elderly individuals and individwged 14 and under.

5 We support this proposal, but suggest that thelleaisp be a need
for advice on how to implement the requirementdBP 6 in
relation to specific communications media — in jgattr the
difficulties of communicating much detail when ugwoice
telephony and SMS/MMS or instant messaging.

The Privacy Commissioner should be required toeiggudance
about compliance with UPP 6, including specificalg matters
specified in proposal 23-6, and the practicaliatesompliance
when using different communications media.

Ch 24 — Data Quality

Proposal 24-1 The proposed Unified Privacy Principles (UPPguith contain a principle

Support
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called ‘Data Quality’ that applies to agencies anghanisations.

Proposal 24-2 The proposed ‘Data Quality’ principle should regquan agency or organisatio

to take reasonable steps to make sure that ther@dnsformation it collects, uses or disclose

is, with reference to a purpose of collection pé&edi by the proposed UPPs, accurate,
complete, up-to-date and relevant.

nThere should be a clear statement, either by mateei Act (the
goreferred option) or in the Explanatory Memorandbat in
assessing what steps are reasonable under UPih@rnpregard
shall be given to the extent to which data-processrror can have
detrimental consequences in the context of theqoieat
information and circumstances.

UPP 8.2 should state “An agency or organisationt nake
reasonable steps to make sure that the persopafation it uses
or discloses for a purpose other than the purpbsellection is
accurate, complete, up-to-date and relevant iriogl&o that
purpose, unless it is required by law to discltseibformation.”

Ch 25 — Data Security

Proposal 25-1 The proposed Unified Privacy Principles shouldtao a principle called
‘Data Security’ that applies to agencies and orggtions.

Proposal 25-2 The proposed ‘Data Security’ principle shoulduieg an agency or
organisation to take reasonable steps to ensuredhsonal information it discloses to a pers
pursuant to a contract, or otherwise in conneatiith the provision of a service to the agenc
or organisation, is protected from being used scldsed by that person otherwise than in
accordance with the Unified Privacy Principles.

Support

on
yUPP8 should be re-worded to require protectionregaimproper

access, use, alteration, deletion or disclosurethar misuse, by
both authorised users and by other parties’. (atltkr misuse)

UPP 8 should also state that ‘For the purposesisfrinciple,
reasonable steps must be proportional to the likeli and severity
of the harm threatened and the sensitivity of tifiermation.’

Proposal 25-3 The Office of the Privacy Commissioner shouldvisle guidance about the
meaning of the term ‘reasonable steps in the cowfethe proposed ‘Data Security’ principle
Matters that could be dealt with in this guidanoaude:

OPC should be required by the Act to issue guidslion the
meaning of ‘reasonable steps’ within one year.

(@) the inclusion of contractual provisions bimgia contracted service provider of an agency
or organisation to handle personal information &iastly with the Unified Privacy
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Principles;

(b) technological developments in this area antiquaarly in relation to relevant encryptio
standards; and

(c) the importance of training staff adequatelyaathe steps they should take to protect

personal information.

-

Proposal 25-4 The proposed ‘Data Security’ principle shoulduieg an agency or
organisation to take reasonable steps to destrognoler non-identifiable information if it is n
longer needed for any purpose permitted by theigbhiPrivacy principles, except to the exte
that the agency or organisation is required orifipatly authorised by or under law to retain
the personal information.

We support ALRC proposal 25-4, for a principle whitor the first
b time, would subject government agencies to a ntenten
niprinciple, although we adhere to the view that #hisuld be in a
separate principle.

UPP 8(b) should be a separate Data Retention plenci

The data retention principle (whether part of UPS 8eparate)
should provide that personal information must dygyretained for
any secondary purpose for which it has alreadyitegtely been
used, or for which there is express legal authdoityetention. A
Note should explain that secondary purposes fochvpersonal
information may be used or disclosed in future dbprovide an
alternative justification for retention

The obligation in UPP 8(c) should apply to all ‘penal information
it discloses to a third person’.

The obligation in UPP 8(c) should extend to reaugrihird party
recipients of personal information to observe elévant UPPs in
relation to that information.

Proposal 25-5 The Office of the Privacy Commissioner shouldvde guidance about wherj

it is appropriate for an agency or organisatiodestroy or render non-identifiable personal
information that is no longer needed for a purgmsenitted under the Unified Privacy
Principles (UPPs). This guidance should cover apather things:

(a)

personal information that forms part of adrigal record;

It is insufficient to merelyguggesthat OPC issue such guidelines

The OPC should be required by the Act to issueeduids on the
retention principle within one year.
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(b) personal information, or a record of persanfdrmation, that may need to be preserve
in some form, for the purpose of future disputehatson; and
(c) the interaction between the UPPs and legidatcords retention requirements.

d\Ve refer again to our general reservations abo@ GRidelines in
our Introduction.

Proposal 25-6 The Office of the Privacy Commissioner should pdgevguidance about what
is required of an agency or organisation to destraygnder noon-identifiable personal
information, particularly when that informationhsld or stored in an electronic form.

As discussed before, it is insufficient to merglggesthat OPC
issue such guidelines.

The OPC should be required by the Act to issueedunds on the
retention principle within one year.

We refer again to our general reservations abo@ GRidelines in
our Introduction.

Ch 26 — Access and Correction

Proposal 26—1 The proposed Unified Privacy Principles shouldtao a principle called
‘Access and Correction’ that:

(@) sets out the requirement that apply to orgdinis in respect of personal information th
is held by organisations; and
(b) contains a note stating that the provisioradidg with access and correction of person

information held by agencies are located in a sgpdPart of th@€rivacy Act

We accept the ALRC’s arguments for dealing withessscand
correction separately for agencies (where theiogighip with the
FOI Act is crucial) and organisations. We supploetinclusion in
Athe UPPs of an access and correction principle (@Rpplying
only to organisations.

alsee proposal 26-6 for exception (a)

UPP 6.1(e) should be amended to add a second sent&he
extent of the refusal must be proportionate tosigaificance of the
negotiations’.

UPP 6.1(g) should be amended to insert ‘specifichifore
‘authorised’.

A Note should be added after UPP 6.1 to remindrasgdions that
exception (i) requires the active involvement offarstralian
enforcement body.

The Note after UPP 9.2 should be replaced by owisiad that

‘The mere fact that some explanation may be necggsarder to
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understand information such as a score or algonigsult should
not be taken as grounds for withholding informatimder 9.2.".

Proposal 26-2 We support the basic proposition in 26-2(a), bgggst that the
‘ o . qualification ‘provided that would allow for suffent access to
(a) The proposed ‘Access and Correction’ princgileuld provide that, where an meet the needs of both parties’ could become ataclesto

organisation is not required to provide an inditwith access to his or her personal compromise rather than facilitating it. It willteh be the case that
information because of an exception to the germlisions granting a right of accessyeither party will be satisfied by a compromise thit is no reason

the organisation must take reasonable steps tb saappropriate compromise, not to provide for it.
involving the use of a mutually agreed intermedidnat would allow for sufficient
access to meet the needs of both parties. UPP 9.3 should be amended to replace ‘providedwbatd allow

_ _ o _ _ ) for sufficient access to meet the needs of bothgsgmwith ‘to allow
(b)  The Office of the Privacy Commissioner shopiidvide guidance about the meaning of for access to at least some of the information.’

‘reasonable steps’ in this context, making clearrjristance, that an organisation need
not take any steps where this would undermine &ulawason denying a request for | We suggest that the Privacy Commissioner be empitteract as
access in the first place. an intermediary either if the parties requestext ih the event that
they are unable to agree on an alternative.

UPP 9.3 should be amended to add ‘In the abseragreément, the
Privacy Commissioner would be the intermediary.& Rrivacy
Commissioner should be empowered to act as amietiary in the
context of UPP 9.3.

We support proposal 26-2 (b), subject to our gadr@ymments
elsewhere on OPC guidance.

The Office of the Privacy Commissioner should bpregsly
required to issue guidance to the effect that asgaions should
only claim any relevant exceptions (grounds fohilding) to the
minimum extent necessary and that they should weergssible
provide as much of the information held as possiNen if this
means selective editing or suppression of matsulject to one of
the exceptions.

Proposal 26— 3The proposed ‘Access and Correction’ principlewstt provide that an We support the inclusion of UPP 9.4 but suggestgbme binding
organisation must respond within a reasonable ton@request from an individual for access toenchmarks be provided on both response timesesd f
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personal information held by the organisation. Tffece of the Privacy Commissioner shoul
provide guidance about the meaning of ‘reasonaipie’ in this context.

Aeither Regulations or a binding Code should setberarks for

response times and fees in relation to access@nection requests.

Proposal 26-4 The proposed ‘Access and Correction’ principlewdd provide that where, in
accordance with this principle, an organisationd@sected personal information it holds
about an individual, and the individual requestt the organisation notify any other entities
whom the personal information has already beeria$isd prior to correction, the organisatio
must take reasonable steps to do so, providedmatdication would be practicable in the
circumstances.

Support.

td he ALRC should consider recommending a qualifieligation, in
Lrelation to personal information that has beenldssl to third
parties, to notify past and present recipientsgfsignificant data
quality issues that come to notice after disclosiBach an
obligation could be located in UPP 7, UPP 9 orgraed with the
proposed new data breach notification obligatioenrgher that is
located.

Proposal 26-5 The proposed ‘Access and Correction’ principlewstt provide that, where an
organisation holds personal information about @ividual that the individual wishes to have
corrected or annotated, the individual should dedadstablish that the personal information h
by the organisation is, with reference to a purpmisellection permitted by the Unified
Privacy Principles, not accurate, complete, updteand relevant.

We submit that it is too onerous to place the eriiurrden of
evidence on the individual seeking to make a ctimecWe sugges
etdqualified test.

UPP 9.5 should be amended to read ‘to establigshebalance of
probabilities ...’

UPP 9.5 should be amended to read ‘with referemtlest
purpose(s) for which the information was collected.

UPP 9.6 should specify that the obligation in relato disputed
information has to be performed in a way which eesuhat any
annotation is made available to any subsequentaiiske disputed
information.

UPP 9.7 should be amended to add a second senténegeasons
should specify which of the exceptions in UPP 9wapprhe OPC
should issue guidance on the application of thilsginciple

The Privacy Commissioner should be required toeiggudance to
the effect that correction can take the form oéadment, deletion
or addition, as appropriate in the circumstancése guidance

[

should also advise that there are many situatidreyevthere is a
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legal requirement to keep an historical recordodfial transactions,
but that this should not prevent the correctiofopgrational’
records, leaving the original incorrect informatimmly in an
archive.

Proposal 26—6 The proposed ‘Access and Correction’ principlewstt provide that, where an
organisation holds personal information about aividual, it is not required to provide acces
to that information to the individual to the extémat providing access would be reasonable
likely to pose a serious threat to the life of hiealf any individual.

Support — this is a specific application of theeptoon where we
ssaccept the case for the deletion of ‘imminent’.

Ch 27 — Identifiers

Proposal 27-1 The proposed Unified Pirvacy Principles shouldtao a principle labelled Support.
‘Identifiers’ that applies to agencies and orgatiiges. As a consequence, s 100(2) and (3) of

the PrivacyAct should be amended to apply also to agencies.

Proposal 27— 2The proposed ‘Identifiers’ principle should defitidentifier’ inclusively to Support.
mean a number, symbol or any other particular that:

(a) uniquely identifies an individual for the pugsoof an agency’s or organisation’s operatigns;

or

(b)

is determined to be an identifier by the Gdfaf the Privacy Commissioner

The definition of ‘identifier’ should also encompashen
identifiers are used for authentication (verifioafi and not only
when used for identification.

Proposal 27-3 The proposed ‘Identifiers’ principle should cdnta note stating that a
determination referred to in the ‘Identifiers’ priple is a legislative instrument for the
purposes of section 5 of the Legislative Instruraéxdt 2003(Cth)

Support.

UPP 10.3 and UPP 10.4(d) should be deleted, anéxagptions
left to the public interest determination process.

Proposal 27-4 The proposed ‘Identifiers’ principle should regpel the use by agencies and
organisation of identifiers that are assigned hyesand territory agencies.

Support.

Question 27-1Should thePrivacy Actregulate the assignment of identifiers by agencies
organisations or both? If so, what requirementaikhapply and should these requirements
located in the proposed Unified Privacy Principe®lsewhere?

be

Proposal 27— 5Before the introduction by agencies of any uniquati-purpose identifier, the

This allows for far too little public input or diesure, and is liable

APF submission on ALRC DP72 p.53 Dece

mber 2007



ALRC PROPOSALS

APF SUBMISSION

Australian Government should, in consultation vifite Privacy Commissioner, consider the
need for a privacy impact assessment.

to be both skewed by the terms of reference orcehof consultant
to ensure that key questions are not asked, oehiddhe results
are not to the government’s liking, as recent eXxampave
demonstrated (see our submission on PIAs genenadlyir response
to Part F of DP 72).

The Act should require that, before the introduttiy agencies of
any unigue multi-purpose identifier, an independerd public
privacy impact assessment should be commissiohedetms of
reference of which should be a determination byRheacy
Commissioner, such a determination being a legiglahstrument.
Any exceptions to UPP10 should be clearly set mlggislation.

We agree with the ALRC'’s view that the number om ‘ticcess
card’ proposed by the previous government woulcehzaen likely
to fall within the definition of ‘identifier’ (DP72[27.109]). So too
would the underlying registration number, which Vbliave been
even more of a risk to privacy than the card number

Proposal 27-6 The Office of the Privacy Commissioner, in cotetibn with the Australian
Taxation Office and other relevant stakeholdersukhreview thel'ax File Number Guidelines
issued under s 17 of tirivacy Act

Support.

"2}

The OPC should be required by the Act to revievhinibne year
the Tax file number (TFN) Guidelines (Rules) saamake them
consistent with UPP 10.

Ch 28 — Transborder Data Flows

Proposal 28-1 The Privacy Act should be amended to apply te dohe or practices engagedSupport.
in, outside Australia by an agency.
Proposal 28-2 The proposed Unified Privacy principles shouldtain a principle called Support.

‘Transborder Data Flows’ that applies to agencias@ganisations.

Proposal 28— 3The proposed ‘Transborder Data Flows’ princigiewdd provide that an
agency or organisation in Australia or an extefireatitory may transfer personal information
about an individual to a recipient (other thandlgency, organisation or the individual) who i

We defer to and endorse the to the submissionismptbposal by
the Cyberspace Law and Policy Centre

outside Australia if the transfer is necessaryofoe or more of the following by or on behalf g

SO
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an enforcement body:

(a) the prevention, detection, investigation, poagion or punishment of criminal offences
breaches of a law imposing a penalty or sanctidireaches of a prescribed law.

(b) the enforcement of laws relating to the cardt®n of the proceeds of crime;

(c) the protection of the public revenue;

(d) the prevention, detection, investigation aneelying of seriously improper conduct or
proscribed conduct;

(e) the preparation for, or conduct of, proceeslipgfore any court or tribunal, or

implementation of the orders of a court or tribynal

extradition and mutual assistance.

(f)

Question 28-1 Should the Privacy Act provide that for the pup® of the proposed
“Transborder Data Flows’ principle, a ‘transfer’:

(@) includes where personal information is starefustralia in such a way that allows it tg
be accessed or viewed outside Australia;
(b) excludes the temporary transfer of persorfarmation, such as when information is

emailed from one person located in Australia totla@operson also located in
Australia, but, because of internet routing, theiktnavels (without being viewed)
outside Australia on the way to its recipient insfralia?

We defer to the submission on this question byQyleerspace Law
and Policy Centre. ‘Transfer’ should include whpegesonal
information is stored in Australia in such a wagtthllows it to be
accessed or viewed outside Australia. HoweverAttleC should
consider whether as a result any additional exeegilowing some
transfers in non-business and non-government getshould be
made.

A ‘transfer’ should only occur if there is a re@pt outside Australia
who uses or stores the information for purposesrdtian
communicating it to its final recipient. Communicats may involve
temporary storage, but if the information is subjecset retention
periods whether required by law or otherwise, thvatebe a
transfer.

Proposal 28-4

Subject to Proposal 28-3, the proposed ‘Transbdddéa Flows’ principle should provide tha
an agency or organisation in Australia or an exkterritory may transfer personal informatic

We note that the ALRC appears to have acceptedutiipuestion
that the transborder principle should, as NPP & dosv, only apply
Lto transfers to foreign countries/outside AustréiaRC DP 72
I28.42-28.44)).
5

about an individual to a recipient (other thanalency, organisation or the individual) who i
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outside Australia only if at least one of the fellag conditions is met:

the agency or organisation reasonably belithagsthe recipient of the information is

subject to a law, binding scheme or contract wieitactively upholds privacy
protections that are substantially similar to theposed UPPs; or

(a)

(b)

(©)
and
(i)
(i)
(i)
(iv)
V)

the individual consents to the transfer; or

the agency or organisation continues to b@difor any breaches of the proposed UPH

the individual would reasonably expect the transded the transfer is
necessary for the performance of a contract betweemdividual and the
agency or organisation;

the individual would reasonably expect the transfer, and the transfer is
necessary for the implementation of pre-contractual measures taken in
response to the individual's request;

the transfer is necessary for the conclusion diop@ance of a contract
concluded in the interest of the individual betw#emagency or organisation
and a third party;

all of the following apply: the transfer is for thenefit of the individual, it is
impracticable to obtain the consent of the indiaidio that transfer; and if it
were practicable to obtain such consent, the iddad would be likely to give
it; or

before the transfer has taken place, the agenoyganisation has taken
reasonable steps to ensure that the informatidmuilbe dealt with by the
recipient of the information inconsistently wittetproposed UPPs.

We believe that the Principle should also appliraosfers to other
jurisdictions within Australia. There are currgngeveral States
which do not have privacy laws applying to theibli sector, and
even those which do should arguably be subject lasgessment as
to whether their principles are ‘substantially darii(to use the
words of proposed exception (a)). Why should ajaoisation or
agency not have to satisfy one of the exceptiot$AR 11 in order

'$p be able to transfer personal information toaeSgovernment
agency? The ALRC notes (but without comment on the
implications) that the WA, Victorian and NT privalaws all
contain a transborder data transfer principle dpglies to transfers
outside their own jurisdictign.e. including to other Australian
States and Territories (ALRC DP 72 [28.33]).

We suggest that the ALRC explains more clearlydrinal report
how UPP 11 relates to and interacts with UPP 5rjEeeerseas
transfer must also be either a use (if intern@rt@rganization or
agency) or a disclosure (if to a third party) amel dorganisation or
agency must therefore also satisfy UPP 5. The UP&«ceptions
are an additional hurdle that must be crossed wdre@/erseas
transfer is involved. Given this relationship, wdhyes UPP 11 need
to replicate some of the UPP 5 exceptions? Wdligtgtthis issue
where it arises in the context of the individualRJPL exceptions.

UPP condition (b) should require that the individeapressly’
consents to the transfer.

UPP 3 should provide for the individual concernethé given
notice of the specific country or countries to whibe data may be
transferred. The consent exception (b) in UPP bdllshbe
conditional on (i) compliance with this aspect d&?R 3, and (ii)
notice when obtaining express consent of the fatthe transferor
will no longer be liable for any breaches. The amexception

should also be conditional upon the obligation PRJL1 (d)(v).
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Any ‘enforcement’ exception to UPP11 must be magketly worded
and conditional.

Proposal 28-5 The proposed ‘Use and Disclosure’ principle stt@ontain a note stating thg
agencies and organisation are subject to the mmeints of the proposed “Transborder Data
Flows’ principle when transferring personal infotioa about an individual to a recipient who
is outside Australia.

tSupport

Proposal 28—-6 The proposed ‘Transborder Data Flows’ principletdd contain a note stating
that agencies and organisations are subject teetherement of the proposed ‘Use and
Disclosure’ principle when transferring persondbrmation about an individual to a recipien
who is outside Australia.

[

Support

Proposal 28-7 Section 13B of th@rivacy Actshould be amended to clarify that, if an
organisation transfers personal information tolateel body corporate outside Australia, this
transfer will be subject to the proposed ‘Transkoi@ata Flows’ principle.

Support.

Proposal 28-8 The Australian Government should develop andiphla list of laws and
binding schemes that effectively uphold princidi@sfair handling of personal information th
are substantially similar to thee proposed Unifethacy Principles.

abf such ‘substantially similar’ protections pubkghAny ‘whitelist’

We support the ALRC'’s proposal that there should behitelist’

in relation to UPP 11(a) should be by a regulationther legislative
instrument made by the government, and made a&teipt of
published advice from the Privacy Commissioner.

The proposed exception requires the overseas ‘sEhem
‘effectivelyuphold privacy protections...” (emphasis added). The
ALRC argues that in these circumstances an indatidan seek
redress overseas.

We suggest that this is unrealistic in that privatividuals cannot
be expected to have the necessary skills, knowladdeaesources t(
do so successfully on their own. In our view iegsential that for a
foreign scheme to be judged as eligible for thetelist, there must
be an agreement in place between the Privacy Casioner and
appropriate regulators in the other jurisdictian,facilitate
complaint investigation and cross-border enforcamé&he Privacy
Commissioner already has such an agreement witNZherivacy
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Commissioner, and similar arrangements are onleegptiorities for
implementation of the APEC Privacy Framework.

In order to qualify for the ‘whitelist’ for the pposes of UPP 11(a),
a foreign jurisdiction must have in place an agresion cross
border enforcement with the Australian Privacy Cossioner.

In the ALRC'’s view, agencies and organisations &haot remain
accountable when they reasonably believe thatetipient of the
information is subject to a law, binding schemeantract which
effectively upholds privacy protections that arestantially similar
to the proposed UPPs ([28.70]).

In our view, in the absence of any such clear esgpom of public
policy in the form of a ‘whitelist’ legislative itument, there is no
justification for privileging mere subjective befliof the data
exporter by releasing them from all breaches ol4R®s which are
subsequently committed by the overseas recipieathmrs. Why
should the person whose privacy has been infrihgeidrced to take
legal proceedings in a foreign jurisdiction? Instess we have
argued previously, the exporter should remain ¢éighk in exception
(d)(see our IP 31 submission 13-1).

Except where a transfer is to a jurisdiction in€ddn a ‘whitelist’
legislative instrument, the agency or organisasieould continue to
be liable for any breaches of the UPPs (as in diarefd)).

Proposal 28-9 The Office of the Privacy Commissioner shouldelepg and publish guidance
on the proposed ‘Transborder Data Flow’ principte|uding guidance on:

(&) when personal information may become availabke foreign government;
(b) outsourcing government services to organisatmutside Australia;

(c) theissues that should be addressed as partaitractual agreement with the oversea
recipient of personal information;

2 Support, subject to our generic concerns about @Rdance in our
submission on Part F of ALRC DP 72.

We support the ALRC’s encouragement to the Ausimali

Government and the OPC to continue to seek opptgsitfior

further cooperation with privacy regulators outsidestralia
S([24.104]).
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(d) when a transfer of personal information ig fiee benefit’ or ‘in the interests of the
individual concerned; and
(e) what constitutes ‘reasonable steps’ to enth@énformation it has transferred will not &

held, used or disclosed by the recipient of thermftion inconsistently with the
proposed Unified Privacy principles.

e

Proposal 28-10The Privacy Policy of an agency or organisatreferred to in the proposed
‘Openness’ principle, should set out whether peakoriormation is likely to be transferred
outside Australia.

Support - a requirement to notify would be onéhef most effective
protections against inappropriate transfers. luhextend to
notification ofwhichjurisdiction data is to be transferred, and the
identity of the recipient in that jurisdiction.uill assist individuals
to exercise informed choice and/or bring pressuifgetr for
improvements in legislative protection, at leasfirstralian
jurisdictions without adequate laws.

We have already argued above for this specifidioation to be
made a condition of the consent exception in URB)1and repeat
the suggestion that is also be made a more gemepirement of
UPP 3.

Question 28—-2Would trustmarks be an effective method of prongptiompliance with, and
reinforcement of, th@rivacy Actand other international privacy regimes? If sousth they be
provided for under thBrivacy Ac?

Trustmarks should not be provided for in the PrywAct, and OPC
should not be involved with them except where theigecompelling
case of value to consumers, and the involvemecvasumer
organisations in their operation.

Embedded question at 28.17 Should thePrivacy Actlimit the circumstances when personal See above

information transferred outside Australia will bew® subject to a foreign law?

Embedded proposal at 28.19 The ALRC proposes that the OPC develop and publish
guidance on the proposed ‘Transborder Data Flowstiple. This should set out the steps tq
be taken when personal information transferredidetdustralia may become subject to
foreign law, including laws such as the USA PatAot. The guidance should also provide
advice to agencies when contracting governmenicgsyo organisations outside Australia.

See above

Embedded proposal at 28.56 To assist agencies and organisations make thesgsassnts
[for ‘benefit of the individual’], the ALRC proposedhat the OPC develop and publish guida

We support these suggestions, subject to our germranents
nedout OPC guidance (see our submission on ALRCDPart F).
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on the proposed ‘Transborder Data Flows’ principleich addresses when a transfer of
personal information is for the benefit or in théerests of the individual concerned.

Embedded question at 28.62 ©nly one submission addressed the need for a jppavikealing
with exceptional or specified circumstances andnditispecify what those circumstances
should include.79 The ALRC is interested in heafmogn other stakeholders about this issue.

Embedded question at 28.69 Fo what extent should agencies and organisatianaireliable | See above
when transferring personal information overseas?

Ch 29 — Additional Privacy Principles

No proposals or questions
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PART E- Exemptions

Ch 30 — Overview

Proposal 30-1 The Privacy Act should be amended to group tagdtha separate part of the
Act exemptions for certain categories of entitietypes of acts and practices.

Support

Proposal 30-2 The Privacy Act should be amended to set out ithadule to the Act
exemptions for specific, named entities. The sclesdliould distinguish between entities tha
are completely exempt and those that are parsympt from the Privacy Act. For those
entities that are partially exempt, the schedutaikhspecify those acts and practices that ar
exempt.

Support
[

e

As a general principle, we believe that few if @ggncies or
organisations need to be wholly exempt from thégalibn to
comply with all privacy principles. The case faeeption usually
relates to difficulties in balancing the effectpatrticular principles
with other public or private interests.

Wholly exempting any agency from all principlesitazy way of
dealing with specific issues. We cannot for exantpink of any
reason why all agencies and organisations shouldawe to comply
with the security principle — any difficulties amdequately
addressed by the ‘reasonable steps’ qualification.

Ch 31 — Defence and Intelligence Agencies

Proposal 31-1The privacy rules and guidelines, which relateh handling of intelligence
information concerning Australian persons by thettalian Security Intelligence Organisatiq
Australian Security Intelligence Service, Defenoagery and Geospatial Organisation,
Defence Intelligence Organisation, Defence Sigbaisctorate and Office of National

Support
n,

Assessments, should be amended to include cortsigtes and guidelines relating to:
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(a) incidents involving the incorrect use and ltisare of personal information (including a
requirement to contact the Inspector-General @lligence and Security and advise of
the incident and measures taken to protect thaqyiof the Australian person);
(b) the accuracy of personal information; and
(c) the storage and security of personal inforamati
Proposal 31-2Section 15 of théntelligence Services Act 20QCth) should be amended to | Support
provide that:
(a) the responsible minister in relation to théddee Intelligence Organisation is required to
make written rules regulating the communication egtdntion by the Defence
Intelligence Organisation of intelligence infornmaticoncerning Australian persons;
and
(b) before making rules to protect the privacyAaktralian persons, the ministers responsible
for the Australian Security Intelligence Servidee Defence Imagery and Geospatial
Organisation, the Defence Signals Directorate haddtefence Intelligence
Organisation should consult with the Office of Bregvacy Commissioner.
Proposal 31-3TheOffice of National Assessments Act 19CZth) should be amended to Support

provide that:
(a)

the responsible minister in relation to théic@fof National Assessments (ONA) is

required to make written rules regulating the comivation and retention by the ONA

of intelligence information concerning Australia@erpons; and

(b)

for the ONA should consult with the Office of thevacy Commissioner.

before making rules to protect the privacyAastralian persons, the minister responsik

e

Proposal 31-4 Section 8A of théAustralian Security and Intelligence Organisatioct A979
(Cth) should be amended to provide that, beforeimgatules to protect the privacy of
Australian persons, the responsible minister shoaftsult with the Office of the Privacy
Commissioner.

Support
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Proposal 31-5The privacy rules and guidelines referred to inp@eal 31-1 should be made
available electronically to the public; for exampba the websites of those agencies.

Support — but why not those under Proposals 31314 as well?

Proposal 31-6The Privacy Act should be amended to apply to tispéctor-General of
Intelligence and Security (IGIS) in respect of #tministrative operations of that office.

Support

Proposal 31-7The Inspector-General of Intelligence and Secunitgonsultation with the
Office of the Privacy Commissioner, should devedog publish information-handling
guidelines to ensure that the personal informatimdled by IGIS is protected adequately.

Support

Ch 32 — Federal Courts and Tribunals

Embedded Position Exemption for Federal Courts - “In the ALRC'®w, federal courts
should continue to be exempt in respect of matitesnon-administrative nature” (32.22)

Support

Embedded Proposal Non-Party Access to Court Records - The ALRGfimmas its

recommendation made in ALRC 98, that SCAG ordeavéew of court and tribunal rules in
relation to non-party access to court records, withew to promoting a national and consiste
policy (32.54)

Support

2Nt

Proposal 32-1: Research AccesBederal courts that do not have a policy on grgrditcess
for research purposes to court records containgmggmal information should develop and
publish such policies.

Support

Embedded Position The ALRC does not consider that parties and \siee to proceedings
should have the right to change or annotate cecodrds (ALRC 32-61)

Embedded Question : Individual Right of Access - The ALRC is interested in views on
whether any exceptions should apply when granting an individual the right to access
his or her own personal information held by a federal tribunal (32.105).

Question 32-1: Should thePrivacy Actbe amended to provide that federal tribunals are
exempt from the operation of the Act in respedheir adjudicative functions? If so, what

Federal tribunals appear to operate without naificulties
despite being subject to the IPPs. We see nofoeeay general

should be the scope of ‘adjudicative functions’?

exemption.
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Ch 33 — Exempt Agencies under the Freedom of Information Act 1982 (Cth)

Proposal 33-1 ThePrivacy Actshould be amended to remove the partial exemgliain t
applies to the Australian Fair Pay Commission ursdefl) of the Act.

Support

Proposal 33-2 The following agencies listed in Schedule 2 Pa&xtvision 1 and Part Il
Division 1 of theFreedom of Information Act 19&Zth) should be required to demonstrate t
the Attorney-General of Australia that they warrar¢mption from the operation of the
Privacy Act

(@) Aboriginal Land Councils and Land Trusts;
(b)  Auditor-General,

(c) National Workplace Relations Consultative Cglin
(d) Department of the Treasury;

(e) Reserve Bank of Australia;

()  Export and Finance Insurance Corporation;

(g) Australian Communications and Media Authority;
(h) Classification Board;

() Classification Review Board;

()  Australian Trade Commission; and

(k)  National Health and Medical Research Council.

The Australian Government should remove the exemgtom the operation of therivacy Act
for any of these agencies that, within 12 montbsnat make an adequate case for retaining
their exempt status.

Support, but there must be a process of publicudtai®n on any
oclaims for exemption

AUSTRAC should also have to justify any limited exgions.

Proposal 33-3 ThePrivacy Actshould be amended to remove the exemption of tietrélian
Broadcasting Corporation and the Special Broadug8ervice listed in Schedule 2 Part Il

Support
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Division 1 of theFreedom of Information Act 19&2th).

Ch 34 — Other Public Sector Exemptions

Proposal 34-1The Attorney-General’s Department, in consultatiotih the Office of the
Privacy Commissioner, should develop and publigbrination handling guidelines for royal
commissions to assist in ensuring that the persaf@imation they handle is protected
adequately

Support

Proposal 34—2 The Privacy Act should be amended to remove thenptien that applies to
the Australian Crime Commission and the Board efAlustralian Crime Commission by
repealing s7(1)(a)(iv), (h) and 7(2) of the Act.

Support

Proposal 34—-3 The Privacy Act should be amended to apply to mitegrity Commissioner in
respect of the administrative operations of hikaroffice.

Support

Proposal 34—4 The Integrity Commissioner, in consultation witle tBffice of the Privacy
Commissioner, should develop and publish infornmatiandling guidelines to ensure that the
personal information handled by the Integrity Cossioner and the Australian Commission
Law Enforcement Integrity is protected adequately.

Support

for

Question 34—1 Should the Privacy Act be amended to set out,erfahm of an exemption,

the range of circumstances in which agencies tdopn law enforcement functions, such a
the Australian Federal Police and the Australiam@rCommission, are not required to comy
with specific privacy principles?

Yes, if any such exemptions can be justified, thoagrocess of

5 open public consultation (some information may nieelde withheld
lpn security grounds but there can be no justifecator a wholly
secret process).

Question 34—2 Should the Department of the Senate, the Departofehe House of
Representatives and the Department of Parliame®nyices continue to be exempt from th
operation of the Privacy Act? If so, what shouldie scope of the exemption?

No — these Departments should be required to yusty selective
eexemptions through an open consultative process.

Proposal 34-5 Subject to Proposal 4-4 (states and territorieswt legislation applying the
proposed Unified Privacy Principles and PrivacydieInformation) Regulations), the Priva
Act should be amended to: (a) apply to all statkterritory incorporated bodies, including

statutory corporations, except where they are /by obligations under a state or territory
law that are, overall, at least the equivalentefrelevant obligations in the Privacy Act; and

b Support
LY

(b) empower the Governor-General to make regulatex®mpting state and territory
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incorporated bodies from coverage of the Privaciydkcpublic interest grounds.

Proposal 34—6 The Privacy Act should be amended to provide thatpnsidering whether tg
exempt state and territory incorporated bodies fconerage of the Privacy Act, the Minister
must: (a) be satisfied that the state or territay requested that the body be exempt from th

Act; (b) consider: (i) whether coverage of the bodger the Privacy Act adversely affects the

state or territory government; (ii) the desiralilif regulating under the Privacy Act the
handling of personal information by that body; &gl whether the state or territory law
regulates the handling of personal informationhat body to a standard that is at least
equivalent to the standard that would otherwiséyajgpthe body under the Privacy Act; and
consult with the Privacy Commissioner about thétenamentioned in paragraphs (ii) and (iii
above.

Support

e

C)

Ch 35 — Small Business Exemption

Proposal 35-1 ThePrivacy Actshould be amended to remove the small businesspticn Support
by;
(a) deleting the reference to ‘small business operator’ from the definition of
‘organisation’ in s 6C(1) of the Act; and
(b) repealing ss 6D—-6EA of the Act.
Proposal 35-2 Before the proposed removal of the small busieaesnption from th@rivacy | Support
Act comes into effect, the Office of the Privacyn@aissioner should provide support to small
businesses to assist them in understanding arillifigitheir obligations under the Act,
including by:
@) establishing a national small business hetlinassist small businesses in complying
with the Act;
(b) developing educational materials — includjuggdelines, information sheets, fact sheets
and checklists — on the requirements under the Act;
(c) developing and publishing templates for srhallinesses to assist in preparing Privacy

Policies, to be available electronically and incheopy free of charge; and
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(d) liaising with other Australian Government ages, state and territory authorities and
representative industry bodies to conduct progrtanpsomote an understanding and
accepting of the privacy principles.

Ch 36 — Employee Records Exemption

Proposal 36—1 ThePrivacy Actshould be amended to remove the employee recgesption
by repealing s 7B(3) of the Act.

Support

Proposal 36-2 ThePrivacy Actshould be amended to provide that an agency andsgtion
may deny a request for access to evaluative mhtdisalosure of which would breach an
obligation of confidence to the supplier of theoimhation. ‘Evaluative material’ for these
purposes means evaluative or opinion material clethsiolely for the purpose of determining
the suitability, eligibility or qualifications ohe individual concerned for employment,
appointment or the award of a contract, scholardtopour, or other benefit.

Oppose — modern HR practice can and should accoateod
openness of referee reports etc — UPP 6 has arpégenor
‘intentions’ and any FOI parts of the Act couldtiie same

Ch 37 — Political Exemption

Proposal 37-1ThePrivacy Actshould be amended to remove the exemption fostegid
political parties and the exemption for politicataand practices by:

(a) deleting the reference to a ‘registered palitparty’ from the definition of ‘organisation
in s 6C(1) of the Act;

(b) repealing s 7C of the Act; and

(c) removing the partial exemption that is curhgapplicable to Australian Government
ministers in s7(1) of the Act.

Support

Proposal 37-2 ThePrivacy Actshould be amended to provide that the Act doesyolly to Support
the extent, if any, that it would infringe any congdional doctrine of implied freedom of

political communication.

Proposal 37-3 Before the proposed removal of the exemptionsdgistered political parties | Support

and for political acts and practices from frevacy Actcomes into effect, the Office of the

Privacy Commissioner should develop and publisk@uie to registered political parties and
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others to assist them in understanding and ful§liheir obligations under the Act.

Ch 38 — Media Exemption

Proposal 38-1The Privacy Act should be amended to define ‘jalism’ an the collection, | Support
preparation for

(@) material having the character of news, curaéfisiirs or documentary; or

(b)  material consisting of commentary or opinian or analysis of, news, current affairs of a
documentary.

Proposal 38-2In consultation with the Australian Communicati@ms Media Authority and | Support

peak media representative bodies, the Office oPtivacy Commissioner should establish
criteria for assessing the adequacy of media pyigtandards for the purposes of the media
exemption.

Proposal 38-3 The Office of the Privacy Commissioner should isguiglelines containing the
criteria for assessing the adequacy of media pyigtandards established under Proposal 38

These criteria are too important to be left to @liites — the Privacy
-Qommissioner should be required to develop andigiubinding
rules.

Proposal 38-4 Section 7B(4)(b)(i) of the Privacy Act should dmended to provide that the
standards must ‘deal adequately with privacy incivetext of the activities of a media
organisation (whether or not the standards alsbwitaother matters)’.

Support

Proposal 38-5The Office of the Privacy Commissioner should isguielance to clarify that
that the term ‘publicly committed’ in s.7B(4) ofehPrivacy Act requires both:

(a)
of media organisations; and

(b)

conduct by the media organisation evidencimmmitment to observe those standards

express commitment by a media organisatimbserve privacy standards that have bg
published in writing by the media organisation greason or body representing a clas

Support, subject to the binding rules to be issedting criteria for
assessing the adequacy of media standards (seesponse to
Proposal 38-3) including an express requiremenadi@guate

*¥kternal Dispute Resolution mechanisms.
5S

Ch 39 — Other Private Sector Exemptions

No proposal or questions. However:
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() Related bodies corporate. At p.41 of the DPAR&C states: “the OPC has suggested
that an improved notice of disclosure by the retévedy corporate could ameliorate
this concern. Currently, NPP 1.3(d) requires araoigation to take reasonable steps
ensure that an individual is aware of the orgarusator types of organisations to
which the information is usually disclosed. The ALKoes not consider that requirin
a more detailed notice of disclosure—for exampie that lists all related companieg

by name—would adequately address concerns ab@dt aivarketing.

t

¢

A better alternative is to provide individuals wttie means to opt out of direct marketing
[addressed in ch. 23].

Disagree — greater transparency is needed — thdilg cannot be
expected to know or find out about complex corporatationships.
histings of related companies by name do not nedzktin every
privacy notice but do need to be readily accessguleh as on a wel
site.

Section 13B should be repealed.

The Direct Marketing ‘opt-out’ to be provided und#PP 6 only
addresses one particular type of potential priveaayn. There are
many other potential harms for which individualsynaed to trace
a pattern of use and disclosure between relateiiesnt

Ch 40 — New Exemptions

Question 40—1 Should the Australian Government request thaStaading Committee of
Attorney’s-General consider the regulation of ptévanvestigators and the impact of federal,
state and territory privacy and related laws onitleistry?

We see no need for a review of privacy laws intietato the
activities of private investigators, who should eemsubject to all
of the principles. There may well be other reafonsuch a review

Question 40-2 Should thePrivacy Actor other relevant legislation be amended to pmvid
exemptions or exceptions applicable to the oparaifalternative dispute resolution (ADR)
schemes? Specifically, should the proposed:

(@) ‘Specific Notification’ principle exempt or except ADR bodies from the
requirement to inform an individual about the fact of collection of personal
information, including unsolicited personal information, where to do so would
produce an obligation of privacy owed to a party to the dispute, or could cause
safety concerns for another individual;

(b)  ‘Use and Disclosure’ principle authorise thsctbsure of personal and sensitive
information to ADR bodies for the purpose of disgprgsolution; and
(c) ‘Sensitive Information’ principle authoriseetlsollection of sensitive information without

consent by an ADR body where necessary for thegserpf dispute resolution?

We accept that there may be difficulties in fulbmplying with all
privacy principles in the course of dispute redohlytparticularly in
relation to personal information about third pastie

We support a review of the application of privacinpiples in the
context of dispute resolution (both internal — IRd external
(EDRY)), with a view to justifying selective exemmpts.
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PART F — Office of the Privacy Commissioner

Ch 41 — Overview

No proposals or questions

Ch 42 — Facilitating Compliance

No proposals or questions

Ch 43 — Office of the Privacy Commissioner

General Submission: There is significant commudisgatisfaction
with the way in which OPC has carried out its resioilities
throughout its 18 year existence. The informatieailable about
complaint outcomes reinforces this concern. The ldRould
ensure that these concerns are reflected in & f@tommendations,
as there is no point having an Act containing sgonivhcy principles
if they are not being effectively enforced for thenefit of the
community

Proposal 43-1ThePrivacy Actshould be amended to change the name of the ‘@idfithe
Privacy Commissioner’ to the ‘Australian Privacyr@mission’.

Support

Proposal 43-2Part 1V, Division 1 of thd®rivacy Actshould be amended to provide for the
appointment by the Governor-General of one or nimputy Privacy Commissioners. The
Act should provide that, subject to the oversighthe Privacy Commissioner, the Deputy

Commissioner may exercise all the powers, dutiesfamnctions of the Privacy Commissione
under this Act — including a power conferred by2sabd a power in connection with the
performance of the function of the Privacy Comnuisst set out in s 28(1)(a) — of any other
enactment.

In principle, we support the expansion of the OB®tlude at least
two statutory officers to provide additional suppior changing the
name of the OPC to the Australian Privacy Commisside support
rthe amendment of the Privacy Act to allow for tipp@intment of one
or more Deputy Privacy Commissioners.

The relationship between the Deputy Privacy Comimigs(s) and
the Privacy Commissioner requires further clartiima. The ALRC'’s
view is that increasing the size of the OPC shéatdlitate more
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accountability and transparency in its operatiams @ncourage more
formal collegiate decision making (ALRC DP 72, [4g]). We feel
that more can be done in terms of facilitating maeeountability and
transparency.

Multiple statutory officers may also facilitate gter functional
separation to avoid a perceived conflict betweengiidance and
enforcement functions of the PC.

However, this proposal will need to be revieweth@ context of the
new political environment and already announcecegawent plans -
see our comments on this in the Introduction te submission.

Proposal 43-3Section 29 of th€rivacy Actshould be amended to provide that the Privacy
Commissioner must have regard to the objects oAtteset out in Proposal 3-3 in the
performance of his or her functions and the exerofshis or her powers.

Support (subject to our comments on the proposgsttsin our
submission on Part A)

Proposal 43-4Section 82 of th&rivacy Actshould be amended to make the following Support
changes in relation to the Privacy Advisory Comewtt

(a) require the appointment of a person to reptaberhealth sector;

(b) expand the number of members on the Privacysbdy Committee, in addition to the

Privacy Commissioner, to not more than seven; and

(c) replace ‘electronic data-processing’ in S 8@()/\vith ‘information and communication
technologies’.

Proposal 43-5ThePrivacy Actshould be amended to empower the Privacy Commissio | Support

establish expert panels at his or her discreticadiose the Privacy Commissioner.

Ch 44 — Powers of the Office of the Privacy Commissioner

Proposal 44-1ThePrivacy Actshould be amended to delete the word ‘computermfs
27(1)(c) of thePrivacy Act.

We support the ALRC'’s proposal to delete the waahputer’ from
s 27(1)(c) of théPrivacy Actin order to broaden the
Commission(er)’s research and monitoring functmedver all
technologies.
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The Commission(er)’s powers to report are unnecigsanstrained
- in particular in those powers in s27 which orllpw reports to be
made to Ministers. The Commissioner should havadaiitional
explicit power under s27 to report to the publiciammake a special
report to the Parliament, on all of the matteretsn s27, excepting
only those matters dealing with national securityneolving
equivalent considerations of confidentiality.

The Commission(er) should have an additional dutger s27, to
provide to Parliament a document, to be tablechbyMinister on the
next sitting day after receipt, wherever the Comnsiois(er) considers
that proposed legislation or regulations might sigantly interfere
with privacy, and stating whether such interfersnaeuld be
justified or not in the Commissioner’s view.

This proposal may need to be reviewed in lightrof statutory
human rights charter, which would be likely to umb a similar
legislation review and assessment mechanism.

Proposal 44-2ThePrivacy Actshould be amended to reflect that where guideismsed by
the Privacy Commissioner are binding they shouldep@amed ‘rules’. For example the
following should be renamed to reflect that a bheafcrules is an interference with privacy
under s 13 of thrivacy Act

(@) Tax File Number Guidelines issued under sfifi@Privacy Actshould be renamed
Tax File Number Rules

(b) Medicare and Pharmaceutical Benefits Progfanvacy guidelines (issued under s
135AA of theNational Health Actt953Cth)) should be renamed tMedicare and
PharmaceuticaBenefits Programs Privacy Rules

(c) Data-Matching Program (Assistance and Tax€élines (issued under s 12 of the
Data-matching Program (Assistance and Tax) Act {889) should be renamed the
Data-Matching Program (Assistance and Tax) Rudesl

(d) Guidelines for National Privacy Principles abgenetic information should be renam

9%

Support — important to avoid semantic confusionuaistatus of mere
guidance vs binding rules. Note that elsewherenake the case for
more guidance being ‘firmed up’ in rules.
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Genetic Information Privacy Rules.

Proposal 44-3Following the adoption of Proposal 19-1 to reqaigencies to produce and
publish Privacy Policies, therivacy Actshould be amended to remove the requirement in
27(1)(g) to maintain and publish the Personal imition Digest.

svaluable resource and contribution to governmeetapss and

Oppose — despite lack of use to date Digest renzapwentially

accountability. Now that the system of proces&gest returns is
established there is little marginal cost in comitig it. The
Commission(er) could facilitate increased use efliigest with
some enhancements in its internet publication.

Proposal 44-4The Privacy Act should be amended to empower tivad/ Commissioner to:

(a) direct an agency or organisation to providth®Privacy Commissioner a privacy
impact assessment in relation to a new projecegeldpment that the Privacy
Commissioner considers may have a significant impac¢he handling of personal
information; and

(b) report to the Minister an agency or organgs@s failure to comply with such a
direction.

Strongly support, subject to our submission abeporting to the
public.

Proposal 44-5The Office of the Privacy Commissioner should degdPrivacy Impact
Assessment Guidelines tailored to the needs ohsghons.

Support — these should be little different fromséixig guidelines for
agencies — the recent publication of a PIA Handldpothe UK
Information Commissioner should also provide valaabput.

Proposal 44-6ThePrivacy Actshould be amended to empower the Privacy Commissio
conduct audits of the records of personal inforamathaintained by organisation for the
purpose of ascertain whether the records are nia@ataccording to the proposed Unified
Privacy Principles, Privacy Regulations, Rules any privacy code that binds the
organisation.

Support

Proposal 44-7The Office of the Privacy Commissioner should rteimand publish on its
website a list of all the Privacy Commissioner’adtions, including those functions that aris
under other legislation.

docated or relocated, or if appropriate repeatedhé Privacy Act.

Support. In addition, all of the Commission(efjiactions should be

Any other legislation to which a function relatéssld contain an
explicit cross-reference to the Commission(er)le and the Privacy
Act function

Proposal 44-8ThePrivacy Actshould be amended to empower the Privacy Commissio

refuse to accept an application for a public irdedetermination where the Privacy

We are concerned that this would allow the Comroiggir) to
dismiss applications too readily. We endorse thmersssion from the
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Commissioner is satisfied that the applicatiorriofous, vexatious, misconceived or lackin
in merit.

gCyberspace Law and Policy Centre that this proposak-worded to
read

“...where the Commissioner is satisfied that theleagpion is
misconceived as to the purposes of public intetesgrminations, or
so lacking in merit as not to be worthy of publansideration”

Proposal 44-9Part IIIAA of thePrivacy Actshould be amended to specify that:

(a) privacy codes approved under Part llIAA operataddition to the proposed Unified
Privacy Principles (UPPs) and do not replace tiposeiples; and

(b) a privacy code may provide guidelines of stadd on how any one or more of the
proposed UPPs should be applied, or are to be cednwith, by the organisation
bound by the code, as long as such guidelinesaodatds contain obligations that a
at least equivalent to those under the Act.

Support this change to the status and objectiveooles (but see our
comments in our Introduction about the hierarchinsfruments and
their status)

e

Proposal 44-10Part IIIAA of thePrivacy Actshould be amended to empower the Privacy
Commissioner to:

@) request the development of a privacy code to be approved by the
Privacy Commissioner pursuant to s 18BB; and

(b) develop and impose a privacy code that apptieesignated agencies and
organisations.

Support both proposals

Ch 45 — Investigation and Resolution of Privacy Complaints

Proposal 45-1Section 41(1) of th@rivacy Actshould be amended to provide that, in addit
to existing powers not to investigate, the Comnoissi may decide not to investigate, or no
investigate further, an act or practice about whicdomplaint has been made under s 36, o
which the Commissioner has accepted under s 40{flfBg Commissioner is satisfied that:

(@)
(b)

the complainant has withdrawn the complaint; o

the complainant has not responded to the Cssiarier for a specified period followin

oBupport (a) and (b) but not (c) — given the traadord of successive
[ ommissioners having been too willing to dismissplaints. They
[ should not be given even greater discretion toado s

If (c) was added, then if a complaint was dismisseder this new
ground, OPC should be required to give more detgilstification,
and there must be a right of appeal from the disahidecision.

g
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a request by the Commissioner for a response atioalto the complaint; or

(c)

an investigation, or further investigation tioé act or practice is not warranted having
regard to all the circumstances.

Proposal 45-2ThePrivacy Actshould be amended to empower the Privacy Commissio:

(@) decline to investigate a complaint where thmplaint is being handled by an approve
external dispute resolution scheme; or

(b) decline to investigate a complaint that waoédmore suitably handled by an approve
external dispute resolution scheme, and to refrabmplaint to the external dispute
resolution scheme with a request for investigation.

Support but only if there is a right of appealhie PC (or direct to a
tribunal or court) from the decision of the EDR agte (merits
teview)

Proposal 45-3Section 99 of th€rivacy Actshould be amended to empower the Privacy
Commissioner to delegate to a state or territotii@ity all or any of the powers, including a
power conferred by section 52, in relation to caamlhandling conferred on the
Commissioner by thBrivacy Act

Support, provided there is no loss of remediestgamcavailable to
referred complainants — this will require a proocefsassessment ang
approval and monitoring of alternate State or Teryicomplaint
handling mechanisms, and also satisfactory regpr{iee also our
submission on proposed UPP11).

Proposal 45-4 Section 27(1)(a) and (ab) of tReivacy Actshould be amended to make it
clear that the Privacy Commissioner’s functionsalation to complaint handling include:

(@)

to receive complaints about an act or pradtia€ may be an interference with the
privacy of an individual;

(b)
(c)

to investigate the act or practice about wiuemplaint has been made; and

where the Commissioner considers it approptiatdo so and at any stage after
acceptance of the complaint, to endeavour, by Gation, to effect a settlement of th
matters that gave rise to the complaint or to n@alletermination in respect of the
complaint under s 52.

Support

Proposal 45-5ThePrivacy Actshould be amended to include new provisions dgalin
expressly with conciliation. These provisions ddagive effect to the following:

(@)

If, at any stage after receiving the compldimt Commissioner considers it reasonab

Support (a) subject to time limits

Strongly support (b) — a right to a Determinatibat must not limit
ythis to where Commissioner decides conciliationfaded —
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possible that the complaint may be conciliated sssfully, he or she must make all
reasonable attempts to conciliate the complaint.

(b)  Where, in the opinion of the Commissioner reddsonable attempts to settle the

complaint by conciliation have been made and the@issioner is satisfied that thefemaking Determinations, and any proposals in tres areed to take

is no reasonable likelihood that the complaint Wwélresolved by conciliation, the

Commissioner must notify the complainant and redpanthat conciliation has failed be reviewed or otherwise challenged.

and the complainant or respondent may requirethigatomplaint be resolved by
determination.

(c) Evidence of anything said or done in the cewfsa conciliation is not admissible in a
determination hearing or any enforcement proceadialating to the complaint,
unless all parties to the conciliation otherwisesag

otherwise OPC could continue to avoid making Deteations by
using a variety of other grounds to close a complai

Successive Commissioners have proved extraordjrearérse to

this into account, by providing as few excusesassible that cannot

An applicant should also have the right to reqaidetermination
under s52 wherever the Commissioner proposes usedb
investigate, or further investigate, a complaintslich cases, it
should be sufficient for the Commissioner to stata letter that the
determination is dismissed under s52, giving tlasoas for refusing
to investigate as the reasons for dismissal.

Support (c)

Proposal 45-6Section 52 of th@rivacy Actshould be amended to empower the Privacy
Commissioner to make an order in a determinatiahdh agency or respondent must take
specified action within a specified period for fh@pose of ensuring compliance with the A

Strongly support — this has been a major weaknebe@urrent
regime — best illustrated by the Commissioner’seDatnations 1-4
ctof 2004.

Proposal 45-7 ThePrivacy Actshould be amended to provide that a complainant or
respondent can apply to the Administrative App&ailsunal for merits review of a

determination made by the Privacy Commissioner uad® and the current review rights setl).

out in s 61 should be repealed.

Strongly support. There must however also bel# ngappeal from
a Commissioner’s decision to dismiss a complaie¢ (groposal 45-

Proposal 45-8 The Office of the Privacy Commissioner shouldgare and publish a
document setting out its complaint-handling pokcaad procedures.

Support

We also strongly endorse the detailed submissiahéyyberspace
Law & Policy Centre concerning improved reportirigcomplaint
statistics and outcomes.

Proposal 45-9 Section 38B(2) of thBrivacy Actshould be amended to allow a class membkgupport. While there is no evidence of any probiemelation to

to withdraw from a representative complaint at ame if the class member did not consent
be a class member.

teepresentative complaints we would certainly ngipgut named
individuals being parties to a complaint againsirtiwill.
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Proposal 45-10 Section 42 of th@rivacy Actshould be amended to empower the Privacy
Commissioner to make preliminary enquires of tipiadties as well as respondent.

Support

Proposal 45-11 Section 46(1) of therivacy Actshould be amended to empower the Priva
Commissioner to compel parties to an NPP comptaiat code complaint accepted under s
40(1B), and any other relevant person, to attecohapulsory conference.

cysupport (will be UPP or Code complaint if other ALRroposals are
implemented).

Proposal 45-12 Section 69(1) and (2) of tHerivacy Actshould be deleted, which would
allow the Privacy Commissioner, in the context wfiravestigation of a privacy complaint, to
collect personal information about an individualonk not the complainant.

Support

Proposal 45-13 ThePrivacy Actshould be amended to provide that the Privacy
Commissioner may direct that a hearing for a detetion may be conducted without oral
submissions from the parties if:

(a) the Privacy Commissioner considers that the matald be determined fairly on the
basis of written submission from the parties; and

(b) the complainant and the respondent cons