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PART J - Telecommunications

Ch 63 — Part 13 of the Telecommunications Act

Proposal 63—1The Australian Government should initiate a reviewonsider the extent to
which theTelecommunications Act 199Cth) and thélelecommunications (Interception and
Access) Act 197@Cth) continue to be effective in light of techngical developments (includin
technological convergence), changes in the stracficommunications industries and changi
community perceptions and expectations about conation technologies. In particular, the
review should consider:

(@) whether the Acts continue to regulate effedyivechnologies and the individuals and
organisations that supply communication technokbgied communication services;

(b) how the Acts interact with each other and witiher legislation;

(c) the extent to which the activities regulateder the Acts should be regulated under

We agree that a further review is needed but this
should not preclude some short term changes (as
JALRC goes on to recommend)

"$he ALRC does not in our view adequately canvag
the implications of the distinction between ‘perabn
information’ as defined in the Privacy Act and ‘the

affairs or personal particulars .... of another perso
as used in the Telecommunications Act (s.276). W
believe the latter definition is too narrow, andttthe

term ‘personal information’ (appropriately amende

the

S

S

as suggested in our main submission) is a more
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general communications legislation or other legistg and

(d) the roles and functions of the various bodi@sently involved in the regulation of the
telecommunications industry, including the AusaalCommunications and Media
Authority, the Australian Government Attorney-Geadey Department, the Office of the
Privacy Commissioner, the Telecommunications InguSmbudsman and
Communications Alliance.

APF Submission

appropriate term for use in the TA.

All of our submissions below that relate to theaaf
or personal particulars’ provisions of the TA stbul
be read in the context of our overarching submissi
that this concept should be replaced by the term
‘personal information’ with the same meaning as ir
the Privacy Act.

The protection provided by Part 13 of the TA does
however extend beyond the ‘affairs or personal
particulars ...’ to other categories of informatiorda
it is important that this protection is not lost/e do
not therefore suggest that Part 13 shauily protect
‘personal information’ (even with an amended
definition). It should continue to apply to perabn
informationandthe other categories currently
covered.

The ALRC also does not adequately address the g
that much of the information about individuals held
by telecommunications providers is not ‘collected’
a way that will necessarily invoke the collection
principles of the Privacy Act.

We endorse the detailed analysis of these issubgi
submission by Ms Irene Graham.

We also refer to our comments on the collection
principlesin our main submission on DP 72 (Part D
the UPPs).

oint

Question 63—1Sections 279 and 296 of thelecommunications Act 199Zth) permit the use
or disclosure by a person of information or a doentif the use or disclosure is made ‘in the
performance of the person’s duties’ as an employ@entractor. Is the exception too broadly

is too broad and needs to be brought back to dwly
uses and disclosures necessary in order to praived

Yes, the exception in sections 279 and 296 exaep}io
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should the exception be confined?

drafted? Is it resulting in the inappropriate uséisclosure of personal information? If so, hoy

vparticular service involved — not some wider cohte
of business needs which telecommunications
providers can interpret in their own interests and
which may not coincide with the legitimate
expectations of the individuals concerned.

Proposal 63—2Sections 280(1)(b) and 297 of thelecommunications Act 199Zth) should be
amended to clarify that the exception does notaigé a use or disclosure that would be
permitted by the proposed ‘Use and Disclosure’gipiie under thérivacy Actif that use or
disclosure would not be otherwise permitted undet P3 of thelTelecommunications Act

We support this proposal, but also submit that
sections 280(1)(b) and s297 should be amended t
read specificallyauthorised’ (consistent with our
submission on the proposed UPPSs).

Question 63-2Does the Telecommunications (Interception and ssc@mendment Bill 2007
provide adequate protection of personal informatiat is used or disclosed for law enforcem
purposes? For example, should the Bill be ametaied

(@)

(b) provide greater guidance on how the privawplications of an authorisation should be
considered and documented under proposed s 180(5);

define ‘telecommunications data’?:

(c) include positive obligations on law enforcermagencies to destroy in a timely manner
irrelevant material containing personal informatand information which is no longer
needed; and

(d) provide that the Inspector-General of Intahge and Security monitor the use of power

by the Australian Security Intelligence Organisatio obtain prospective
telecommunications data?

We support the amendment of the TIAA in all the
leways suggested.

Proposal 63-3- Sections 287 and 300 of tlhelecommunications Act 1997 (C#fjould be
amended to provide that a use or disclosure bysopef information or a document is
permitted if:

(@)

the information or a document relates to fifera or personal particulars (including any
unlisted telephone number or any address) of anp#Tson;

We support this proposal provided it retains the
qualifying word ‘imminent’ (see our detailed
submission on this in relation to the UPPs in oaimm
submission). Without this qualifier, the publicatité
or safety part of the exception in particular coloéd
too readily abused to justify routine, bulk discloss.
This exception must remain clearly one that is only
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(b)

serious threat to:

(i)

a person’s life, health or safety; or

(ii)

public health or safety.

the person reasonably believes that the udesolosure is necessary to lessen or prevent@r occasional ad hoc use.

APF Submission

Proposal 63—4Section 289 offelecommunications Act 1997 (C#tjould be amended to
provide that a use or disclosure by a person ofimétion or a document is permitted if the
information or document relates to the affairs erspnal particulars (including any unlisted
telephone number or any address) of another peasoh:

(@) the other person has consented to the useaoslre;
(b) if the use or disclosure is for a purpose othan the primary purpose for which the
information was collected (the secondary purpose);
() the secondary purpose is related to the pymparpose and, if the information or

document is sensitive information (within the meanof thePrivacy Act (Cth),

the secondary purpose is directly related to pynparpose of collection; and

(i) the other person would reasonably expecipirson to use or disclose the
information.

We support the proposed exception (a) subject to
comments on ‘consent’ in our main submission.

The proposed exception (b) is too broad. We emdc
the analysis of this issue in the submission by Ms
Irene Graham — the complexity of the provision of
telecommunications services means that there car
no easily understood ‘reasonable expectation’.
Privacy protection in telecommunications must res
instead on a default presumption that only uses an
disclosures ‘necessary’ for the provision of a
particular service are permitted without consent (o
where one of the other public interest exceptions

apply).

|®)

u

DI'S

be

t

Proposal 63-5part 13 of thé elecommunications Act 1997 (C#iould be amended to providé There should only be a very limited role for ‘imgai

that ‘consent’ means express or implied consent.

consent in telecommunications privacy. We discus
the general risks associated with the conceptiin ou
main submission on the UPPs, but there are clearl
range of uses and disclosures of telecommunicatid
information which should require express consent
(e.g. disclosure of unlisted/silent line informatj@nd
of mobile phone location information). This should
be provided for in the legislation and not lefitere

guidance. To the extent that guidance is desirable
there should be an express requirement for consu

n

ns

mer

organisation input — the Communications Alliance
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dominated by industry stakeholders.

Question 63—-3How does s 290 of theelecommunications Act 199Cth) operate in practice?
Is the exception resulting in the inappropriate aisdisclosure of personal information? If so,
how should the exception be confined?

the absence of detailed statistics about the utasof
exception, it is impossible to tell if it is beiadpused
without more detailed stats — there should be a
requirement for public reporting of the use of €.29
(see Proposal 63-14 below).

We support the amendment of s.290 as suggested.

Question 63—4Is the exception that permits the use or disclostireformation or a document
for certain business needs of other carriers sigeproviders (s 291 and s 302 of the
Telecommunications Act 199Cth)) resulting in the inappropriate use or disal@ of personal
information? If so, how should the exception befomd? Should the exception be amended {
provide that silent and other blocked calling nurslzan only be used or disclosed with a
person’s consent?

This exception is clearly being abused — see Ms
Graham’s submission for examples. These section
should be amended to require free and informed
cconsent unless a use or disclosure is actually
necessary for the particular service being provided

S

Proposal 63—6Part 13 of thé@ elecommunications Act 199Zth) should be amended to provic
that use or disclosure by a person [of] credit repg information is to be handled in accordan
with thePrivacy Act

aNe support this proposal.
ce

Proposal 63—7The Australian Government should amendTke&communications (Integrated
Public Number Database—Permitted Research Purpdsssument 2007 (No. 1p provide
that the test of research in the public interesté$ when the public interest in the relevant
research outweighs the public interest in maintgnihe level of protection provided by the
Telecommunications At the information in the Integrated Public Numbatabase.

We support this proposal provided that an approgr]
Ethics Committee is either clearly identified or
established to make independent assessments of
balance of interests.

The ALRC does not address the weakness of the
definition of research in the IPND scheme, which

includes such activities as political canvassingcivh
should not be able to take advantage of the exaep

a

the

Proposal 63—8The Telecommunications (Integrated Public Number Dasgb&cheme—
Conditions for Authorisations) Determination 200N¥o(1)should be amended to provide that

We support this proposal which is consistent whih t
1ALRC proposals in DP72 Chapter 47, which we a

authorisation under the integrated public numbéatose scheme is subject to a condition

SO
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requiring the holder of the authorisation to notlig Office of the Privacy Commissioner, as
soon as practicable after becoming aware:

(@) of a substantive or systemic breach of sectlrét could reasonably be regarded as hav,
an adverse impact on the integrity and confideihyialf the protected information; and
(b) that a person to whom the holder has disclpseticted information has contravened ar

legal restrictions

APF Submission

support in our main submission

ing

y

Question 63-5Should directory products that are produced frota daurces other than the
Integrated Public Number Database be subject tedhee rules under Part 13 of the
Telecommunications Act 199Cth) as directory products which are produced fdata sourced
from the Integrated Public Number Database?

We strongly support the application of the rulethia
IPND scheme to all directory products, whetheratr
they are sourced from the IPND itself. The current
limited application of the scheme is both inequiab
as between different service providers and alsaltses
in an arbitrary and inconsistent level of privacy
protection.

Proposal 63—9The Telecommunications Act 199Zth) should be amended to prohibit the
charging of a fee for an unlisted (silent) numbeagublic number directory

We strongly support this proposal.

Proposal 63—1Before the proposed removal of the small busingsmption from thdrivacy
Actcomes into effect (Proposal 35-1), The Australimvé&nment should make regulations
under s 6E of th€rivacy Actto ensure that the Act applies to all small busieesn the
telecommunications industry, including internetvess providers and public number directory
producers.

We support a short term extension of the Privacly A
by Regulations, to the entire telecommunications
industry, pending the repeal of the small business
exemption also proposed by the ALRC.

AC

Question 63—6Should a breach of Divisions 2, 4 and 5 of Pardflie Telecommunications Ag
1997(Cth) attract a civil penalty rather than a crinhiRanalty?

'tYes — in our view breaches of the privacy protectio
provisions of the Telecommunications Act should
attract civil rather than criminal penalties — tloaver
burden of proof is appropriate. The level of civil
penalties must however be sufficient to act as a
significant deterrent to calculated non-compliance.
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Proposal 63—11The Australian Communications and Media Authoiiyconsultation with the
Office of the Privacy Commissioner, Communicatiégnce and the Telecommunications
Industry Ombudsman, should develop and publishaguid that addresses issues raised by n
technologies such as location-based services, \tnieeInternet Protocol and Electronic
Number Mapping.

ean express requirement for consultation with

We support further joint work on the implicationfs o
new communications technologies, but there must

consumer organisations — the Communications
Alliance is dominated by industry stakeholders.

Referral for further consideration does not remitee
need for short term changes to the definition of
personal information to ensure coverage of some
telecommunications information that may currently]
not be regulated — see our comments above and 0O
Part B of DP72 in our main submission.

63-161 — We support the ALRC'’s position in
paragraph 63-161 concerning VOIP but this shoulc
the subject of a formal ‘proposal’ or recommendati

Proposal 63—-12ection 117(1)(k) of th&elecommunications Act 199Zth) should be
amended to provide that the Australian Communioatend Media Authority can only register
code that deals directly or indirectly with a matealt with by thd”rivacy Act or an approved
privacy code under thRerivacy Act if it has consulted with the Privacy Commissiqraerd has

been advised in writing by the Privacy Commissidhat he or she is satisfied with the code.

We support the proposed changes to the Code
arovisions in the Telecommunications Act to requif
in effect, Privacy Commissioner approval.

Proposal 63—13Section 134 of th&elecommunications Act 199Zth) should be amended to
provide that the Australian Communications and Me&lithority can only determine, vary or
revoke an industry standard that deals directipadirectly with a matter dealt with by the
Privacy Act or an approved privacy code under Bievacy Act if it has consulted with the
Privacy Commissioner, and has been advised inngrltly the Privacy Commissioner that he ¢
she is satisfied with the standard.

We support this proposal for, in effect, Privacy
Commissioner approval of relevant industry stanslg

Dr

be

1 be

e

ard

Proposal 63—14Section 306 of th&elecommunications Act 199Cth) should be amended to
provide that each exception upon which a deciaigclose information or a document is

We support this proposal for additional record-
keeping, but there also needs to be express

based is to be recorded when that decision is bas@dore than one of the exceptions in

requirement for public reporting of the use of the
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Divisions 3 or 4 of Part 13 of the Act.

various exceptions.

Proposal 63—15Part 13 of th& elecommunications Act 199Zth) should be redrafted to
achieve greater logical consistency, simplicity aladlity.

We support a plain English re-draft of Part 13h&f t
Telecommunications Act, provided it is not use@as
excuse fr not proceeding with some of the urgently
needed amendments. To avoid unintended
conseqguences, any re-draft of Part 13 should beds
as an exposure draft for public comment.

Ch 64 —Telecommunications Privacy Issues

Question 64-1Should ss 63B(1) and 135(3) of thelecommunications (Interception and
Access) Act 197@th) be amended to clarify when an employee @raer may communicate
or make use of lawfully intercepted or accesseorimétion in the performance of his or her
duties?

Yes — there is an urgent need to address this
significant problem, but ss. 63B(2) and 135(4) $tio
also be reviewed and amended as appropriate (se
below).

D -

Question 64-2How should the provisions that permit an employke& carrier to communicate
to another carrier intercepted or accessed infoom&ss 63B(2) and 135(4) of the
Telecommunications (Interception and Access) Betclarified?

The underlying principle should be ‘only where
actually necessary in relation to co-operation \aith
lawful request from an LEA'.

Question 64- 3Should further restrictions apply in relation te thise and disclosure of
information obtained by a B-party interception veatrunder th& elecommunications
(Interception and Access) Act 19{h)?

Yes — there should be further restrictions on Bypar
interception information.

Proposal 64-1Section 79 of th@elecommunications (Interception and Access) AZ918th)
should be amended to provide that the chief offidean agency must cause a record, includir
any copy of a record, made by means of an inteaept

We support this proposal for improved destruction
gequirements. Similar requirements should apply to
records made under s31B and Chapter 4.

Proposal 64-2The Attorney-General’'s Department should providielgaice on when the chief
officer of an agency must cause information orcaré to be destroyed when it is no longer

required for a permitted purpose under s 79 ariiD0f theTelecommunications (Interception

We support this proposal for further guidance an th
improved destruction requirements, but submit th
time limits should be specified in the legislatias,

APF submission on ALRC DP72 Pt J p.8
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and Access) Act 191€th). This guidance should include time limitshiit which agencies
must review holdings of information and destroymmfiation as required by the legislation.

APF Submission

recommended in 2006 by the Senate Committee.

Proposal 64-3Section 79 of th@elecommunications (Interception and Access) AZ91Sth)
should be amended to expressly require the destnuat non-material content intercepted ung
a B-party warrant.

We support a specific destruction requirement for
Igrarty interception information.

Question 64—-4Should the regime relating to access to stored aamuations under the
Telecommunications (Interception and Access) A¢918th) be amended to provide further
reporting requirements in relation to the use dfetBveness of stored communications
warrants?

Yes — there should be better reporting on stored
communications interception

Question 64-5Should theTelecommunications (Interception and Access) Ag9{8th) be
amended to provide for the role of a public intereenitor? If so, what should be the role of tf
monitor? Should its role include, for example, to:

(a) appear at any application made by an agenanterception and access warrants under
Telecommunications (Interception and Access) Act

(b) test the validity of warrant applications;

(c) gather statistical information about the use effectiveness of warrants;

(d) monitor the retention or destruction of inf@tmon obtained under a warrant;

(e) provide to the Inspector General of Intelligermand Security, or other authority as
appropriate, a report on non-compliance withTle&ecommunications (Interception ang
Access) Agtor

(H report to the Australian Parliament on the akaterception and access warrants?

Yes — current oversight is not adequate and we
1support the appointment of a Public Interest Manit
with all of the functions listed.

the

!

Proposal 64—4The Office of the Privacy Commissioner should belena member of the
Australian Communications and Media Authority’s L&nforcement Advisory Committee.

We strongly support the Privacy Commissioner
becoming a member of the ACMA Law Enforceme
Advisory Committee.

nt
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Question 64—6Should theSpam Act 2008Cth) be amended to:
(a)
(b)
(€)

provide that facsimile messages are regulatelgr the Act;

provide that an electronic message is requoedclude an unsubscribe message if the
electronic message:

(i) consists of no more than factual information;

(i) has been authorised by a government bodggetered political party, a religious
organisation, or a charity or charitable institatiand relates to goods or servict
or

(iii)

remove the exception for registered politjgalties?

has been authorised by an educational wistih, and relates to goods or service

(d)

provide that the definition of ‘electronic )sage’ under s 5 includes Bluetooth messages

Yes to all — but re (a) there should be a
 technologically neutral way of bringing Bluetooth i
“Without having to refer to a specific technologyda
re (c) there is no good reason to limit (i) ang o
‘relating to goods or services’ - mandatory pramis
of a ‘functional unsubscribe facility’ (thereby
allowing opt-out) should apply @l unsolicited
electronic messages. The ‘freedom of political
communication’ argument is a furphy — by opting @
individuals would not be denying political partiets
"the freedom to reach them by other means (e.g.
general advertising) — just by this specific anghhy
rdAtrusive means.

Question 64—7Should theDo Not Call Register Act 20Q€th) be amended to remove the
exception for registered political parties, indegem members of parliament and candidates
an election?

Yes - all these exemptions should be removed.
n

Proposal 64-5The Office of the Privacy Commissioner, the Teleommications Industry
Ombudsman and the Australian Communications andaveathority should develop
memoranda of understanding, addressing:

(@) the roles and functions of each of the bodreter thelrelecommunications Act 199Cth),
Spam Act 2008Cth), Do Not Call Register Act 200€th) and thd°rivacy Act

(b) the exchange of relevant information and etigebetween the bodies; and

(c) when a matter should be referred to, or reaxgeivom, the bodies.

We support Proposals 64-5, 6, 7 & 8 — concerning
improved co-ordination and guidance, although
experience does not give much confidence that the
bodies will deliver. They should be given specific
timeframes and held to account for delivery.

2Se

Proposal 64—6The document setting out the Office of the Priv&oynmissioner’'s complaint-

Support — see 64-5 above

handling policies and procedures (see Proposal)4anfl its enforcement guidelines (see
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Proposal 46—2) should address:

(@) the roles and functions of the Office of thiv&y Commissioner, Telecommunications
Industry Ombudsman and the Australian Communicataord Media Authority under the
Telecommunications Act 199CZth), Spam Act 2008Cth), Do Not Call Register Act
2006(Cth) and thdrivacy Act and

(b) when a matter will be referred to, or receiftenn, the Telecommunications Industry
Ombudsman and the Australian Communications andadvi&gthority.

Proposal 64—7The Office of the Privacy Commissioner, in condidiawith the Australian Support — see 64-5 above
Communications and Media Authority, Australian Coomcations Alliance and the
Telecommunications Industry Ombudsman, should dgvahd publish guidance relating to
privacy in the telecommunications industry. Thedgice should:

(@) outline the interaction between tPigvacy Act Telecommunications Act 199Zth), Spam
Act 2003(Cth) and thédo Not Call Register Act 20q€th);

(b) provide advice on the exceptions under PadftBeTelecommunications Acdpam Act
and theDo Not Call Register Agctand

(c) outline what is required to obtain an indivadla consent for the purposes of fevacy
Act, Telecommunications Act, Spam Antl theDo Not Call Register AciThis guidance
should cover consent as it applies in various cast@nd include advice on when it is,
and is not, appropriate to use the mechanism ofdlmad consent’.

Proposal 64—8The Office of the Privacy Commissioner, in condidiawith the Attorney- Support — see 64-5 above
General's Department, the Australian Communicatems Media Authority, the Office of the
Commonwealth Ombudsman, the Inspector Generaltellifence and Security and the

Telecommunications Industry Ombudsman, should dgvahd publish educational material that
addresses the:

(@) rules regulating privacy in the telecommunarad industry;

(b) various bodies that are able to deal withmmaint in relation to privacy in the
telecommunications industry, and how to make a damipto those bodies.
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