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Introduction
CrimTrac is conducting a whole of government Automated Number Plate Recognition (ANPR) scoping study to identify a national strategic approach to the use of ANPR technology across Australia including the needed infrastructure and possible costs and benefits.  Following the scoping study CrimTrac will report its finding to government which will then decide if and how to proceed with a national ANPR system. 

Potentially a combined state/territory and national ANPR system would be used by law enforcement, national security and road transport authorities (RTAs) for improvements in road safety and public safety and the prevention, detection and reduction of crime.  However, if not implemented appropriately a national ANPR system could raise very significant privacy issues.  In particular, a whole of government system will potentially have a wide range of uses and users, which could range from organisations with powers to operate covertly or coercively all the way through to civilian organisations where law enforcement is not the issue.  

IIS has been contracted to undertake a privacy impact assessment, including consultation with privacy and community groups, of options being considered in the scoping study.  A PIA is a process which enables organisations to “anticipate and address the likely impacts of new initiatives, foresee problems, and negotiate solutions.” 
 
A critical part of a PIA is consultation with people who may be affected by the system or proposal under assessment.  Consultation can draw in new information and perspectives about the impacts and implications of the proposal, allow assumptions, assertions and arguments to be tested and develop options to avoid or ameliorate negative privacy impacts.  
This background paper has been prepared to assist participants in the consultations IIS is undertaking for this PIA.  It aims to give participants a general understanding of what is being proposed, the anticipated benefits and business case and an initial review of potential privacy issues.  A list of the organisations, stakeholder groups and representatives and advocates who have been or will be invited to contribute to the PIA is at Attachment 1.
As the scoping study is still underway the information and approaches discussed in this paper are still under development and may change in the report of the scoping study, including as a result of input from this consultation process.  CrimTrac expects to complete the scoping study in November 2008.  IIS understands the PIA report will be published as part of the scoping study final report.  

The nature of the scoping study means that it is putting forward high level recommendations not detailed proposals for implementation.  This PIA process will be identifying issues in that broad context as input to recommendations.  Further consideration of privacy impacts, taking account of detailed implementation approaches would be needed if recommendations are adopted. 

Project Background and context

ANPR uses a camera and Optical Character Recognition software to capture an image of a vehicle, locate the number plate within the image and then convert the number plate value to a text string.  The text can be compared with databases containing vehicle number plate values, known as hotlists, for example for RTAs to identify unregistered vehicles and issue infringement notices or for law enforcement agencies to generate alerts for stolen vehicles.  Variants have been used in most Australian States since the 1980s.  ANPR is also used in the private sector, for example in toll road charging, for site or precinct security, car park access or petrol station security.  ANPR system configurations are generally mixtures of design features including: fixed or mobile cameras that may be single point or point-to-point and single direction or dual facing cameras; local or centralised systems; wired or wireless communications; intercept of vehicles or back-office issuing notifications; and store sightings and action or store sightings only.  A useful overview of ANPR, including its use in other countries is available at http://www.caslon.com.au/anprnote3.htm.

In Australia governments have mainly used ANPR to manage heavy vehicle and other traffic issues although law enforcement agencies also use or have been exploring the technology for law enforcement and national security purposes.  A brief summary of current State and Territory use of ANPR is at Attachment 2.  These initiatives, which are in various stages of development, generally involve the collection of ANPR data then comparison with databases and hotlists within a state’s boundaries.  In many cases law enforcement or regulatory bodies will have access to data held in other states; however such arrangements tend to involve a range of organisations and processes rather than to provide direct access. 
CrimTrac is undertaking a scoping study into the feasibility and options for implementing a national ANPR system  CrimTrac was established as an Executive Agency under the Commonwealth Public Service Act in the Attorney-General's portfolio.  Its mission is to take a leadership role in generating national approaches to information sharing solutions for law enforcement agencies for a safer Australia.  CrimTrac has identified ANPR systems as a likely and important area for improved coordination and data sharing. 

The scoping study follows initial discussions in 2006 with user stakeholders from road transport and law enforcement agencies which found support for a systematic study to identify how such a system might be implemented, its likely benefits and the issues that would need to be addressed.  The ANPR scoping study has been funded through a $2.223M Proceeds of Crime grant.  

The project started in April 2006 and is due to be finalised in November 2008.  The scoping study report will initially be presented to the Ministerial Council for Police and Emergency Management – Police and the Australian Transport Council in late 2008.  
The Project motivations and drivers 
The scoping study starts with the assumption that moving to a centralised national ANPR system will allow greater information sharing between State and Territories and the Australian government and the adoption of common standards and approaches including to equipment and procurement leading to improved efficiency and outcomes and cost saving in road safety policing, and national security.
The diagram below notes the range of areas that are expected to deliver benefits.  These are based in part on Australian government policy and in part on initial research and discussions with stakeholders and some international experts.  The scoping study will explore these areas in more detail as well as proposing ways to proceed.
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Project objectives and Scope 

The overall aim of the scoping study is to explore the feasibility of a National ANPR system and to develop a national strategic approach and an implementation strategy including proposed governance arrangements and a procurement strategy taking account of the contestability of the market.  The scoping study will consider the following areas: 
· the possible outcomes for law enforcement, traffic management, road safety, and national security;

· the current uses and deployment of ANPR for road transport management and law enforcement in Australia;

· an agreed set of the system users’ business needs for a National system;
· the system capability and design needed to meet business needs;
· the legal and privacy implications;
· a cost/benefit analysis; and
· High level considerations of technical options; 
The core function of ANPR is to match number plate sightings to data directly associated with a vehicle, such as stolen, unregistered or uninsured vehicles and vehicles of interest.  While ANPR data alone may not be considered to be personal information as defined by privacy law it will routinely be matched and combined with information about individuals, for example the name of the registered owner.  For the purposes of this paper ANPR data is considered to be personal information.   
A national ANPR system is likely to mean that there will be national sharing of:

· vehicle registration and vehicles of interest data;

· driver’s licence and person of interest data; and
· cross-jurisdiction lists of vehicles or people of interest. 
At this stage it appears likely that the system will collect and store for at least a period all sightings of all vehicles passing a particular point and that the images taken may include the driver and front seat passengers.  The system will also include matching of ANPR data against various hotlists and the generation of alerts.  It appears unlikely that that there will be any use of the system by non-government organisations.  However, ANPR data collected by private organisations at certain points could be provided to the national system. 
A description of project’s design or options for design

The scoping study project team has focused its work by developing a possible strategic approach, holding detailed discussions with potential users of a national ANPR system, proposing a working model of a National Automatic Vehicle Recognition System and by making a number of assumptions about the way ANPR will be deployed and used.  For the purposes of the consultation process, a brief overview of the matters being considered is set out below.  As the scoping study is still underway, there may be changes in approach in the final scoping report, including because of input via the PIA consultation process.  
ANPR National Strategic Approach

As noted above, the overall rationale for the ANPR scoping study is that there would be significant benefits for community safety in a national system arising from the greater sharing of information and approaches and consistency in standards and equipment.  In other words, information that has been collected state by state to manage road safety and law enforcement responsibilities can be leveraged to provide better outcomes in those areas and in relation to policing within the states and nationally.  The approach is illustrated in the diagram below.  
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Discussions with potential users to identify needs
CrimTrac spoke to a range of State, Territory and Australian law enforcement agencies, including the Attorney-General’s Department, Customs and the Australian Crime Commission, and regulators including road transport and infrastructure planning authorities and agencies.  It gathered very detailed information about each agency’s needs.  These included the nature of the information captured in relation to a sighting, requirements for camera operation and image functionality and hotlist and alert data, information sharing requirements, data storage and management.  Following analysis and prioritisation of the data collated CrimTrac identified three “core capabilities” that potential users would expect for a national ANPR system.  These are:

· national ability to capture (in real time) vehicle sightings and detect vehicles of interest (VOI);
· national ability to share information associated with VOI, including sightings, warnings, associated persons and vehicles and registration details; and
· ability to interrogate aggregate national data to aid investigation, intelligence gathering and road use analysis.
In other words, there appears to be quite strong agreement for the concept of a national APNR system that would make available the combined ANPR data from a range of sources, facilitate information sharing between State/Territory and Australian government agencies and allow searching and analysis of the national set of ANPR data over time.  
However, at the more detailed level there was both agreement and variation in the needs identified by law enforcement agencies compared to regulatory agencies.  A few examples are noted below to give a flavour of the issues raised by potential users and how they rated the issue.  

· All parties considered the system must have the ability to capture data for all passing vehicles through ANPR equipment, rather than just matches against a hotlist.

· All parties considered the system would need to be able to limit access to ANPR data by their staff on the basis of roles and specified circumstances. 

· Law enforcement agencies considered the system must provide a clear image of the whole of vehicle frontage to allow the identification of the driver and/or front passenger at the resolution that can be used in court evidence while for regulators this was highly desirable.   

· Law enforcement agencies considered that it would be highly desirable for images to be at a resolution suitable for use with facial recognition applications while this was a lower priority for regulators. 

· Regulators considered that a National ANPR system would need to be able to respond to legal data retention/data deletion requirements in State/Territory laws, while law enforcement agencies expressed interest in keeping data for as long as possible.   

The discussions with stakeholders are being collated into a “Business Requirements” report which will be agreed by stakeholders and which will be included as part of the final scoping study report.  
National Automatic Vehicle Recognition System - High level design assumptions 

The scoping study is proposing a “National Automated Vehicle Recognition System” (NAVR) and is exploring the infrastructure and other issues that would need to be addressed to implement such a system.  Design decisions will be influenced by factors such as the number of cameras, whether they are fixed or mobile, where transactions are processed, what data is stored where, what technology is used and how much infrastructure capacity is required where.  
The NAVR would consist of:

· sightings data from all cameras in all jurisdictions of all vehicles that pass the camera points;

· hotlists for all jurisdictions including lists of vehicle registrations or driver’s license details or lists of vehicles or persons; and

· alerts, which results where there is a match of a sighting against a hotlist. 
CrimTrac will be proposing that strategically the fixed camera network should be sufficient to provide coverage of: 
·  border crossings between state boundaries;

· main road infrastructure with more concentrated coverage in higher population centres and adequate coverage in and around smaller population centres (towns); and

· key points of security focus (critical infrastructure and ports etc).
In its modeling CrimTrac has made some basic assumptions including that:
· data-matching to identify alerts would take place centrally (at agency, jurisdiction or national level) rather than at the camera location;  

· sightings would be collected for all vehicles passing a camera site, would contain an overhead image of the vehicle at sufficient resolution so that the driver or passenger could be identified if appropriate;

· the system could grow from its current size which is about 300 fixed cameras and 100 mobile cameras to 4000 fixed cameras and 500 mobile cameras. 
CrimTrac has also assumed, for the sake of its modeling, that all ANPR data would be held for five years.  The nature of data stored and the length of storage is a critical issue affecting both the privacy impact of the national system and the cost and nature of infrastructure required.  No decisions have been taken at this point as to the recommendations that the scoping study will make in this regard.  

Using the assumptions above CrimTrac is now exploring other aspects of the NAVR in particular how the central facility will connect to the jurisdictions and the extent to which processing will take place centrally or within jurisdictions.  In the former case at one extreme each agency within each state could connect directly to the NAVR and at the other extreme the NAVR could connect to umbrella bodies for example Austroads and the Australian Federal Police.  The decisions here would impact on the nature of communications channels and infrastructure needed.  CrimTrac is also exploring three processing models.  These are:

· Federated, Central Broker - this option comprises a central NAVR system integrating to local jurisdiction systems.  Under this option, central NAVR is essentially a store and forward system acting as a broker between disparate and autonomous systems;

· Central Hub, Distributed Homogenous System - this option comprises a central NAVR system integrating to distributed NAVR components deployed in jurisdictions; 

· Central Hub, Distributed Heterogeneous Systems - this option comprises a central NAVR system integrating to local jurisdiction systems. 
Again, decisions about how and where ANPR data will be processed will affect the nature of the infrastructure required, the communication channels and the cost and efficiency of the system.  

impact 5 years out on Australian ANPR deployment if the NAVR system is Implemented 
In considering the privacy implications of the proposed National ANPR system, in the form of the NAVR an important factor will be the impact the system might have on the Australian deployment of ANPR.  One way to do this is to look at the proposed national ANPR system as it is expected to look five years out and to compare it with expected developments that are likely to happen anyway (that is principally the absence of NAVR) and where appropriate to compare it to the situation as it is today.      

As noted above ANPR is being used in Australia primarily for road transport and road safety management but also for some policing activities.  A brief overview of activity in each state is at Attachment 2.  

The table below provides a simple comparison of the current situation and a non-national and national ANPR system.  It is based on the information IIS has considered to date for this PIA, its understanding of the assumptions CrimTrac is using and the general regulatory environment.  In particular IIS has assumed that ANPR use will develop in the States and Territories to a significant degree whether or not a national ANPR system is implemented. 
	Dimension
	Current state
	5 Years out

	
	
	Non- National System
	National system

	Amount and nature of information ANPR data captured 
	Varies, particularly in relation to whether image of driver and passengers included 
	Likely to continue to vary between states 
	Sightings for all cars passing fixed or mobile camera sights, containing full image, the ANPR readout, data about the sighting, for example, date, location and camera, held centrally (at jurisdiction, or national level)

	No. of cameras
	Australia wide 292 fixed and 100 mobile cameras
	Assumed to be likely to be approaching the national level 
	Australia wide 4000 fixed and 500 mobile cameras

	System functionality 
	Ability to capture sightings, match sighting to hotlists and generate and action alerts, and where data are held long term provide data for analysis 
	Ability to capture sightings, match sighting to hotlists and generate and action alerts, and where data are held long term provide data for analysis
	Ability to capture sightings, match sighting to hotlists and generate and action alerts and provide data for analysis

	System standards, costs and efficiency
	Varies according to the state approach 
	Will continue to vary according to state approach 
	National standards for technology and data quality, potential for reduced costs through data and infrastructure sharing and procurement strategies 

	Data sharing between state RTAs and between RTAs and law enforcement agencies
	Data sharing does occur but arrangements vary between states and may be slow and complex at times
	Data sharing levels likely to increase, arrangements may continue to be variable
	The systems assume all ANPR sighting will be available, on a need to know basis such to security and audit protections, to RTAs and law enforcement agencies, and that states and territories would make available data for hotlists such as vehicle registrations and driver’s license details. 

	Data retention
	Varies considerably, also at present no jurisdiction in Australia bulk stores ANPR sighting and most do not store them at all
	Likely to continue to vary between the states
	Likely to be storage of all ANPR data for, for example, up to 5 years, may include variable retention periods, for example image of driver and passenger, 

	Legal framework
	Privacy and other law applying to ANPR varies considerably between the states and in its application to ANPR 
	Likely to continue to vary between the states
	A national system provides the potential for an overarching framework so that cross-jurisdictional data-sharing is properly governanced from a citizens perspective

	Governance arrangements
	State oversight by law, accountability arrangements including audit and parliamentary scrutiny 
	State oversight by law, accountability arrangements including audit and parliamentary scrutiny
	State oversight arrangements would continue, in addition likely to be governance arrangement established for the national system including high level decision-making about additional uses or users


An initial assessment of potential privacy issues and risks

This part of the paper gives a brief initial assessment of the potential privacy issues and risks that may arise in the context of a national ANPR system.  It purpose is to assist the consultation process, not to provide a comprehensive review of the issues or to provide detailed approaches to ameliorate any privacy risks.  These activities will be considered as a further step in the PIA process following consultation.  
The discussion here is general.  In further analysis the risks will be considered in terms of those arising generally and any particular or additional impact from a national ANPR system. 

The current Australian Law Reform Commission Inquiry reviewing Australian privacy law includes detailed discussion of the concept of privacy.
  It notes that privacy can be divided into a number of separate but related concepts: 
· Information privacy, which involves the establishment of rules governing the collection and handling of personal data such as credit information, and medical and government records. It is also known as ‘data protection’;

· Bodily privacy, which concerns the protection of people’s physical selves against invasive procedures such as genetic tests, drug testing and cavity searches;

· Privacy of communications, which covers the security and privacy of mail, telephones, e-mail and other forms of communication; and

· Territorial privacy, which concerns the setting of limits on intrusion into the domestic and other environments such as the workplace or public space. This includes searches, video surveillance and ID checks.

ANPR by its nature involves “observing” vehicles and in this case creating records of those observations which can include information about particular individuals associated with the vehicle; these characteristics mean it can affect both territorial and information privacy.  
Territorial Privacy 

ANPR is a form of surveillance which will generally be conducted openly but which can also be conducted covertly.
  In this case surveillance of vehicles by ANPR it is intended to meet socially important objectives such as road and community safety.  It may indeed make people safer or to feel safer.  Moreover, for many people the process itself is relatively unobtrusive; although this may change where ANPR results in direct actions such as receiving a speeding notice in the mail or being stopped by police to be questioned about vehicle registration or other more serious actions.  Independent of direct experience with ANPR, the use of ANPR to collect information about all vehicles passing a camera point does have characteristics that many will consider to have an impact on their sense of privacy.  These factors include: 
· the fact that generally there will be no prior suspicion of any wrongdoing, rather the surveillance is a “fishing expedition”;
· the greater level of regulatory or policing action may mean the community in general, or particular segments of the community feel harassed; 

· the information resulting has the capacity to reveal people’s movements, where they were and when and who they with; 
· the potential for surveillance to result in records that could be held for long periods or linked to other information or from which inferences about behaviour both unlawful and legitimate; or 
· the potential for misuse of the stored records for mischievous or corrupt purposes.

There are then a range of possible consequences, including people’s sense of freedom or the trust and cooperation they accord to the state.  Some people may feel strongly enough to change their behaviour, for example, by avoiding certain roads or preferring to use public transport.
These issues, and possible responses, may be further discussed in the consultation process.  Responses that might be considered include:

· the proposed uses of the ANPR data and the process to decide on additional uses or users; 
· the nature of the benefits expected from the national ANPR system and the evidence to support this; or 
· processes to assure people about the system including the proposed legal and governance framework – there are already some laws protecting privacy and regulating use of surveillance devices however they are not comprehensive and may not address all issues identified. 
Information privacy 
Information privacy involves the interest people have in personal information about themselves.  Australia has privacy laws at the national level and also in some states that set rules for the handling of personal information.
  These rules aim to give individuals reasonable control over personal about themselves while recognising other interests including government administration and law enforcement.  The rules generally apply to the collection, use and disclosure of personal information and matters such as security, data quality, and individual rights to access and anonymity.  They also apply to personal information that is information which identified an individual or from which their identity could reasonably be established.  As noted above, there is potential for ANPR data to be associated with registered owners or possibly drivers or passengers.  This analysis considers it to be personal information and to be subject to information privacy rules.  

Some of the privacy issues or risks that may arise in the relation to privacy rules are noted below. 
· Rules for the collection of personal information collection usually require the collection to be “necessary” and for the collection process to be open, fair and not unreasonably intrusive.  Questions may include: is the collection ANPR data about all vehicles “necessary”, particularly given the context here where the information needs for road transport management and policing may vary and what form of notice about the existence of cameras would be appropriate;
· Rules for the use and disclosures of personal information usually require the use and disclosure of personal information to be consistent with the original purpose of collection.  However, the rules either may not apply to law enforcement agencies or may include law enforcement exceptions.  They also allow collection which is authorised by law.  Questions here may be whether the general law or governance arrangements are sufficient to define appropriate uses of the ANPR data, and how to consider proposed new uses or users of the information which may or may not be related to the original purpose of collection and which may not have been contemplated without the storage of ANPR data. 
· Data accuracy rules aim to make sure personal information is reasonably accurate for the purposes for which it is used.  Questions here include the accuracy of the ANPR collection and data-matching processes and whether this affects the validity of alerts.  For example ANPR literature notes that the vulnerability of technology to number plate fraud or misuse state plates or to misreads where number plates are obscured or damaged.  ANPR technology is estimated to be between 80%-95% effective at correctly identifying every vehicle in a stream of traffic following processing that is taking an image, data-matching and visual adjudication by an operator.  Other considerations may be the safety net processes for individuals who may be affected by errors in the system. 

· Data retention – the general approach here is to delete or de-identify personal information when it is no longer needed for the purpose for which it was collected.  Questions may include the criterion for deciding on data-retention periods, particularly taking account of the needs for road transport and policing and variations in these.
The business case

The rational for the scoping study is that a national approach to the use of ANPR technology will provide significant benefits to the Australian community because it will impact positively on overall community safety through improved road safety and reduction in crime.  It is also expected to deliver efficiency benefits and cost savings.  In particular, CrimTrac has identified the following areas as having potential to give rise to benefits should a national ANPR system be implemented:

· Financial savings: for example through reduced investigation times, national procurement, and reduced insurance premiums;

· Community safety and national security: for example through enhanced road safety, enhanced investigation and intelligence effectiveness, reduction in crime and increased compliance with road transport and criminal legislation;
· Information Sharing: for example through better decision-making and improved practices and strategies; and 
· Optimum resource utilisation: for example because of reduced duplication of effort and improved ability to allocate resources. 

The scoping study is exploring the evidence to support and quantify these perceived benefits.  It is fair to say that there is limited empirical data relevant to Australian proposals on the broad impacts of ANPR.  There are various studies that point to likely benefits including for example deterrence effects and the impact of increasing enforcement activity in relation to minor crimes on the frequency of more serious matters.  
The scoping study is to include a cost/benefit analysis.  While this is still underway and so is not available for consideration as part of this consultation process, the privacy issues identified will be made available to the consultants undertaking the cost/benefit analysis.  
Apart from the factors noted above, the fact that the Australian states are at a relatively early stage in ANPR deployment also feeds into the business case.  Developing common standards and approaches at this stage as systems are scaled up, even if no national system is implemented, will avoid costly and difficult transition to a national approach at a later stage.
Conclusion 
This paper has been prepared to assist participants in the consultations as part to the PIA for a possible national ANPR system.  While there are many privacy issues to consider, the most fundamental appear to be: 
· whether or not full time surveillance and recording of a significant proportion of the road movements of the community is an appropriate adjustment of the relationship between the community and the state;

· the potential increase in movement of information about citizens between the jurisdictions with the potential, unless the arrangements are specifically addressed, for errors and misuse to occur in a legal no-man’s land where the rights of oversight bodies are restricted or unclear;
· the creation of a very large collection of information about vehicle movements which may then be subject to expanded uses and users which, depending on how they proceed, may be accepted by the community or seen as unwelcome “function creep”.  
The consultations sessions will allow for discussion on these issues as well as identifying other issues people think are important. 

Glossary 

	TERM
	DESCRIPTION

	Alert

(Alert Request)


	1. A message sent to a user to notify them of a match.

2. A request for a vehicle to be watched for (i.e. an alert request – a type of hotlist item) 

	ANPR
	Automatic Number Plate Recognition

	ANPR Camera
	A digital camera device that has been enhanced to assist ANPR software to locate a number plate within an image and convert it to a text value.

	ANPR Data
	Includes vehicle sighting data, alert data and hotlist data.

	Hit (Match/Alerts)


	Match between the ANPR data and an item on the Hotlist.  These are also known as “Alerts”.

	Hotlists
	A list of vehicle number plate values and associated data used to compare the results of ANPR reads. Includes items generated by data extracts and by user requests for alerts.

	Match
	A match between a number plate read and a hotlist item.

	Misread
	Occurs when the OCR process incorrectly reads the number plate value from an image

	Mismatch
	Occurs when the data matching process incorrectly identifies a vehicle.

This can result from:

1. An attempt to match from a misread

2. Duplicate number plates (e.g. same value but different jurisdiction)

3. Poor data quality on hotlists

4. Incorrect or incomplete set of data matching algorithms 

	POI
	Law enforcement terminology for person of interest. This could include (but not limited to) person with a warrant for their arrest, repeat offender, drug runner, etc.

	Reads
	An attempt to read an image in order to extract the number plate value.

	RTA 
	A state or territory road transport authority

	Sightings
	An image and data collected by the camera when the vehicle passes the camera.

	VOI
	Law enforcement terminology for vehicle of interest. This could include (but not limited to) stolen, uninsured and/or un-registered vehicle.



Attachment 1 – consultation participants 

	Sector 
	Organisation

	Privacy and community organisations
	Australian Privacy Foundation (2-3 representatives)

	
	Electronic Frontiers Australia

	
	Australian Council of Civil Liberties (2-3 representatives)

	
	Australian Council for Social Services (2-3 representatives)

	
	Public interest Advocacy Centre

	Road Users Organisations
	2-3 representatives from the various state organisations, 

	
	NRMA

	
	RACV

	
	RACQ

	
	RAC

	Victims of Crime
	2-3 representatives from the various state organisations 

	Regulators
	Office of the Privacy Commissioner

	
	Office of the NSW Privacy Commissioner

	
	Victorian Privacy Commissioner

	
	Office of the Information Commissioner of the Northern Territory

	
	Commonwealth Ombudsman

	
	State Ombudsman 

	
	Police Integrity Commissions



Attachment 2 - Australian Use of ANPR
	Australian Use of ANPR 

	General
	All Australian toll roads use ANPR to identify vehicles that have not use an eTag or manual payment to pay the toll.  The owners of these vehicles are then invoiced either by the toll company or by RTAs on their behalf.  All portable ANPR units owned by Police are able to be used in general crime investigations as well as for traffic management.

	NSW
210 cameras
	There is extensive use of ANPR by the Roads and Traffic Authority (RTA) for heavy vehicle monitoring (Safe-T-Cam), Bus and Transit lane management and for specialised uses such as vehicle noise and pollution monitoring. Infringements are issued through the post by a back office facility. Police have a number of portable roadside units which are generally used in conjunction with intercept teams. Infringements are issues on the spot.  

	ACT

3 cameras
	ACT Police have portable roadside units which are use in conjunction with intercept teams. These teams often include ACT RTA staff that check vehicle safety. These units are available to the AFP generally.

	Victoria

6 cameras
	Victoria police have several portable roadside ANPR units used in conjunction with intercept teams. Victoria’s Department of Justice has a network of heavy vehicle monitoring stations that use ANPR and VIC Roads uses ANPR to measure travel times on busy roads and advise motorists and set variable speed limits. A point to point speed monitoring network has been set up on the Hume Highway to regulate speed over distance for all vehicles. The Victorian Environmental Protection Authority and the Dept of Fisheries use ANPR to investigate incident and help regulate licensees.

	Tasmania 

11 cameras
	The Tasmanian Dept of Infrastructure, Environment and Resources uses ANPR to monitor heavy vehicles and unregistered or uninsured vehicles. Tasmania Police are not currently using ANPR.

	South Australia
24 cameras
	South Australia uses ANPR for Policing (roadside and in vehicle units), heavy vehicle monitoring (Truckscan) in conjunction with the NSW RTA, Traffic flow monitoring and general roads regulation.

	Queensland
28 cameras 
	Police Trials, DMR, BUC, Toll Road, Travel safe

	Western Australia

10 cameras
	WA Main Roads and WA Police use portable ANPR throughout the state. A number of fixed sites are used for monitoring busy roads and some key highways.

	Northern Territory 

O cameras
	NT Police and roads authorities do not currently use ANPR.


Current State:


State/Territory Approach





ANPR National Strategic Approach





Better leverage off existing state and territory infrastructure, including roads, traffic and transport authorities


Supplement with national infrastructure


Standards, procurement and overall cost effectiveness








National Security








Criminal











Road Safety





Future State:


National Approach





Focussed on Road Safety


Building Policing Capability











� See � HYPERLINK "http://www.ico.gov.uk/upload/documents/pia_handbook_html/html/1-intro.html" \t "_parent" �www.ico.gov.uk/upload/documents/pia_handbook_html/html/1-�� HYPERLINK "http://www.ico.gov.uk/upload/documents/pia_handbook_html/html/1-intro.html" \t "_parent" �intro.html�


�  Information about the Inquiry and copies of its issues papers and discussion papers is available at � HYPERLINK "http://www.alrc.gov.au" ��www.alrc.gov.au�.


� ALRC Discussion Paper 72 Review of Australian Privacy Law Paragraph 1.29 available at � HYPERLINK "http://www.austlii.edu.au/au/other/alrc/publications/dp/72/" ��http://www.austlii.edu.au/au/other/alrc/publications/dp/72/�  


� The term surveillance here is used in a general sense, ANPR use may not be defined as surveillance in various State and Australian government law.  


� For example, the Privacy Act 1988
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