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Privacy is a basic human right, acknowledged  throughout the community yet recognised only patchily in our laws. Privacy means not only respectful handling of personal information but also freedom from unwarranted surveillance. Privacy protection in Australia is frequently threatened by ill-considered proposals, intrusive technologies, resource cutbacks, and lack of co-operation. Threats to privacy come from both the private and public sectors, as well as from less than transparent alliances between government and big business.

The Privacy Foundation invites parties and candidates in the forthcoming federal election to endorse the following principles and objectives.

1. 
Balancing Privacy and "Security"

Ensure that legislation and policy in the areas of national security, border control and law enforcement take due account of the privacy interests of individuals and only intrude to the minimum extent necessary.  Be vigilant against the erosion of privacy and civil liberties in the name of security, but actually to advance other unstated bureaucratic and political agendas. Erosion of civil liberties and basic human rights allows terrorism to damage the Australian way of life.

Labor is committed to ensuring Australia has strong laws that both protect Australians from terrorism and preserve the values and freedoms that are part of the Australian way of life.  In 2002, Labor insisted on amendments that ensure the inclusion of the Federal Privacy Commissioner on a committee to publicly review anti-terrorism legislation passed after September 11.

Specifically:

1.1 Telecommunications Interception – resist unjustified amendments that would expose the contents of electronic messages to access by a wide range of agencies without the proven safeguards of interception warrants.

Labor believes there is a need to clarify the application of the telecommunications interception warrant regime to stored electronic communications, while ensuring that the privacy of Australians’ electronic communications is appropriately protected.  Labor will ensure the privacy concerns that have been raised about previous proposed legislation are fully taken into account when developing further legislative proposals to bring clarity to this area of the law.

1.2 Border Control - ensure that the proposed new Passports Act and other legislation does not commit Australia to the introduction of biometrics into border control without open public debate, justification and proof of viability.  Biometrics are unreliable and unproven technologies with wide ranging but poorly understood potential for new forms of privacy abuse.

Labor is committed to the highest standards of border protection and will ensure the privacy of Australians is appropriately protected in the development of new border protection legislation and technology.  Recently, Labor insisted on amendments on the Australian Passports Bill to make clear that any information gathered through the introduction of new passport technology must be handled by the Government in accordance with the Privacy Act and the Information Privacy Principles.

1.3 Anti Money Laundering Legislation – resist unjustified extension of the dangerously wide-ranging Financial Transaction Reports Act to establish a regime of state-sponsored ‘amateur’ surveillance.

Labor is committed to ensuring that Australia complies with the new international anti-money laundering standards endorsed by the Financial Action Task Force after September 11.  Labor will ensure open and public consultation on proposed legislation to implement these new standards, to enable privacy issues to be fully ventilated.

1.4
Identity Management – ensure that all government initiatives involving new or amended ‘evidence of identity’ requirements are assessed in the context of an overall balanced policy on identity management.

Labor will continue with the development of a whole-of-government approach to identity fraud, and will ensure the involvement of the Federal Privacy Commissioner in the formulation of new proposals.

2.
Assessing the Privacy Impact of Intrusive Proposals

2.1
Subject all government initiatives that intrude significantly into individuals’ privacy to systematic independent Privacy Impact Assessment, as recommended by the Privacy Commissioner and as now required by law in some other jurisdictions, including the USA and Canada.

2.2
Make the federal Privacy Commissioner’s Data Matching Guidelines mandatory.

Labor is committed to ongoing assessment of the privacy impact of intrusive proposals and will work closely with the Privacy Commissioner to develop appropriate mechanisms.  

3.
Strengthening the Privacy Act 
Adequately resource the Office of the Federal Privacy Commissioner to implement and enforce the Privacy Act 1988 and other privacy laws.

Specifically:

3.1 
Increase the resources available to allow effective and timely resolution of complaints, restoration of a pro-active audit program, and timely input to policy debates.

3.2 
Increase co-operation with State and Territory privacy regulators to share overheads and more efficiently address inter-jurisdictional policy issues

3.3 
Extend the Privacy Act to cover employee records, and deal specifically with employee testing and monitoring, building on NSW legislation.

3.4 
Amend the Privacy Act to prevent denial of service to individuals seeking to exercise privacy rights and to prevent organisations from getting round privacy principles through ‘bundled consent’.
Labor is concerned that the increased workload of the Office of the Federal Privacy Commission since the introduction of private sector legislation has exceeded the funding provided to it by the Howard Government, and has sought to raise this issue while in Opposition.

As part of the current review of the private sector legislation, Labor will work closely with the OFPC to ensure it is properly resourced to meet all existing and new responsibilities under the Privacy Act.

4.
Extending the Spam Act 'Opt-in' principle to telemarketing

4.1
Implement a national scheme to stop unwanted telecommunications marketing. Build on the existing Spam Act 2003 and its 'opt-in' principle by extending it to telephone and fax marketing, and ensuring that there are easy and effective way for individuals to subsequently opt-out.  

Labor has announced our plan to regulate telemarketing and stop unwanted calls.  Australians are sick of the unwarranted intrusion of telemarketers into their homes. 

The current self-regulatory model has not been adequate in dealing with unwanted telemarketing.   For this reason, a Latham Labor Government will introduce a legislated 'Do Not Call' list to stamp out unwanted telemarketing calls to Australian homes.   Charities, political parties and survey firms will be exempted. 

The 'Do Not Call' List will be managed by the Australian Competition and Consumer Commission (the ACCC).   All Australians will be able to register their names with the list. 

Telemarketing companies calling numbers on the 'Do Not Call' list will be subject to fines of up to $10,000.  A similar list in the USA now has over 50 million registered phone numbers. 

Labor will also introduce new telemarketing rules to ensure that telemarketers do not call people on public holidays or on Sundays.

4.2
Include effective regulation of the use of directory information, and removal of charges for silent lines.

Labor in Government is prepared to consider strengthening regulation in the use of directory information for the purposes of improving privacy, and will consider the proposal for removal of charges for silent lines. 

5.
Cooperating on privacy protection in health, surveillance and tracking

Work with the States and Territories to achieve greater consistency and clarity in privacy protection for health information and for regulation of surveillance, including tracking and location technologies (such as RFID tags and mobile phone location features).

Labor is committed to working cooperatively with the States and Territories in a wide range of areas, including for the purposes of improving privacy protection for Australians.  In relation to surveillance, Labor is committed to consistent national legislation regulating the use of surveillance devices developed through the COAG process, following the Leaders’ Summit on Terrorism and Multijurisdictional Crime.  In relation to health information, Labor will continue to work with the States and Territories on the development of the draft National Health Privacy Code and guidelines.

For further information contact: enquiries@privacy.org.au 
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