
John Corker

Chair, Australian Privacy Foundation

chair@privacy.org.au

Dear Mr Corker,

Thank you for your invitation to the Australian Democrats to provide the Australian Privacy Foundation with information on our policies and position on privacy protection in Australia.

The Australian Democrat Senators have a broad engagement with issues confronting Australia.  We are not a single issue party.  The Democrats examine every single piece of legislation that comes before the Senate, we actively participate in committees and ensure the Senate is a real house of review. 

In this term of Government, over the last three years, well over 400 laws have been passed in the Parliament. Most people would struggle to name a dozen of them. They don’t all get coverage, but they all need to be scrutinised and hopefully improved, and that’s something the Democrats have a strong record on.

Promoting honesty in politics involves not just scrutinising the actions of Government but also proposing real improvements to make politics, bureaucracies, the media and corporations, more transparent and accountable. The Democrats have been doing that work in the Senate for almost 3 decades.
On the issue of privacy protection, the Democrats have been vigilant to scrutinise all pieces of legislation for privacy implications.  We have raised privacy concerns in relation to a range of bills – from those with obvious privacy implications, such as the Telecommunications (Interception) Amendment Bill, to the less obvious Higher Education Support Bill.  You will see in our response to your policy, that we recently circulated a proposal for a national review into privacy protection in Australia.  We believe that there are now a plethora of privacy issues demanding attention and the time has come for a comprehensive stocktake of privacy protection in this nation.  

Please find our full response attached.   

If you require any specific information about this response, please contact my Privacy adviser, Ms Jo Pride, on 08 8232 7595.

Further information on election campaign issues, including issue sheets, press 

releases and statements, will be available as they are released on our website www.democrats.org.au, and you can also register to receive the Australian Democrats e-bulletin.  

Yours sincerely,

Senator Andrew Bartlett

Leader, Australian Democrats
Protecting Privacy and the 2004 Australian Election

Australian Privacy Foundation

www.privacy.org.au 

Privacy is a basic human right, acknowledged  throughout the community yet recognised only patchily in our laws. Privacy means not only respectful handling of personal information but also freedom from unwarranted surveillance. Privacy protection in Australia is frequently threatened by ill-considered proposals, intrusive technologies, resource cutbacks, and lack of co-operation. Threats to privacy come from both the private and public sectors, as well as from less than transparent alliances between government and big business.

The Privacy Foundation invites parties and candidates in the forthcoming federal election to endorse the following principles and objectives.

1. 
Balancing Privacy and "Security"

Ensure that legislation and policy in the areas of national security, border control and law enforcement take due account of the privacy interests of individuals and only intrude to the minimum extent necessary.  Be vigilant against the erosion of privacy and civil liberties in the name of security, but actually to advance other unstated bureaucratic and political agendas. Erosion of civil liberties and basic human rights allows terrorism to damage the Australian way of life.

Specifically:

1.1
Telecommunications Interception – resist unjustified amendments that would expose the contents of electronic messages to access by a wide range of agencies without the proven safeguards of interception warrants.

1.2
Border Control - ensure that the proposed new Passports Act and other legislation does not commit Australia to the introduction of biometrics into border control without open public debate, justification and proof of viability.  Biometrics are unreliable and unproven technologies with wide ranging but poorly understood potential for new forms of privacy abuse.

1.3
Anti Money Laundering Legislation – resist unjustified extension of the dangerously wide-ranging Financial Transaction Reports Act to establish a regime of state-sponsored ‘amateur’ surveillance.

1.4
Identity Management – ensure that all government initiatives involving new or amended ‘evidence of identity’ requirements are assessed in the context of an overall balanced policy on identity management.

REPONSE:

The Australian Democrats have challenged the concept that protecting national security involves compromising individual rights and liberties.  Many anti-terrorism initiatives are founded on the fallacy that rights and liberties are inconsistent with safety against terrorism and that we must be prepared to sacrifice certain rights if we want to be safe.  

The Democrats do not accept that rights and liberties are a liability in the fight against terrorism – on the contrary, we believe they are a powerful weapon.  

1.1 Telecommunications Interception

The Democrats have expressed our unequivocal opposition to the Government’s repeated attempts to allow access to stored communications, such as email, SMS and voicemail, without an interception warrant.  We will vote against this legislation if it is introduced in the new Parliament.  

In addition, the Democrats have an active approach to keeping the Government accountable in relation to its current telecommunications interception powers.  We raised concerns in the Senate regarding the extent of telecommunications interception in Australia and exposed the fact that Australian authorities are currently intercepting telecommunications at a rate of 30 times more than the United States.  The Democrats have also moved amendments to legislation which would require ASIO to provide an Annual Report on the extent of its telecommunications interception activities. 

1.2 Border Control

The Democrats were pleased that the proposed Australian Passports Bill was not rushed through the Parliament prior to the election.  The Bill raises a number of very serious privacy concerns which will have significant implications for around 8 million passport holders.  

We believe that further consultation is required and that the Bill should be amended so that it sets out in detail the type of identification technology proposed, as well as the privacy protection mechanisms that will be adhered to.  The Democrats have already circulated a proposed amendment to this Bill, calling for a national review into privacy protection in Australia, including consideration of:

(i) The effectiveness of the Privacy Act in protecting the privacy of Australians and any legislative changes that may help to provide more comprehensive protection;

(ii) The extensive use of voter databases by political parties, including whether political acts and practices should continue to be exempted from the Privacy Act and whether voters should be afforded basic access to and the right to correct information held about them by political parties;  

(iii) The extent of surveillance within the Australian community by both Government agencies and the private sector, the purposes for surveillance is undertaken and whether those purposes justify the significant invasion of privacy that results from surveillance;

(iv) Access by Government agencies to stored communications such as email, SMS and voicemail;

(v) Telecommunications interception, including the increasing rate of interception by law enforcement agencies and whether or not ASIO should be required to provide basic information regarding its interception activities to the Parliament;

(vi) Australia’s participation in the global ECHELON interception program, as documented in the report of the European Parliament dated 11 July 2001; and

(vii) The lack of legislative protection for sensitive genetic information, including the Government’s failure to implement the recommendations of the Australian Law Reform Commission and the Australian Health Ethics Committee in their 2003 Report, Essentially Yours: The Protection of Human Genetic Information in Australia.     

1.3 Anti Money Laundering Legislation

The Democrats will carefully scrutinise any proposed changes to the Financial Transaction Reports Act for potential privacy implications.  We will seek to address any concerns by way of amendment or, if the concerns are serious and remain unaddressed, by opposing the legislation.  At this point in time, no proposed legislation has been introduced to the Parliament. 

1.4 Identity Management

The Democrats recognise that identity management is emerging as a key issue in privacy protection and we will consider all new initiatives involving proof of identity against existing requirements for proof of identity.  We agree that there is a need for an overall balanced policy on identity management and we will push for whichever party is elected to Government to develop and implement such a policy.  

2.
Assessing the Privacy Impact of Intrusive Proposals

2.1
Subject all government initiatives that intrude significantly into individuals’ privacy to systematic independent Privacy Impact Assessment, as recommended by the Privacy Commissioner and as now required by law in some other jurisdictions, including the USA and Canada.

2.2
Make the federal Privacy Commissioner’s Data Matching Guidelines mandatory.

RESPONSE 

2.1 
The Democrats support the concept of subjecting all government initiatives with privacy implications to an independent Privacy Impact Assessment.  We agree that the law should be changed to make this mandatory.

2.2
We support making the Data Matching Guidelines mandatory. 

3.
Strengthening the Privacy Act 
Adequately resource the Office of the Federal Privacy Commissioner to implement and enforce the Privacy Act 1988 and other privacy laws.

Specifically:

3.1 
Increase the resources available to allow effective and timely resolution of complaints, restoration of a pro-active audit program, and timely input to policy debates.

3.2 
Increase co-operation with State and Territory privacy regulators to share overheads and more efficiently address inter-jurisdictional policy issues

3.3 
Extend the Privacy Act to cover employee records, and deal specifically with employee testing and monitoring, building on NSW legislation.

3.4 
Amend the Privacy Act to prevent denial of service to individuals seeking to exercise privacy rights and to prevent organisations from getting round privacy principles through ‘bundled consent’.

RESPONSE

The Democrats have long been concerned about the lack of funding for the Federal Privacy Commissioner’s office and the impact that this may have on the Commissioner’s ability to carry out all the functions and responsibilities associated with the office.  Indeed this is an issue we raised as early as 1998.  

We agree that the Privacy Act needs to be strengthened in a number of respects, which is why we have included this as a term of reference in our proposal for a national review into privacy protection in Australia (see 1.3 above).  

Since the commencement of the Privacy Act in 1988, the Democrats have constantly looked for ways to improve it.  In 1997, Senator Stott Despoja, the Democrats’ Privacy Spokesperson, introduced a Private Senator’s Bill to extend the Privacy Act to the private sector.  It was not until three years later that the Government introduced its own legislation to achieve this. 

The Democrats will continue to look for new ways to improve the Privacy Act to make it more effective.  

3.1
We support an increase in resources available to the Office of the Privacy Commissioner and believe that additional resources should be provided as a matter of urgency.  

3.2
We support greater cooperation between Federal, State and Territory privacy regulators.

3.3
We agree that the Privacy Act should be extended to cover employee records, including testing and monitoring of employees. 

3.4
The Democrats are concerned about the concept of bundled consent”, which is increasingly being used within the private sector.  We agree that legislative change is required to address this issue.

4.
Extending the Spam Act 'Opt-in' principle to telemarketing

4.1
Implement a national scheme to stop unwanted telecommunications marketing. Build on the existing Spam Act 2003 and its 'opt-in' principle by extending it to telephone and fax marketing, and ensuring that there are easy and effective way for individuals to subsequently opt-out.  

4.2
Include effective regulation of the use of directory information, and removal of charges for silent lines.

RESPONSE

4.1
The Democrats support the introduction of a national “opt-in” scheme for telephone and fax marketing.  We also believe that exemptions for political parties and religious organisations should be removed from the Spam Act. We made our opposition to these exemptions clear during debate on the legislation and moved amendments to remove them.  

4.2
We agree that there is a need for effective regulation of directory information and support the removal of charges for silent numbers. 

5.
Cooperating on privacy protection in health, surveillance and tracking

Work with the States and Territories to achieve greater consistency and clarity in privacy protection for health information and for regulation of surveillance, including tracking and location technologies (such as RFID tags and mobile phone location features).

RESPONSE

The Democrats agree that there is a need to work more closely with States and Territories to achieve greater consistency in privacy regulation on a whole range of fronts. Not only is there a need for greater consistency and clarity in the regulation of health information, but there is an urgent need for a national scheme, including legislation, to protect the privacy of genetic information.  

Senator Stott Despoja has been a long-term advocate for genetic privacy protection and introduced a Private Senator’s Bill – the Genetic Privacy and Non-Discrimination Bill – to address this issue in 1998. 

In relation to surveillance and tracking devices, the Democrats were pleased that the Government’s proposed Surveillance Devices Bill was not passed before the proroguing of the Parliament.  We had serious concerns in relation to the Bill and, in particular, the fact that it enabled the used of optical surveillance and tracking devices without a warrant.  

We note that the legislation made no attempt to regulate the use of surveillance devices by organisations other than law enforcement agencies, including the rapidly increasing use of surveillance devices by the private sector.  This is largely because the regulation of such devices is dealt with at a State and Territory level.  Nevertheless, the Democrats believe the multitude of surveillance devices within the Australian community is an issue which demands leadership and coordination at a national level, working closely with State and Territory Governments.  

For further information contact: enquiries@privacy.org.au 
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