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The Australian Privacy Foundation

The Australian Privacy Foundation (APF) is the lagdion-governmental organisation dedicated to
protecting the privacy rights of Australians. Wedb focus public attention on emerging issues twhic
pose a threat to the freedom and privacy of Austmal

Since 1987 the Australian Privacy Foundation hdghe defence of the rights of individuals to cohtr
their personal information and to be free of exisesmtrusions. We use the Australian Privacy Géraais
a benchmark against which laws, regulations anghpyiinvasive initiatives can be assessed.

For further information about the organisation, seev.privacy.org.au

Introduction

APF welcomes both the formation of the ‘AustraliRight to Know’ coalition and the commissioning of
the independent audit. We strongly believe thatahs largely a common interest between privacy
advocates and others concerned about governmastgemnd an erosion of public accountability.

We are strong supporters of the essential rolérohg and independent news and current affairs anedi
although we caution that this is not synonymou$ait unregulated media business sector. The raeglia
also heavily involved in commercial activity unrigd to any ‘public interest’ role, and much of thei
editorial output is in the area of ‘infotainment gure entertainment, which can make few if anyneéato
special protection or privileges founded on a ‘thwgstate’ role.

We also hope that the audit, and the Right to Knampaign, can avoid overly simplistic characterisat
of the relationship between governments and thaandglecent historians of the press such as Joad
Raymond have pointed out that the relationship eabe reduced to a simple story of good and brave
journalists fighting repressive government cengptdPress and media interests have often enthicsilgt
cooperated with Government efforts to mould pubpmion and have often received benefits from doing
so. Recognition of the complex and often symbirglationship, and an appropriate degree of humility
would be welcome.

In this submission, we address firsthjormation privacy laws, which necessarily also involves a
discussion of some related aspectEmiedom of Information (FOI) laws. We then go on to address
issues relating teurveillance laws FOI more generally; whistleblower protection; restrictions on
reporting of legal proceedings; protection of jourralists’ sources; secrecy in anti-terrorism laws,
privacy tort law, defamation, and intellectual property protection.

Information Privacy

We are aware that many media organisations andadists see information privacy laws as part of the
problem in relation to erosion of a public ‘rigbtknow’. We submit that this perception is due entar
the way these privacy laws have been misinterprateidabused than to their existence and intended
application. The first New Zealand Privacy Comiaissr, Bruce Slane, coined the term BOTPA
(‘Because of the Privacy Act’) to describe thetadl frequent claims that the NZ Privacy Act wasdiag
in the way of other public interests. In many case all jurisdictions, such claims are false e th
organisation concerned could meet the other pirtiizest without breaching privacy law, but for
whatever reason chooses not to, and instead hahésdan incorrect assertion that privacy legislati
prevents them. The Commonwealth Ombudsman, JohnildecMalluded to this tendency in a recent
speech in Canberra.

Information privacy laws such as those we haveustfalia are in any case only partly about secrecy,
confidentiality and non-disclosure. They are about transparency, control and accountability asd
such should be seen as natural allies of otheratability laws providing for Freedom of Informatio
(FQI), Public Records, Whistleblower protection. etc

Used effectively by individuals, civil society NG@ad the media, privacy laws can be powerful tools
opening up the workings of government and busingé® information privacy or protection principlats
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the heart of privacy laws include requirementsdi@anisations to explain their record keeping syste
both in up-front notices and in more detail on exfuand rights of access for individuals to infation
about themselves, which can further illuminatewias in which bureaucracies (both public and priyate
operate.

The impact of information privacy laws on a pubfight to know’ is felt in two complementary ways.
Firstly they can impact on the availability of infisation — agencies and organisations’ ability and
willingness to disclose information to the publi@ao journalists and reporters. Secondly, toetktent
that privacy laws apply to media organisations jaodnalists, they can directly affect the operasion
media organisations, including restrictions ondbkection, use and disclosure of personal inforomat
with an obligation to give individuals access togd @orrect, information held about them.

Impact on access to public sector information

The effect of the Privacy Act 1988 on access ttcil’ federal government information is generally
through the operation of Information Privacy Prpiei(IPP) 11, which governs disclosure of personal
information by Commonwealth agencies. The stanppioigt of IPP11 is that personal information should
only be disclosed for the purpose of collectiomiih the consent of the individual concerned. Ehare
other exceptions, but none that relate directlgrtg general ‘public interest’ that would allow dsure to
the media. On the contrary, the exception thatlavagually be applied to any media request woulthlee
‘required or authorised by or under law’ which allbagencies to defer to the provisions of the
Commonwealth FOI Act 1982 (FOIA) which deal withrpanal privacy.

There is a complex and confusing interaction betwwesacy and FOI laws. The thorough in-depth
review of the Commonwealth FOIA by the Australiaan.Reform Commission (ALRC) in 1995 resulted
in many sensible recommendations — including sdmoeitethe privacy aspects. To date, the
Commonwealth government has failed to respondddMERC'’s ‘Open Government’ report, and in some
respects has further weakened the FOIA, contraAL®RC’s recommendations.

Section 41 of the FOIA provides an exemption allayinformation to be withheld where it would invelv
the unreasonable disclosure of ‘personal informati®&.27A provides that an agency considering tvbiet

to release a document containing personal infoomatiayseek the opinion of the individual(s) concerned,
and if the agency does so, it must take any sulimnigsto account. In deciding whether to seek an
individual’s opinion, the agency must have regarthe extent to which the information is publictyown

or available from other publicly accessible sour@ed the association between the individual and the
matters dealt with in the requested document. it also take into account any other relevant matters

This discretion has a mixed effect as far as théianare concerned. The first two critestaouldprevent
agencies withholding information already in the lppdomain or readily available elsewhere, butttned
criterion allows them broad discretion to withhold the grounds that the personal information is not
sufficiently associated with the subject of theurest. The fourth criterion should allow agencetke
into account the public interest in ‘a public rightknow’ and the overall objectives of the FOIALb
seems rarely to be used in this beneficial way.

Soon after the passage of the Privacy Act 1988F-@i& was amended to replace the concept of ‘patison
affairs’ information with the concept of ‘personaformation’ defined in the Privacy Act. Personal
information is a broader concept, and this wassiralele change in relation to information aboutdhi
party individuals and in relation to some sensipeesonnel/HR information about public servantgfdee
the change, too much personal information was selé®dased on a very narrow view by the AAT and
courts as to what constituted ‘personal affairs’.

However, there was a regrettable side-effect otttenge in that government agencies can use the s.4
personal privacy exemption as an excuse for notai;g information about the exercise of
Commonwealth public servants’ official duties.

This consequencghouldbe countered by the requirement in s.41 for thelassire to be ‘unreasonable’,

and one would have hoped that tribunals and cowotdd have taken a robust view that disclosure of
information about a public servant's official dstigould rarely be ‘unreasonable’. Unfortunateyst
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does not seem to have happened and far too mumimiafion is withheld on what even the Foundation
would regard as spurious privacy grounds. Forimst, it is in our view ridiculous for agencies to
withhold the names of the public servants who haeadt with particular matters, the identity and
qualifications of consultants and contractors hersalaries and benefits received by individualipub
servants — such things are matters of public istesich should be publicly available for accourltgb
reasons.

The ALRC considered this issue in its 1996 Report recommended a revision of section 41 of theAFOI
to change the default presumption to ‘disclosurdéss withholding was on balance in the publicriedé
with guidelines to be developed jointly by the (poeed) FOI Commissioner and the Privacy
Commissionef. We support such a revisiégmrelation to information about public servansibject to
further discussion of what the proposed guidelimesld say about the suggested public interesttéisis
relates to our wider concern about a public inteteest for a media exemption from privacy laws (see
below).

We do not support the ALRC recommendatiiomelation to personal information about other imdluals
(citizens and clients of government agencies) whwzaefault presumption should remain non-disec®su
but with a clear public interest exception.

Similar issues apply in relation to the interactadrprivacy principles and FOI laws in the Statad a
Territories.

In summary, we favour amendments to FOI laws ifuaisdictions that resulted in:
(a) a presumption in favour of disclosure of peetamformation relating to a public servants
performance of their official duties, with an extiep for unreasonable intrusion into personal
affairs, and
(b) a presumption in favour of non-disclosure fibiogher personal information, with an exception
for disclosures to the media in the public interest

Impact on media organisations ability to perform their public interest role

In our submission to the ALRC on its Issues Pafier Review of Privacy, we argued that the exemption
for media organizations in section 7B(4) is far bvoad — journalism is not defined and the defomtof
media organisation effectively allows anyone tarolthe exemption by setting up a ‘publishing’
enterprise. The condition requiring a public conmeaiht to privacy standards can be satisfied by the
organisation itself, with no independent assessment

We acknowledged that there are legitimate concalosit the balance between privacy rights and fr@edo
of expression, and about the legitimate publicregerole of the media. However, in our view these
concerns should be addressed with selective exteptd some of the principles, if justified, rathiesn by

a blanket exemption.

If there are to be selective exceptions for puipiierest media activity (as we believe there shaeld then
the terms ‘in the course of journalism’, ‘news’uteent affairs’ and ‘documentary’ as used in setcli®(4)
will need to be much more carefully and closelyimed. While difficult, it is necessary to distirigh
between genuine news and current affairs journakgmch deserve some exemptions from compliance
with some of the principles, and the infotainmemtertainment and advertising which makes up ttie bu
of media content and which should be subject teggy principles to the maximum extent practicable.

There is no justification for extending privilegasd exemptions that are necessary and desirabileefor
‘fourth estate’ role of the media to these otheaarof activity. Unless media organisations aepgred to
accept this, they will continue to run the riskiloé privileges themselves being ‘wound back’ to the
detriment of their vital public interest role.

Differentiating the public interest activities ¢fet media from their other activities would alsovpde a
basis for the public interest tests needed to implg our recommended approach to decisions on

! ALRC Open Government - Recommendations 59 & 60
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disclosure of personal information under both F@i aurveillance laws (discussed elsewhere in this
submission).

Industry Complaints Procedures

Your audit also needs to take an honest look atiegi channels for complaints against the mediauttin

the Press Council, Broadcasting Codes and ACMAs@ self-regulatory or co-regulatory schemes need to
be able to demonstrate credible independence gedtiity in relation to those being regulated. We
submit that too many of the rulings of these screhave displayed a clear bias in favour of media
respondents and against the legitimate privacyemsocof complainants. Unless media organisations
recognise the inadequacy of these schemes, thegasmiinue to run the risk of more restrictive lawich
may ‘over-correct’ and threaten the legitimate pubiterest role of the media.

If far more of the media’s activities should be jgabto the Privacy Act, as we suggest, then thieeot
self-regulatory complaint mechanisms would ultimatee subject to review by a statutory regulatdrisT
would currently be the Privacy Commissioner, altitothe current ALRC Review may take up suggestions
made for alternatives and/or a right of appeal tibainal. Wherever this role lies, we do not eed the
media have anything to fear from this oversightyvpted there are well-crafted public interest exioeys.

Remedies and penalties for media intrusion

We believe that the media’s view of privacy laws bafortunately been coloured by the potentialviny
large awards under defamation laws (discusseddultblow) and by fears that privacy torts (also
discussed below) could also result in large paydis have little sympathy for the misuse of defaamat
laws by public figures who, even when successfahair actions, are often undeserving of signiftcan
monetary damages by any ‘lay’ perspective.

Experience of complaints under privacy laws arotedworld suggests that most complainants are far
more interested in an apology, and a change ofipeslsy the respondent to stop the same detringent t
others, than they are in compensation. To thenex@t compensation is a factor, both the amounts
expected and the amounts awarded are relativelpstedunder NSW and Victorian Acts they are in any
case capped at $40,000 and $60,000.

We believe that financial penalties are an impdrtaol in the armoury of privacy protection, buatthe
desirable pattern is one of more frequent smalkdsvar civil penalties. This would send the desire
message to respondents that there will be an edorcamsequence of non-compliance and unreasonable
intrusion, but without the prospect of huge wintdéEmages which are wholly disproportionate to the
damage.

Surveillance laws

There are specific laws governing the use of paldictechnologies such as CCTV, listening deviges a
tracking devices. Some of this legislation, indghgdthe federal elecommunications (Interception and
Access) Act 1978nd the various State listening devices laws,adlgtpre-date general Information
Privacy laws. Some of these laws have been up@dateécew ones introduced in response to the
inadequate coverage of those general privacy lsmed) as th&/orkplace Surveillance Act 2005 (NSW).

More recently, there have been calls for regulatibphotography in public places. Some practiceh a1s
‘upskirting’ and photography in change rooms andeaches have already been criminalised in some
jurisdictions. The Victorian Law Reform Commissigrcurrently reviewing the whole issue of
surveillance in public places.

APF acknowledges that the news media have legitirmancerns about the effect of these surveillance
laws on newsgathering. On the other hand, sontieeafost egregious cases of media intrusion have
involved unwelcome and grossly intrusive photoggaphhe extent to which these practices might be
addressed by a privacy tort is discussed beloweven if such a cause of action is introducedydiion
will never be a practical option for individuals afdinary means.

Our position on the media and surveillance lavtbas, as for information privacy laws, surveillanaas
should apply to media organisations, without anyegal exemption, but with targeted exceptions for
genuine news and current affairs activities, based public interest test.
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Other Freedom of Information issues

Apart from the interaction of privacy and FOI laalseady discussed, in relation to FOI more gengralé
share concerns over recent decisions that havewedraccess. It is clear that, since the incemfdfOl,
Government support for FOI legislation has bedmeat lukewarm. Recommendations for reform of
obvious defects, such as in the ALRC Report alresidyl, various parliamentary enquiries, and byhbot
Commonwealth and State Ombdudsmen, have beenyaggered. Recent tribunal and court decisions
have simply reinforced the statutory limitationatteovernments have inserted in the legislaticthén
first place.

While the ostensible function of FOI laws is to mate transparency in public decision-making,
Governments rely on the creative application adrage of exceptions to make this function a virtual
nullity, even where the laws make it clear that armdissment to politicians and agencies is neveod g
reason to withhold information. Any credibility th@Ol laws still enjoy is largely due to their suppof
individuals to access and correct their own fiteg, even here, applicants are often frustratedussca
disclosures might involve embarrassment to the @genits political masters.

Personal access and correction is a function weocid have been equally well performed by privacy
legislation had it been introduced early enoughe Weakness of privacy legislation often meansttiet
law has not adequately provided access and casreftthctions even after being introduced. Foranse,
access and correction rights under the NS\Wacy and Personal Information Protection Act 838e
subject to far too many sweeping exceptions to ntiadm effective. For example, even though a main
impetus for that legislation was the exposure lgyltidependent Commission against Corruption in 1992
of a corrupt trade in personal information invotyiNSW Police, the Police Force is largely exemfitech
the Act.

Whistleblower protection

We share the concerns expressedustralia’s Right to Knovabout the penalties imposed on people who
take their concerns to the media. At the same timeerecognise that there are different kinds okdea
Surreptitious or self-serving leaks by those in podesigned to influence public perceptions ofipalar
events are an accepted part of media reportingergiiis kind of leaking is used to smear dissentae
media has a responsibility to critically examine thformation provided rather than just doing the
Governments’ dirty work for them.

There certainly is a need to strike a fairer bagainarelation to restrictions on disclosure of imfation by
public sector workers. The aim should be to mam¢gmocratic openness and the exercise of individua
freedom of conscience while at the same time ptioigthe legitimate confidentiality that attaches t
Government deliberations and relations with othhganizations.

Whistle-blowing legislation provides a recogniseeamanism for achieving a balance between
confidentiality and disclosure, but one which igperfectly realised in Australia. Authorised distloss to
approved watchdog agencies can only go so far.eragencies can be constrained in dealing with sssue
because of limited investigative resources, condifdnterests or lack of real independence.
Commonwealth whistleblower provisions such as eact6 of the Public Service Act or section 24Fhef t
Crimes Act are only effective in limited circumstas. Whistleblowers can still be too easily smeared
discredited without any real form of legal proteati At the same time, neither the legitimate
confidentiality issues of governments, or the ies¢s of whistleblowers themselves, would be sebyed
allowing any disgruntled employee to go directlyttie media. Your audit could perform a useful sErvi
by exploring how the protections under whistleblovegislation could be extended, for example by
establishing mechanisms whereby whistleblowers wltosicerns have not been addressed through formal
channels could go public with their concerns whkti# being protected.

Restrictions on reporting legal proceedings

Restrictions on media coverage of legal proceedimgdves balancing the principle of open justice
against a number of legitimate interests inclugirigacy. These other interests include the pradectif
the objectivity of juries, withesses and deternmsnafrfact; the protection of victims of blackmailch
sexual offences; and the protection of children &l®involuntary parties or entitled to a presumptf
limited responsibility. And yet, these other intggeare too often left out of the equation, wittrietions
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attacked by the media simply as unreasonable cosider privacy. The media relies heavily on thert®u
as a source of news. Journalists have a respbiysibibe aware of and respect these legitimate
restrictions.

Protection of journalists’ sources

The line between the rights of parties in legailaacto pursue legitimate forensic discovery anddlaéms
of journalists to protect their sources is alwagig to be a fraught one. No business is happyate la
search warrant executed on their premises or te tiair sensitive records subpoenaed. Neverthétass,
hardly realistic to propose that courts should &erived of access to accurate and relevant infoomat
when resolving disputes and that the power to uerctiis evidence must necessarily override the
confidentiality interests of individuals and corptions. Journalists who advocate shield laws aitgae
that they are treated unfairly, compared with tlag Yawyers enjoy legal professional privilege. Hwer,
legal professional privilege has been steadilybauak, and cannot be used to shield illegality or to
undermine the powers of the courts. There is gdytai case for some conditional protection of jalists’
sources, similar to the privilege for professiooahfidential communications under the NSW Evidence
Act, but the claim for an absolute privilege is muore difficult to justify.

Secrecy in anti-terrorism laws

We share the concerns expressedustralia’s Right to Knovthat anti-terrorist laws that involve detention
without charge and prohibitions on disclosure @f fiict that people are detained have failed tkesan
acceptable balance. This does not mean that lasvaarhent and intelligence agencies should not\eEngi
necessary powers to detect and prevent terrorigi@inAthe issue is one of balance. Offences which
impute guilt for what a person thinks or says oowis relatives are need to include standard legal
safeguards. Powers to detain people for what thightrdo on the basis of undisclosed risks need to
incorporate strong accountability mechanisms. ©hespecially so given ample demonstrations of how
strong the temptation is to exploit such powerspilitical ends. In Australia, we have clear higtar
instances of the way ASIO, the police special bnascand politicians have exploited intelligence/grs.
Why on earth would we believe that the risks aréonger there?

As cases under the new powers, including the rddaneef case, have shown, when the Government is
anxious to exploit these powers for political effebhe problem is not necessarily simply one ofseg so
much as one of selective publicity and self-juséifory leaking. Secrecy performs a more insidious
function of avoiding accountability for the wayswmich the laws are applied, for example in thé laic
clear information about the legal basis on whictHaneef was detained.

We are also very concerned about the secrecy dihaiusids more and more of the exercise of coercive
statutory powers in circumstances only marginatipat at all related to terrorism offences. Recent
examples include the introduction of ‘delayed no#ifion’ search warrants, and the prohibition on
informing individuals that they have been the sabg# suspicious matter reports under the AML-CFT
Act.

A statutory tort of privacy intrusion?

The recent move to consider privacy tort laws causden as a necessary response to developmems in t

the creative adaptation of the law of confidentyalimainly in the UK) and the emergence of a neivgmy
tort. Recent inferior court cases in Queenslamt\fintoria raise the possibility of a privacy temerging
by default in Australia in response to public dethéor individual remedies.

The NSW Law Reform Commission’s current suggestiblegislatively defining the scope of an emerging
action of privacy make a lot of sense compared thighalternative of a case-by-case approach syeadil
extending the conduct that such a right would cowés expect shortly to comment in more detail an th
NSW LRC'’s Consultation Paper, and will copy ourmsigsion to you.

Defamation law reform

As the Law Reform Commission’s ‘tort’ ConsultatiBaper notes, the removal of a public interest
justification from the NSW Defamation Act providas argument for legislatively recognising a right t
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sue in privacy so as to maintain the status quas Wbuld recognise that defamation laws to dateehav
served a privacy protective function in the absesfcelegally recognised action for breach of pealhe
concepts of protection of reputation and publicatizat underpin defamation law can be seen to be
somewhat strained by expanding forms of commuraoatioth through the media and between
individuals. Reframing the issues at stake in tdrenfof the question as to whether there has been an
unreasonable intrusion on privacy can be seemtove the artificial way in which the issues wertenf
posed in recent defamation cases.

We would not argue with the proposition that defaamalaws can have a chilling effect on freedom of
speech. However, for the media they have beeropéne landscape since the early years of white
settlement. The attempt to codify nationally cotesis defamation laws goes some way to meet objestio
that a more centralised media is unfairly exposadd¢onsistent and unpredictable actions.

Intellectual Property Protection

We do not consider that restrictions on freedorspaech and communication should be limited to those
issues nominated iAustralia’s Right to KnowFor example, the inquiry should consider theatftd

recent changes to intellectual property laws assalt of Australia’s involvement in both multilatééand
bilateral trade agreements. This has led to a gumdile extension of copyright terms, increasinggitées
for various kinds of copyright infringements incingd the use of technical media that are thouglaido
infringement, and further limits on fair use copgyri exceptions. Moves towards greater legal ptiotec
for factual information in databases could haveradiztable effects on privacy.

The effect of these changes threatens to limiathility of ordinary people to communicate with eather
or access and refer to the information they neexistain free expression. To investigate growlimgats
to freedom of speech and expression without corsigithe impact of these laws and the way they
criminalize communication would be to take a higbdyective approach to the subject.

Given the potential conflict of interest, it may deerly optimistic to expect an inquiry sponsorgahimjor
media organizations, who are major copyright hadtey explore this in detail, but we would welcoate
least recognition of the issue.

Conclusion

As privacy advocates, we welcome the opportunthas a detailed investigation of freedom of spesmth
expression in Australia today could provide. Ibttask is approached in a responsible and consistzy,
we believe that it should contribute to a cleamtarstanding of the value and functions of privasyn
important human right in the information age. Védidwve that such a review should recognise privacy
laws as an acceptable constraint on what is apjatepyr published or disclosed, which need not fieter
excessively with the public interest role of news &urrent affairs media. Indeed we suggest theagy
laws are in many respects natural allies of otleeoantability and transparency measures.

We look forward to the report of the audit andie bpportunity to engage with the Australia’s Right
Know coalition in subsequent stages of its campaignd in particular to devising a suitable public
interest test for any media exemptions from privacg surveillance and FOI laws.

Please note that postal correspondence takes samedue to re-direction — our preferred mode of
communication is by email toail@privacy.org.ay which should be answered without undue delay.




