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MR IAN DEARDEN, EXECUTIVE BOARD MEMBER, 

AUSTRALIAN PRIVACY FOUNDATION:

CHAIRMAN:  Welcome, Mr Dearden.

MR DEARDEN:  Thank you, Mr Butler.

CHAIRMAN:  You're here in your capacity as an executive board member of the Australian Privacy Foundation?

MR DEARDEN:  I am indeed, and I suspect that I'm in a unique position because, as I understand it, I'm going to be in disagreement with Mr O'Gorman who's representing my other organisation, the Queensland Council for Civil Liberties.

CHAIRMAN:  That’s a refreshing example of open-mindedness in the legal profession.

MR DEARDEN:  Flexibility.  Well, in fact, I'm also going to be in agreement with the Queensland Police Union, which is almost unique, I think.  It adds to the irony of the situation.

CHAIRMAN:  It also highlights the difficulty of the task we have.

MR DEARDEN:  It does, indeed, and that really is it.  I mean, the Australian Privacy Foundation - as you've seen, it’s a fairly brief submission, but in essence it recognises that this is not an easy or straightforward proposition, and there are historical reasons why the media have become - for want of a better phrase - addicted to the news feed that they get from access to analogue radio.

Now that that access has stopped, they're really suffering from severe deprivation and trying to work out how to replace the fix that they once got from that, and really the issues are can you continue to give them some form of a fix that doesn't necessarily, in our view, breach the privacy that we see - again, obviously from the point of view of the APF - as being fundamental.

Essentially, I start with this proposition and it’s one of the matters that's not been properly addressed as far as I can see in any of the submissions.  It’s a matter that I raise regularly wearing my civil liberties hat, which is that we have no adequate privacy legislation in Queensland.  Because we have no adequate privacy legislation, what we have now is some very incidental legislation that, in some cases, flows from the Police Service Administration Act, from juvenile justice legislation, and from other bits and pieces of legislation.  It’s very - it’s very piecemeal. 

When police officers use an analogue radio network, by definition, they are pouring information out that's publicly accessible, much of it - of which would breach any privacy legislation that we could foresee being put in place.  It’s the very nature of it.  You're pouring it out into the airwaves.  It's an analogue radio.  It can literally be pulled down by anybody.

The media, we would hope, would respect both ethical and, in some cases, legislative privacy concerns, but we know from common experience that they don’t and won’t.  The police are constrained to some extent, knowing that what they’re putting onto the airwaves is going to be intercepted by anybody, but the scheme of things is they need to access radio communications, because often it's the most effective and broader contact medium that they need.

If you had privacy legislation with teeth and a privacy commissioner, firstly, that person would be sitting here - not necessarily instead of me - but certainly able to give an inquiry such as this an overview that would have the legislative basis as well as - for want of a better word - description of a moral basis, and it would provide the overall coverage that we don’t currently have and the overall perspective that we don’t currently have in this debate - in this investigation.

So, that's really the primary issue.  If we had that, all of this would be - it wouldn’t disappear as a problem but it would be a lot easier and, in particular, individuals who had their privacy breached as a result of the combination of media access to police communication and misuse of it in some way, would then have a remedy.  At the moment they don’t.  The only remedy they really have is some form of complaint about the media and most of those remedies are useless.  Perhaps some potentially expensive action for defamation or the possibly existent tort of privacy - no-one, you know, unless they've got bottomless pockets, have that ability.

So, really the individual who's privacy is breached in all of this has no practical remedies in Queensland.  They should have and whatever system is put in place that should also be part of what happens over arching privacy legislation.

CHAIRMAN:  Well, they didn't have any practical remedy under the old system because if they complained the police no doubt the police service would say, "Well, it's out of our hands.  We have to do our job and we can't control people scanning our network with our present technology."  They could only then go and complain to the media bodies with the consequences you mention but under the new system it will be a little different, won't it, because the police now have the ability to control the information so that if it's released to the media a person who feels aggrieved will go to the police and say the journalist did this to me because she released the information, it's your fault.  And so there will be political consequences I assume for the Government and the Minister who is responsible for the police to the citizen in that sort of situation.

MR DEARDEN:  Oh, look, it certainly changes the balance.  I mean it's the very fact that once you've had unrestricted access to police communications, now you'll have either none or some level of restriction, potentially, depending on what the outcome of this inquiry is and of course the position of the Government in accepting any submissions.

That doesn't take away the need for privacy legislation.  That restricts the leakage which is what's happening at the moment.  I mean, it's an open system, it's a completely leaky boat.  You take away the potential for leakage and you reduce that down.  But it's still there, even if you end up implementing the limited process that, for instance, you know, based on the South Australian model which I've been looking at, and I thank you for providing me with a copy of the submission, which I hadn't seen.

But whichever way it goes, you need something more than the incidental privacy protection that the Police Service Administration Act gives you, because that in itself is bound with exemptions and has its own difficulties and implementation and it's primarily used as a disciplinary process on police rather than a complaint based and quasi-tort basis that a privacy regime, which we would foresee would operate very similarly to the Anti Discrimination legislation complaint mediation and the opportunity of appearing in front of a Court or quasi-Court if it's unable to be settled, and of course the opportunity to seek costs, which may well, in a case like this, be focused at both the police and the media organisation and/or any other third parties that misused the data in a breach of privacy.

The Australian Privacy Foundation accepts that in terms of the overall issue about access to police radio, firstly the fact that it's been accessible at all is really an accident of technology.  We all accept that.  Analogue technology was certainly not cost effectively able to be encrypted.  So once you accept that, it doesn't mean that because the media has been - has had a fix on that for the last 20 or 30 or 40 years, that they have any entitlement to continue to access it.  The fact that a situation which has poor respect for privacy has now stopped doesn't mean to say that we should continue to replace it with another system that just replicates the poor respect for privacy.

We accept - this is one the Australian Privacy Foundation had - that there is a countervailing accountability issue and that's been raised - certainly in every media submission that I've seen - and is recognised to some extent at least by the Queensland Police Service and Police Union or police unions' submissions.

But in our submission, that countervailing accountability issue can be more appropriately dealt with by other mechanisms.  One of them which we would adopt enthusiastically would be the police communications monitor proposal, something similar to the public interest monitor that now operates in respect of surveillance, warrant applications - in other words, an external monitoring system to see how the system is being used and if there is a limited disclosure system, of course, seeing whether that's been appropriately used or misused.

The South Australian model, as I understand it, certainly provides the basic information that media would be able to utilise to rush off to a, you know, a house fire in Sandgate or a burglary, you know, at Kenmore, or whatever.  But without the massive amounts of personal information being able to be accessible, which might be whose house it is at Kenmore and, you know, whether there are children in the fire and whether there's a sexual assault victim here or there, et cetera.

So that certainly we would accept that that sort of in between model reaches some sensible balance between the needs of the media which are recognised and obvious and the privacy of individuals.  But if we're just left with media access which is unregulated or self regulated in the absence of privacy legislation, nothing that the media has ever done gives us any comfort that they would be any better at respecting privacy whether before or after the introduction of digital radio.

CHAIRMAN:  Could I explore your views on that, because I suppose what's been said to us, and I'm - I think it's persuasive, that the concept of freedom of the media is a fundamental one in our democracy, that it's been recognised over centuries in English law and it's written into the American Constitution and although Australian law hasn't moved all that quickly in some of these areas, nevertheless as part of the broader common law world we'd recognise that the media stand in say a different position than other commercial interests in terms of having access to Government information in their role as disseminating that to the public.

Now, that is an important consideration that needs to be balanced against others such as the privacy of individuals.  Do you have views on how much weight that should be given?

MR DEARDEN:  Well, it certainly has to be given significant weight and although we don't agree with it, the compromise that seeks to achieve some balance is in effect a licensed media access to all or part of the radio feed, which certainly goes a significant way to chopping out, if I can put it this way, two-thirds of the unauthorised access, which would be essentially criminal access and as it's described in some of these submissions, the busybody access and might even cut out some of the media access depending on whether they're prepared to pay for authorised access and that obviously would have to be sorted out in some way.

If that sort of in-between compromise was arrived at, so if it was something more substantive than the South Australian model which is essentially job codes and addresses, and then not all job codes, so if it was something more than the South Australian model, that would make it even more important that you have over-arching privacy legislation because then you would be back to the media accessing some fairly high degree of information coming through the radio and then requiring in our view absolutely the over-arching privacy protections that will not be there. No matter how it's supervised, it will not be there under existing legislation.  That's the fundamental point.  Existing legislation is insufficient, there must be something that preserves the position.  As I say, it's not a submission that we'd agree with, but we would accept that that would substantially reduce the privacy concerns, although you still have the substantive issue about how the media deals with real time relatively unfiltered police radio communications.

CHAIRMAN:  Yes, I think what you're saying is quite useful.  The point that's put to us by the media and really this is a result of technology as well is that it's the immediacy of the information for them is terribly important and particularly from the point of view of the television stations.  One can understand that.  A lot of the stories we see on the 6 o'clock news apparently have been generated as a result of this scanning and that's because by scanning the stations are able to get cameras to fires, motor vehicle accidents, these sorts of visually impressive incidents in time to get it on the 6 o'clock news.  

Now, it does seem that our citizenry value that sort of information.  It's considered to be something that the viewers are very responsive to.  If you don't have some process of providing immediate information to the media once the scanners are removed well then all of that information is no longer going to be available to the public and there may be a disadvantage for our community in their losing that information.

MR DEARDEN:  In that way.  Look, that's certainly an argument but by the same token it's much of that, particularly TV, footage which is often not even - incidentally often substantially privacy intrusive, you know, the grieving mother standing outside the burning house where a child has just been burnt or killed or injured, the people who, at least in part, are photographed as they're taken from the wreck of the car, et cetera.  I mean much of that is, in fact, the classic breach of privacy.

CHAIRMAN:  The media tell us they self-regulate in these areas and they have standards which are documented and applied.

MR DEARDEN:  Well, yes.  What one would hope in an ideal world that that's being complied with but I mean you watch the TV news any night of the week and you'll see, quite clearly, what ever their level of self-regulation is it's a level that places the importance of that sort of grief and disaster news at a higher level than the intrusion in privacy.  There's no doubt about that and that balance will only be better managed by privacy legislation that actually reshuffles the balance between the media's often desperate need to put that stuff on the 6 o'clock news.

MR PEARCE:  And doesn't specifically exclude the work of journalists.

MR DEARDEN:  No, it doesn't, but it certainly gives people the opportunity to make a complaint and to litigate and reshape the boundary really between what the media is and isn't allowed to do.  At the moment self-regulation is the only practical setter of the boundary.  Litigation, as we've seen in many areas, helps to reshape the boundaries and there's nothing more impressive than a hip pocket being hit to have the media better understand the importance of privacy.  And as I say, I mean access to the stuff is a fix for the media, it's understandable that the public is fixated on it.  Grief and disaster and all the rest of it is the grist of the mill of the 6 o'clock news.  That doesn't mean that that should be the way it continues and that doesn't mean that privacy should not be given a higher value and that higher value is certainly assisted, in our view, by the incidental effect of the technology that's now being adopted and further enhanced and preserved by legislation.

If you, as I say, if you do go back the step that we don't accept but which may be the compromise that arises out of it then that absolutely requires privacy legislation.

CHAIRMAN:  As you say there's no privacy legislation but there is some legislation that constrains information that may be disclosed by the police, for example, the Juvenile Justice Act in relation to children, Criminal Law Sexual Offences Act in relation to sexual complainants, now one of the issues it seems to me particularly under the Juvenile Justice Act is that those provisions apply not only to publication at large but also to potential disclosure by the police to the media.

MR DEARDEN:  Yes.

CHAIRMAN:  Now, the media submissions have said, well, there's been a long-standing principle going back to Blackstone that the constraints on the media should relate to publication not relate to pre-publication situation and that the best way to deal with these things is to provide the information to the media but then allow the law to control their publication of the information.  That certainly happens in some areas.  The Juvenile Justice Act doesn't seem to take that tact, it seems to attack both disclosure and publication at large.  Any release of the feed of voice information is very hard to edit and it would be very hard to control it in terms of the identity of children it would seem to me.  So the Juvenile Justice Act as it now stands seems to be a real impediment to the police providing voice information to the media.  Do you have views on that?

MR DEARDEN:  Yes.  Well, that in itself is sort of one of the incidental, in our view, positive privacy outcomes of piecemeal bits of legislation.  Certainly my experience has been an unhappy one in any attempt to try and get the Attorney-General or previous Attorneys-General to prosecute any media organisation for breach of any of those pieces of legislation.  The Criminal Law Sexual Offences Act was one where, despite having a media organisation that had quite clearly breached it in respect of a client of mine, whom I had as a private criminal defence lawyer, still couldn't persuade an Attorney-General to actually do anything about it, so effectively toothless in a realistic sense.

But certainly I think in terms of things like the Juvenile Justice Act it would be extraordinarily difficult and I would have thought very labour intensive to try and edit on the run or to censor of the run, I guess, for want of a better description, that sort of feed.  You're then reliant on either two things.  One is potentially changing the legislation and effectively providing some method of requiring the media not to use what they actually do have access to and we‑‑‑‑‑

CHAIRMAN:  Well, the Courts do that, of course.

MR DEARDEN:  Oh, exactly.  I mean regularly - as lawyers we regularly are aware of the name of a complainant which we know that can't be reproduced in any way.  So we do come into a possession of information inevitably.

CHAIRMAN:  And so do the media in the Courts.

MR DEARDEN:  The trouble is, of course, that the media, in particular, don't have the same constraints and obligations as lawyers do, as officers of the Court, and any disciplinary process for media - well, some people like John Laws don't claim to be a journalist anyway they just claim to be an entertainer so there's very little disciplinary process that's effective and even for those journalists that are members of MEAA they can always choose not to be a member anyway and avoid the disciplinary process in that way.  That's the whole difficulty with piecemeal legislation inadequate self-regulation and at the end of the day, as has often been said about self-regulation, those that are going to do the job properly will do it properly and the cowboys will do whatever they like.  And it's really the legislation that deals with the cowboys that's important because they're never going to comply regardless.

It still brings us, I think, as an argument back to the South Australian model as being the appropriate compromise that technologically and practically best limits the release of information that's either legislatively or operationally not appropriate for the media to have but still gives them access in real time or very close to real time to the information that they need to jump in the car and drive down to Sandgate for the fire or, you know, out to Kenmore for the motor vehicle accident or whatever.

CHAIRMAN:  It gives them much less information though than they receive at the moment‑‑‑‑‑

MR DEARDEN:  Yes.

CHAIRMAN:  ‑‑‑‑‑in terms of allowing them to judge whether or not it's one of those items they need to get vision on and I think that's the difficulty with it, it's falling short in terms of immediacy because there needs to be some mechanism for the media to be able to tell which of the jobs is worth going to, I assume.  They tell us that they do that now by listening to the voice inflections over the radio and when the callers get excited well then, you know, they respond.  And I suppose that is an indication of how all this is very much about humans and how they operate.

Can I test this with you though that if one's looking at some way to provide the voice feed one needs to change the law to allow disclosure by the police to let us put responsible media organisations.  If that happens it then becomes a matter for the media to comply with the legal constraints on releasing the identify of children, sexual complainants, informants, mentally ill people.  You can think of a number of categories.

MR DEARDEN:  Yes.

CHAIRMAN:  No doubt you could structure the law in that way so you could make certain that there are laws against publication at large in respect of all these categories, but nevertheless allow the initial dissemination to that media group.  What would be the attitude of the Australian Privacy Foundation to that sort of scheme?

MR DEARDEN:  Our view is that that goes too far.  That although it significantly restricts sort of the unauthorised access the obvious form of leakage is out of a news room.  Now, that means there's a lot less sources of leakage, but of course it doesn't stop, you know, the journalist ringing up, you know, whether it be a criminal if they happen to be corrupt either financially or morally or otherwise by ringing up crims and telling them what they're hearing or for that matter in a very practical sense if you've got a constant feed that's coming all you have to do is switch on a mobile phone and put it in front and re-broadcast it.  

So you'd have to look at all of those practical issues about how you legislatively manage re-broadcasting of it in an unauthorised way.  And I mean you could do it just as simply by an analogue radio transmitter in front of it and rebroadcasting it somewhere else.

So there's issues about the licensing.  The fundamental issue is still that it provides far too much information to be able to guarantee that privacy is not breached and that's our fundamental point and it still in many senses doesn't give police the level of operational privacy or operational security, for want of a better description, that I'm sure they're looking for in the system.

I mean, essentially as I understand it digital radio will enable police to have the same level of privacy as a digital phone call, albeit that it goes out to whoever in the police service has the encrypted radio that's capable of picking up the signal and that certainly from an operational point of view must make the way that you pass and receive information a whole lot easier because you don't have to think, "Well, is this something I'm going to need to pick up a mobile phone, identify a phone number and ring a particular officer, whether it be police in the field or vice versa."  So it takes away that.  And certain, I would have thought, would make the operational aspects of policing simpler in that communication field.

If you then have a feed to any media organisation, be it one or 100, you then step back substantially to, from the police point of view, of having to manage it in the same way as you manage analogue radio, which I guess ultimately means that you switch particularly sensitive information to mobile phone communication or another level of encrypted secure radio.

Now, I'm not sure whether that's intended to be part of this process that there will be, for example, a never to be given to the media feed as well as an accessible to the media feed, but that's ultimately what you'd have to end up with, some form of either encrypted radio never accessible to the media or mobile phones because they're the only two secure means of communication.

But ultimately, as I say, in the balancing exercise we recognise the accountability, we recognise the fact that the media have had long and untrammelled access to it.  We believe that that's a product of technology, but it doesn't have to be.  The fact that that sin has continued for 40 years doesn't mean to say the sin has to continue in terms of the breach of privacy which is occurring now, but which would not occur just by the complete close down of the access that's going to result from this particular technological innovation.

CHAIRMAN:  In response to that scenario I'd just put to you, would you say at the very least there would need to be in addition to the piecemeal legislation that protects individual categories person there would need to be an overriding privacy legislation?

MR DEARDEN:  Absolutely.  Absolutely.  It's the very minimum.  I mean, we need it anyway, but it's the very minimum that you need if you're going to loosen the ties on the digital system to allow the media, even if it's only licensed media and even if you amend the police legislation to put tighter controls you still need privacy legislation over that because privacy legislation, of course, is giving individuals remedies.  Legislative amendments, however they're approached in police administration that controls access to the feed, is only going to put some sort of civil or criminal remedy as between police and the media organisation.  It's almost impossible to see how that could facilitate in any practical sense a complaint based remedy for the individual whose privacy has been breached.

CHAIRMAN:  The Federal privacy legislation provides an exemption for the media in respect of journalism, could you comment on that?

MR DEARDEN:  Yes, I think it's called the Mack truck exemption.  It's enormous potential to be abused by the media and effectively it's one of the exemptions that I think most commentators indicated really made in many ways the Federal Privacy Act in so far as it effects private individuals and organisations substantially unworkable.

CHAIRMAN:  I take it that's not the model you're urging when you talk about privacy legislation.

MR DEARDEN:  No, certainly not in Queensland.  I mean, there may well be - there may well be a legislative basis to recognise the special position of the media but it's going to have to be something far more tightly drafted than the Federal exemptions.

CHAIRMAN:  Is there a model in any other State that you point to?

MR DEARDEN:  Not - not that I believe is adequate, I mean, it's something that we would need to - need to draft quite frankly from scratch in Queensland to be an adequate privacy act that meeds current needs and most importantly current technological developments.

CHAIRMAN:  Yes, thank you, Mr Dearden.  That's been very helpful.  Mr Pearce.

MR PEARCE:  There's just one further point that we haven't touched on.  I think the Commission would be assisted in your views on how the Police Media Unit either as it is currently structured or might be structured might be appropriately involved in the initial dissemination of information as opposed to its later and strategic role.

MR DEARDEN:  Everything that I've seen in the submissions certainly from the media indicate that their opinion of the Police Media Unit is - well, let's just say they don't seem to hold it in any regard at all, they claim on regular occasions they're either not provided information, it's provided in an untimely manner, much of it is apparently - I mean, I'm not a journalist so I'm not dealing with it on a day-to-day basis - but much of it is untrue or misleading or deliberately misleading.  There's no doubt that the Police Media Unit on everything that I've seen there from media organisations about their experience needs fairly drastically to be reshaped - in fact, by the sounds of it needs to be razed to the ground and started again.  

Because there's no doubt that a Police Media Unit staffed 24 hours a day by staff who have a professional attitude to managing the conflicting needs of the Police Service and the media would play an important role in replacing the access that the media currently have by the analogue - or have had by the analogue radio network - if that were managed in a transparent and fairly intellectually honest way.  Everything I get out of the submissions I've read - and I hasten to add I've had very little personal experience with them - would indicate that the media don't feel that they're getting that intellectual honesty, access, assistance or anything else from the Media Unit.

MR PEARCE:  Thanks for those observations.  That's all I have of Mr Dearden.

MR DEARDEN:  Thank you, Mr Butler.

CHAIRMAN:  Thank you, Mr Dearden.  
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