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Ms Anna Johnston
Chair
Australian Privacy Foundation
GPO Box 1196
SYDNEY  NSW  2001
Dear Ms Johnston
Thank you for your letter, dated 3 February 2005, requesting some details about a proposed online Document Verification Service (DVS) and expressing concerns about the lack of publicly available information about it and consultation on its development.  You also requested specific information about the DVS and privacy implications of such a scheme.
The Australian Government is considering the next steps it should take to improve identity security and combat identity crime.  
An element of a possible strategy is for a document verification service to provide authorised agencies with the capability to check the accuracy of details recorded on key documents presented as evidence of a person’s identity.  Such an approach would not entail a central database of personal information. 
The DVS would be a secure system used when a person enrols for high value Commonwealth benefits or services and security clearances for certain industries.
The proposed DVS would allow an authorised agency to check the details appearing on documents, proffered to them by applicants, with the agency that issued that document (such as driver’s licences, birth certificates, Australian passports and visas).  The information for which verification is sought would be limited to the information contained in the document, consisting of relevant personal details of the applicant and the document number. 
Where the information matches for the document concerned, a simple ‘yes’ would be returned to the agency making the request.  Where the information does not match, a ‘no’ would be returned.  The inquiring agency would then take appropriate action in line with their risk management policies and practices.
This approach would not involve the retention of any personal information used to conduct the verification.  Transaction details however may need to be collected for auditing, costing and management purposes (eg requesting agency, and operator details, verifying agency, transaction number, time, date, and type of response).
The feasibility study on the DVS that you requested forms the basis of a report to Government and accordingly is not available for public release.
You expressed some concern in your letter regarding the broader privacy aspects of a DVS.  The Government shares your concerns about the need to assess the privacy impact of implementing a strategy for improved personal identification processes within the Commonwealth.  If further feasibility is undertaken then it will be in close conjunction with the Office of the Federal Privacy Commissioner and will include a privacy impact assessment at the relevant time.
I hope this information has been of assistance to you and I have asked the Department to add the Foundation to its list of interested parties for this proposal.
The action officer for this matter in my Department is Brett Robson who can be contacted on (02) 6250 6634.
Yours sincerely
Philip Ruddock

