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G.P.O. Box 1196

Sydney NSW 2001

enquiries@privacy.org.au

http://www.privacy.org.au

5 March 2007

<PARTYLEADER>

<PARTY>

Sydney   NSW   2000
Dear <PERSON>

Re: Your Party's Platform for the NSW Election of 2007

The Australian Privacy Foundation is the country's leading privacy advocacy organisation.

N.S.W.  provided a lead to the other States and the Commonwealth when it passed Australia's first privacy legislation in 1975, but since then it has ceded its lead to Victoria.

Civil liberties in general and privacy in particular are currently being subjected to an unprecedented onslaught, and privacy protection in NSW is particularly deficient.

The APF requests a statement of your Party's position on the matters listed in the attachment.

Thank you for your consideration.

Yours sincerely
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Chair, Australian Privacy Foundation

(02)  6288 6916    chair@privacy.org.au

The APF  –  Australia’s leading public interest voice in the privacy arena since 1987

Election Platform  –  2007

1.
The Privacy Commissioner

The position has been essentially unoccupied for almost 4 years.  The incumbent has a part-time appointment, has little prior experience in privacy matters, and has been on rolling 6-month contracts.  The Commissioner has all-but disappeared from public view, and does almost

nothing to protect the privacy of the people of NSW.

The APF seeks your commitment to appoint an appropriate person as full-time Privacy Commissioner - as Victoria and even the Northern Territory have done.

The APF further seeks your commitment to an appropriately open appointment process.

2.
The Office of the Privacy Commissioner / Privacy NSW

This agency is seriously under-staffed, particularly so since the departure of the last Privacy Commissioner almost 4 years ago.

The APF seeks your commitment to provide an appropriate level of funding, at least comparable to that provided to the Office of the Victorian Privacy Commissioner.

The APF further seeks your commitment to providing that funding directly from the Parliament, rather than by appropriation via a government agency.

3.
Health Care

The NSW HealthElink project has been implemented in a manner seriously detrimental to the privacy of the people of NSW.  The Government allowed its IT contractors to design a system that does not comply with health privacy law, is insecure, and lets every health practitioner see data about every patient.  Then, 10 days before the pilot began in May 2006, the Minister for Health exempted the Government from the requirement to seek patients’ express consent.  The scheme is such a debacle that GPs won't sign up to it.

The APF seeks your commitment to repealing the regulation that exempts the HealthElink project from the health privacy laws.

The APF further seeks your commitment  to getting health care data management back on the rails, with patient privacy as a crucial element of the design.

4.
Anonymous Travel

Travel by road, rail, bus and ferry has always been essentially anonymous.  In the last few years, however, anonymous use of several major roads has ceased to be possible, because electronic toll-payment was not designed with anonymity in mind.  It also appears that smartcard-based ticketing for public transport may preclude anonymous travel, or at least force the traveller to forego important benefits such as volume discounts if they want to protect their privacy.

The APF seeks your commitment to ensuring that all transport modes can be used by the people of NSW without them having to provide their identity.

The APF further seeks your commitment to require toll-road operators to make a convenient anonymous payment mechanism available, retro-fitted to their existing operations.

5.
Transport

The Tcard project has been under way for many years, to convert public transport ticketing to a smartcard-based scheme.  The agency responsible for the Tcard project has been turned into a state-owned corporation, thus taking it outside both NSW and federal privacy law.

The APF seeks your commitment to bring the Tcard project back under the scope of privacy law.

6.
The ‘Access Card’

The Federal Government is seeking to introduce a comprehensive national ID scheme, under the pretence of it being ‘just a card’.  The scheme harbours threats to Australian society even worse than the Australia Card scheme that was utterly rejected by the population only 20 years ago.

We seek your commitment to rule out any form of participation by NSW government agencies in the Commonwealth’s ID card scheme, including bans on any use of the ‘Access Card’, the identifier, and the national population register.

7.
Physical Intrusions

Employers in N.S.W. are installing biometric equipment, and requiring their employees to submit their bodies for testing or be sacked.  This is a gross imposition, and an exercise in power by companies over people.  Yet there are no controls whatsoever, and the State and Federal Privacy Commissioners  have done nothing about it.

The APF seeks your commitment to legislation to ban biometrics except in  the most strongly justified circumstances.

The APF further seeks your commitment to impose stringent controls on even those uses of biometrics, to reflect their de-humanising nature and the gross risk of identity theft that they create.

8.
Accountability

The five-year statutory review of the Privacy and Personal Information Protection Act 1998 was due to be tabled in November 2004, but over 2 years later it is still not public.

The statutory review of the Workplace Video Surveillance Act 1998 was also due in 2004, and has also not yet been tabled.

According to the NSW Law Reform Commission's website, the Government has been sitting on the Commission's final report into Surveillance since it was completed in May 2005.

The APF seeks your commitment to releasing all 3 Reports within 1 month of the election, and to requiring all future such Reports to be automatically released on completion.

Australian Privacy Foundation

Background Information

The Australian Privacy Foundation (APF) is the primary association dedicated to protecting the privacy rights of Australians. The Foundation aims to focus public attention on emerging issues which pose a threat to the freedom and privacy of Australians. The Foundation has led the fight to defend the right of individuals to control their personal information and to be free of excessive intrusions.

The APF’s primary activity is analysis of the privacy impact of systems, and proposals for new systems.  It makes frequent submissions to parliamentary committees  and government agencies.  It publishes information on privacy laws and privacy issues.  It provides continual background briefings to the media on privacy-related matters.

When necessary, the APF conducts campaigns against specific proposals.  It works with civil liberties councils, consumer organisations, professional associations and other community groups as appropriate to the circumstances. The Privacy Foundation is also a participant in Privacy International, the world-wide privacy protection network. Where possible, it cooperates with and supports official agencies, but it is entirely independent - and often critical - of the performance of agencies set up to administer privacy legislation.

The APF’s Board comprises professionals who bring to their work deep experience in privacy, information technology  and the law.

The following pages provide access to information about the APF:

•
papers and submissions
http://www.privacy.org.au/Papers/

•
resources

http://www.privacy.org.au/Resources/

•
media

http://www.privacy.org.au/Media/

•
Board-members
http://www.privacy.org.au/About/Contacts.html

The following pages outline several campaigns:

•
the Australia Card (1985-87)


http://www.privacy.org.au/About/Formation.html

•
the Medicare Smart Card (2004-06)
http://www.privacy.org.au/Campaigns/ID_cards/MedicareSmartcard.html

•
the Human Services Card (2005-06)
http://www.privacy.org.au/Campaigns/ID_cards/HSCard.html

•
the Australia Card Mark II (2005-06)
http://www.privacy.org.au/Campaigns/ID_cards/NatIDScheme.html

•
the Human Services ‘Access Card’ (2006-)

http://www.privacy.org.au/Campaigns/ID_cards/HSAC.html

