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Health Records and Information Privacy Act 2002: Draft Statutory Guidelines 

The Australian Privacy Foundation welcomes the opportunity to comment on the draft statutory guidelines. Health information has long been recognised as highly sensitive, and is likely to become even more so as it is used increasingly for purposes other than providing health care. 

It is unfortunate, then, that the Health Records and Information Privacy Act 2002 protects the privacy of personal health information to a lower standard than required for other types of personal information. Unlike the Privacy and Personal Information Protection Act 1998 (NSW), there is no requirement to produce privacy management plans; unlike the Privacy Act 1988 (Cth) there is no requirement to seek the person’s consent before collecting health information from or about them. There is less accountability, transparency and respect for the individual’s wishes and the NSW Privacy Commissioner has no powers to actively monitor compliance.

The draft statutory guidelines are therefore built on a weak foundation. Given the limitations of the legislation, it is not surprising that they ultimately rely on good record-keeping so that the organisation’s decisions and conduct can be reviewed should there by any complaints. 

At the time the guidelines were being drafted, NSW had a Privacy Commissioner. By the time they come into effect, the position may no longer exist. Should the Privacy and Personal Information Protection Amendment Bill that is currently before the Parliament be passed, following which most of the responsibilities of the position would be transferred to the Ombudsman, we expect a decline in the resources and attention given to privacy. 

The Australian Privacy Foundation is strongly opposed to the Bill and has called for it to be rejected. 

In any case, it is imperative that the statutory guidelines themselves set out clearer and stronger standards than they currently do. They should not leave the protection of privacy to the chance that someone with the necessary resources, skill and authority might pick up any problems if an increase in complaints indicates that things have gone wrong.

Compounding the risks to privacy from the weaknesses in the legislation and the poor resourcing of the role of Privacy Commissioner, the medical industry unfortunately appears to continue to suffer from a form of not-particularly-benign paternalism about data subject rights, a convenient paternalism that other industries have shrugged off in response to demands to adapt to the new reality of enforceable and widely accepted controls protecting privacy for the benefit of data subjects. 

The medical industry seems to have perhaps unconsciously interpreted the doctor's ownership of patient physical medical records with an unconstrained right to decide what's in the patient's (and the system's) best interests regarding the information in these records, an attitude that may underlie some of the thinking in these draft guidelines. This old attitude is now untenable in view of greater patient expectations of knowledge and control about their own treatment, and in the light of the greatly increased technical capacities to collect, disclose, collate and copy digital medical data over increasingly integrated computer networks. These capacities magnify the likelihood and impact of improper privacy practices, but often keep patients 'out of the loop'. 

It is unfortunate too that the health industry has adopted an unweildy and expensive electronic authentication framework which by its nature makes it unlikely the ordinary patient will have the technical capacity to access their record, unlike the very large numbers of industry participants 'inside the tent'. If these draft guidelines are adopted, this access will be under less stringent controls than apply to less sensitive data in many other sectors, despite the already highly sensitive nature of health information, and the likelihood that, with the increasing intrusiveness of genetic and biomedical data analysis over time, it will only become more sensitive in future.

Collection from third parties

These guidelines permit members of certain groups to collect health information about an individual from a third party without his or her knowledge, as long as specified prerequisites apply.

Four general categories of persons and organisations are listed, and the guidelines state that others could be included. They do not explain why these four have been selected, and on what basis and by which process the list would be expanded.

The fundamental weakness in these guidelines is that they do not limit the purpose for which the collection may take place. The Health Privacy Principles are based on the concept that personal information should be used for an authorised and legitimate purpose. 

Privacy legislation is intended to balance the public interest in protecting individual privacy with other public interests. In our view, the exceptions permitted under these statutory guidelines must also clearly serve a public interest. ‘Archivists,’  ‘counsellors,’  ‘persons or organisations collecting family, social or medical histories,’ and ‘persons or organisations who conduct genealogical or historical research’ have no inherent right to collect health information and should not be granted it. Why they themselves would see a need for such a broad exemption is not at all clear. The health privacy legislation does not apply to information about people who have been dead for more than 30 years, and nor does it apply to families compiling their own genealogical records for their own private purposes.

Nevertheless, we can see reasons why members of at least some of these groups would have a legitimate purpose to collect information about an individual from a third party in circumstances where it may be impracticable to notify the individual concerned. These purposes should be set out in the guidelines.

With regard to the pre-requisites to applying the guidelines, those listed are appropriate but not sufficient. Two more conditions should be added.

First, it should be a pre-requisite that notifying the person is not practicable in the circumstances. The exception should therefore not be available to any organisation of which the individual is already a customer. Organisations that routinely collect information about their customers from third parties should be routinely informing them under Health Privacy Principle 4(1). If the circumstances are unusual, there would probably be direct implications for the individual concerned and therefore the guidelines would not apply anyway. 

Second, the information must not be published or disclosed to any other organisation. It is not sufficient simply to require any use or disclosure to comply with the relevant Health Privacy Principles. The use and disclosure principles in turn allow the information to be passed around and used without the person’s consent in a variety of circumstances. It would defeat the intention of the legislation if health information collected without the person’s knowledge, even if for an authorised purpose, could then travel within and between organisations under cover of the various broad exceptions.

Finally, the guidelines should stipulate that, if the information is used to contact the person, the person must then be informed of all the matters in Health Privacy Principle 4(1).

Use and disclosure without consent 

Coverage of the guidelines 

The three draft guidelines on use and disclosure without consent share an essential weakness: they are likely to apply to only a fraction of the information being used and disclosed for these purposes. 

The difficulty arises from the fact that the guidelines do not apply if the activity is considered to be for a purpose that is directly related to the primary purpose of collection and within the individual’s reasonable expectations. Customers can reasonably expect, when dealing with any organisation, that their information may be used for training the staff who serve them, or in monitoring and improving the service they receive. If the organisation is a major medical facility, customers may even reasonably expect their information might be used for research.

Having separate principles for these three purposes makes sense only when they are seen as attempts to control the risks to privacy that these activities create. Compared to the other exceptions to the use and disclosure principles, the training, research and management exceptions are the only ones that serve a purpose that is not of direct consequence to the individual and do not necessarily rely on the individual’s identity being known. They are therefore framed to encourage organisations to either seek consent if they must use it in identifying form, or otherwise de-identify it or and take special care about how it is used and disclosed.

The Australian Privacy Foundation believes the guidelines must apply to all activities undertaken for these three purposes. Otherwise, an organisation that routinely uses customer information to train staff, conduct research or monitor service quality can bypass the guidelines by merely telling the customer at the outset that this might occur. There would be no requirement to then minimise the risk of unauthorised use or disclosure by seeking consent, de-identifying the information or complying with the guidelines.

Standards

If any information is to be disclosed for training, management or research, the implications for privacy are higher because the donating organisation loses control of it. This is particularly an issue when the recipient is not required to comply with the legislation. More than 9 out of every 10 businesses are exempt. 

We recommend that the guidelines ensure that the recipient is explicitly bound not to use or disclose the information for any other purpose, make copies, retain it when no longer needed or combine it with other information. It is not sufficient to ‘reasonably believe’ the recipient will safeguard it to an appropriate standard.
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