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18 January 2004

Mr Ken Moroney

NSW Police Commissioner

Locked Bag 5102

PARRAMATTA     NSW   2124
Att: Marilyn Hamilton

Privacy Officer

Re: Numberplate recognition technology

Dear Mr Moroney

We refer to a report in the Sun Herald on 16 January 2005, entitled 'Scanner to tackle surge of illegal drivers', at:

http://www.smh.com.au/articles/2005/01/15/1105582768065.html (copy attached).
We appreciate that the details in the report may be unreliable.  However the report quotes Police Traffic Services Commander Superintendent John Hartley as stating that NSW Police are intending by mid-2005 to deploy up to 30 roadside devices using automatic number-plate technology, to conduct random checks for unlicensed drivers.

This is a matter of very serious concern in relation to the privacy impacts on all road users.  The technology may indeed have value in identifying number-plates of vehicles that are currently unregistered, or owned by disqualified drivers.  However that benefit must be balanced by concerns about accuracy, procedural fairness, and caution in the manner in which the Police use the information to intercept vehicles and question drivers.

Of even greater concern is the scope for retention of the data, function creep, and the emergence of automated vehicle surveillance.  This could easily begin as a 'personal dataveillance' mechanism, by means of a 'watch-list'.  It could just as easily be expanded into a 'mass dataveillance' mechanism, through retention and later analysis.  It could be used as a basis for real-time tracking, of individuals or the population as a whole.

The Australian Privacy Foundation was unaware of any such proposal before now, and is unaware of any public consultations on the matter.

Would you please advise whether NSW Police is indeed intending to trial or introduce such a system, and if so:

· how the use of any personal information processed in connection with the system complies with the Privacy and Personal Information Protection Act 1998.

· what is the source of the legal authority for scanning or tracking vehicles on a random and/or mass basis

· what controls, regulations or guidelines are proposed

· whether there has been or will be a Privacy Impact Assessment conducted prior to trial or introduction

· whether there has been or will be any public consultation process prior to trial or introduction

We are also raising this issue with the Federal Privacy Commissioner in relation to the ACT, where the article suggests the system is already in use.  As you know the Federal Police in the ACT are subject to the Commonwealth Privacy Act 1988.
Thank you for your assistance in this matter.

Yours sincerely

Nigel Waters

Board Member, Australian Privacy Foundation 

Phone: (02) 4981 0828

CC: Acting NSW Privacy Commissioner, Mr John Dickie

PO Box A123
Sydney South NSW 1235

About the Australian Privacy Foundation

The Australian Privacy Foundation is the main non-governmental organisation dedicated to protecting the privacy rights of Australians. The Foundation aims to focus public attention on emerging issues which pose a threat to the freedom and privacy of Australians. The Foundation has led the defence of the rights of individuals to control their personal information and to be free of excessive intrusions. For further information about the Foundation see www.privacy.org.au
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