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8 October 2004

(Sent to: Opposition leader, Shadow Attorney General, cross-bench MLCs, and Committee Manager of the Legislation Review Committee)

Parliament House

Macquarie Street

SYDNEY   NSW 2000

STATE RECORDS AMENDMENT BILL 2004

Privacy impact of ‘open access’ provisions

Dear

We write to alert you to the negative privacy implications of two of the amendments proposed in the State Records Amendment Bill 2004, and to urge you to reject those two amendments.

The amendments in question are:

· Schedule 1[9] : 
the amendment to section 54 to allow an automatic right of access to records more than 30 years old, in circumstances where an agency is unable to consider the sensitivity of the records in less than 14 days, and

· Schedule 1[14] : 
the amendment to section 57(1) to allow an agency to provide access to records less than 30 years old.

Our concern is that these two amendments would allow agencies to disclose sensitive personal information in a manner which would otherwise be considered a breach of privacy; in one case deliberately, in the other case carelessly.

The effect will be to undermine the privacy protection afforded individuals under the Privacy and Personal Information Protection Act 1998 and the Health Records & Information Privacy Act 2002.

About the Australian Privacy Foundation


The Australian Privacy Foundation is the main non-governmental organisation dedicated to protecting the privacy rights of Australians. The Foundation aims to focus public attention on emerging issues which pose a threat to the freedom and privacy of Australians. The Foundation has led the defence of the rights of individuals to control their personal information and to be free of excessive intrusions. For further information about the Foundation see www.privacy.org.au
Overview of the existing open access regime

The State Records Act 1998 created an ‘open access’ regime, which balanced transparency and accountability of government with the protection of individuals’ privacy.

The basic premise of the scheme is that those records of State and local government, which are worthy of retaining as State archives, should generally be made open to public access once 30 years has passed.  

The mechanism by which this works is the deliberation of an agency as to whether or not a class of records, once 30 years old, should be made ‘open’ or ‘closed’.  That is, all agencies are supposed to make access directions for all their records.

In the event that an agency has not made an access direction for a group of records yet, any person may apply for an ‘open’ access direction.  The agency must make its decision and make a direction (either ‘open’ or ‘closed’) within one month.  If no direction is made within one month, the situation defaults to it being an ‘open’ direction
.

The Attorney General has published guidelines on the types of records which ought remain ‘closed’; one such category is “sensitive personal information or information which unreasonably discloses personal affairs”
.  However these guidelines are not binding.

Once subject to an ‘open’ access direction, records are no longer regulated by the privacy protection in the PPIP and HRIP Acts
.

For records that are less than 30 years old, the original agency may authorise State Records to provide open access earlier than the 30 years.  It would appear that such an authority could only be made if it would not breach privacy laws, and therefore raises little privacy risks as the Act stands now.  In any case, it only relates to records that have already been transferred to State Archives under a disposal authority.  The privacy of personal information which is of little or no genuine public interest is often protected by default, because it will be destroyed under a disposal authority rather than transferred to State Archives.

What has happened in practice

In practice, not all agencies have yet made access directions for all their 30+ year old records.

This means that the basic ‘transparency’ policy thrust of the Act has not yet been realised.  People who wish to view records more than 30 years old might have been frustrated in their attempts, not through deliberate obstruction by agencies, but through a lack of action to date.

Understandably, the review of the Act prompted consideration of how this problem might be addressed.  However it would appear from the review report that the review did not genuinely consider why the problem exists, before prescribing a ‘solution’.

As the Privacy Commissioner noted in his submission to the review:

It seems premature to adopt amendments to ensure greater access without a more particular inquiry into the reasons why access directions have not been made in the majority of instances.  If the explanation involves institutional inertia or a lack of resources, then it may be more appropriate to bring about change through training and support rather than a drastic change to conditions of access.

It is our view that more time should be allowed agencies to complete the enormous task of reviewing and categorising all their records, before introducing the type of amendments proposed by this Bill.

Implications of the amendment to section 54

The second reading speech states:

to further streamline the process, the bill provides that any record over 30 years old, but not yet the subject of an access direction, is to be made available within 14 days of the initial request for access, unless the public office responsible for the record makes a closed-to-public-access direction within this time.

Under this amendment, an agency would have only 14 days in which to respond to a request for access to a record more than 30 years old, by reviewing the records and then making an access direction, either ‘open’ or ‘closed’.

The shortens the current timeframe, from one month to only 14 days.

14 days is a ridiculously short timeframe for an agency to complete this task.  This is in contrast to Freedom of Information (FOI) requests for access to documents, which have a longer timeframe, and do not default to open access if not processed within a particular date.

Records already held in State Archives need time to be physically retrieved, before they can be properly reviewed.  The agencies affected by the proposal include not only State government agencies but universities and local government – thus everything from the well resourced and large State government department to the small rural council without specialist record managers on staff.

Privacy protection is not the only consideration here; Cabinet confidentiality, security, safety and preventing prejudice to an investigation are all matters which appropriately balance against the presumption of open access, and which need time to be considered properly.

Given both this shortened timeframe and the new review and revocation mechanisms against a ‘closed’ access direction
, the pressure on agencies will be such that the path of least resistance is to make ‘open’ access directions without full consideration of the records and their implications.

However even if the agency is committed to conducting a comprehensive review before making its direction, it if it unable to complete the review and make its decision within 14 days, the record will be made open automatically, without any further privacy protection.

The Privacy Commissioner has opposed any proposal to provide faster / automatic access, on the basis that

It would be inconsistent with privacy legislation to put pressure on public authorities to disclose such records without the privacy implications for doing so being properly canvassed.

…

Such an approach would lead to an increased risk of privacy invasive disclosures.

The APF argues that this is an unsatisfactory state of affairs, when you consider some of the examples of records currently required to be kept as State Archives, which could contain sensitive personal information:

· Records of patients of former Crown operated / 5th Schedule psychiatric hospitals where the records were wholly or partly created prior to 1960

· Records of the disease and operation index held for each public health service, recording for each in-patient their name, age, sex, disease, condition, operation, date of admission, length of stay, discharge status and destination

· Records summarising the employment or service history of an employee or volunteer, including their name, date of birth, identification number, address and contacts
 

The APF further argues that shortening the timeframe is unnecessary, as requests for access to records more than 30 years old are unlikely to be so urgent as to necessitate tipping the balance away from more considered decision-making.

Implications of the amendment to section 57

Under this amendment, agencies would be allowed to disclose information from any records held in their possession, well before the normal 30 year period starts.  The only consideration that must be given to the protection of privacy (or indeed other matters such as safety, security, etc) is to consider the non-binding guidelines issued by the Attorney General, that were actually drafted in relation to records that are over 30 years old
.

This amendment would appear to be unnecessary, as persons wishing to access documents still held by agencies may apply under the existing FOI regime, which has some privacy protection already built in to the balance of competing interests.

The APF believes this amendment will significantly diminish privacy protection for people whose personal information is held by State and local government agencies and universities in current or recent records.  The Attorney General’s guidelines were developed in relation to ‘old’ records, which inherently pose a lesser risk to personal privacy than current or recent records, and therefore privacy protection is appropriately given less weight than other considerations.  The level of protection afforded under those guidelines is significantly less than that currently afforded under the PPIP and HRIP Acts or the FOI Act, as the guidelines set a lower standard, and are un-enforceable.

The APF is concerned that this proposal would allow agencies to deliberately circumvent existing privacy law, and make disclosures which would otherwise be prohibited under the PPIP or HRIP Acts.

The Privacy Commissioner has criticised this proposal as follows:

… we would have serious concerns about amending the Act to providing earlier access in a way that could be used by agencies to circumvent their obligations to protect personal information or to retrospectively justify disclosures of personal information.

… Section 57(1) as it currently stands provides some protection against public authorities improperly releasing information which is subject to secrecy, confidentiality or privacy or where the release is defamatory and then using section 57 to retrospectively justify their actions.  Limiting the exemption to records which have been transferred to State Records minimises this risk.

This is not a purely suppositious opinion.  In our role in investigating complaints under Part 4 of the PPIP Act and monitoring reviews under Part 5 of the Act, we have become aware of instances where agencies have used similar exemptions to retrospectively justify disclosures that would otherwise appear to breach the PPIP Act.  Even if such conduct can be legally defended it has the tendency to bring the law into disrepute. …

The APF argues that either:

· the proposed amendment to s.57(1) be deleted, or

· an additional amendment to s.57(4) be inserted, to clarify that permitting access to a record (before the 30 year period) cannot occur if to do so would breach either the information protection principles (IPPs) in the Privacy and Personal Information Protection Act 1998 (the PPIP Act), and / or the health privacy principles (HPPs) in the Health Records & Information Privacy Act 2002 (HRIP Act).

Conclusion

The APF believes that these two amendments are unnecessary and unjustified, and pose considerable privacy risks while delivering no appreciable benefit in terms of improving government transparency or accountability.

Indeed the amendments could lead to diminished government accountability in terms of ensuring agencies’ responsibilities to handle personal information in accordance with established fair information principles.

The APF believes that:

· the primary mechanism by which access may be sought to records before the 30 year mark should be the FOI Act, and

· the mechanism by which access may be sought to records after the 30 year mark should not be subject to undue haste.

We hope you will give these points your consideration and oppose the Bill.

Yours sincerely

Anna Johnston

Board Member, Australian Privacy Foundation 

and Director, Privacy & Information Management Consulting, Salinger & Co
Phone: (02) 9432 0320 or 0400 432 241
E-mail: anna_johnston@salingerco.com.au 
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� See section 54(3) of the State Records Act 1998.


� Other categories include where open access might prejudice an investigation, affect a person’s safety, affect an organisation’s security, breach an obligation of confidentiality, and so on.


� The normal prohibitions on disclosure of personal information and health information under the PPIP Act and HRIP Act are lifted whenever another Act authorises, requires, permits, necessarily implies or reasonably contemplates non-compliance with the privacy principles in those Acts.  According to the NSW Privacy Commissioner, the public availability of records under an ‘open access direction’ therefore lifts the normal bans on disclosure of personal information or health information.  This is however tempered by the ability to still protect privacy as appropriate through the use of ‘closed’ access directions.


� Submission by Privacy NSW on the Review of the State Records Act, 31 March 2004, available at � HYPERLINK "http://www.lawlink.nsw.gov.au/privacynsw" ��www.lawlink.nsw.gov.au/privacynsw�


� Mr Neville Newell MP, Legislative Assembly, 24 September 2004, available at � HYPERLINK "http://www.parliament.nsw.gov.au/prod/parlment/hanstrans.nsf/v3ByKey/LA20040924" ��http://www.parliament.nsw.gov.au/prod/parlment/hanstrans.nsf/v3ByKey/LA20040924� 


� See the proposed new s.55(6) and new s.55A, at Schedule 1[12] and [13] in the Bill.


� Submission by Privacy NSW on the Review of the State Records Act, 31 March 2004, available at � HYPERLINK "http://www.lawlink.nsw.gov.au/privacynsw" ��www.lawlink.nsw.gov.au/privacynsw�


� See General Disposal Authority # 17, part 1.5.1, available at � HYPERLINK "http://www.records.nsw.gov.au" ��www.records.nsw.gov.au� 


� See General Disposal Authority # 17, part 2.1.2, available at � HYPERLINK "http://www.records.nsw.gov.au" ��www.records.nsw.gov.au�


� See General Disposal Authority # 12, part 2.12.1, available at � HYPERLINK "http://www.records.nsw.gov.au" ��www.records.nsw.gov.au�


� See the proposed new s.57(2A), at Schedule 1[15] in the Bill.
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