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The Australian Privacy Foundation is the main non-governmental organisation dedicated to protecting the privacy rights of Australians. The Foundation aims to focus public attention on emerging issues which pose a threat to the freedom and privacy of Australians. The Foundation has led the defence of the rights of individuals to control their personal information and to be free of excessive intrusions. The Foundation uses the Australian Privacy Charter as a benchmark against which laws, regulations and privacy invasive initiatives can be assessed. For information about the Foundation and the Charter, see www.privacy.org.au
Introduction

The exposure draft Workplace Surveillance Bill 2004 (‘the Bill’) represents a step forward in terms of improving employee privacy while also balancing employers’ interests in preventing unlawful behaviour in the workplace.

However the Bill has several key deficiencies, the most significant of which is the failure to regulate the conduct of notified (overt) surveillance in addition to the comprehensive scheme covering covert surveillance.  We suggest that both employees and employers would benefit from a Bill which provided greater clarity in the area of overt surveillance.

It is also worth noting that the Bill does not deal with all workplace surveillance issues.  For example the difficult issue of alcohol and drug-testing in the workplace is not touched upon.

It is our view that unless modified, this Bill represents more a lost opportunity than a serious attempt at law reform in the contentious area of workplace privacy.  This submission therefore includes a number of recommendations for how the Bill could be modified to provide greater privacy protection to employees, and greater clarity and certainty for employers.

Definitions

We approve of several features which address deficiencies in the current Workplace Video Surveillance Act 1998 (‘the WVS Act’), such as replacing a focus on one particular type of technology (video recording) with a more technology neutral approach.

However ‘camera surveillance’ is defined in the Bill as the ‘monitoring or recording, by electronic means, of visual images’.  This limits the coverage of the Bill, such that the recording of a single image (as opposed to two or more images) is not included in the definition.  We recommend that the singular as well as plural form be used.

Our reading of the definition of ‘computer surveillance’ is that it will incorporate the use of a work-provided email or internet account, even when the computer being used by the employee is the employee’s own computer (for example, when the employee uses their home computer to access their work email account). In fact our reading is that any use of any computer by a person will meet the definition of ‘computer surveillance’, so long as that person’s employer is monitoring or recording that use. We consider a broad interpretation is necessary because the Bill must prohibit the surveillance of an employee when not at work.

Notified (visible) surveillance

The Bill follows the approach of the existing WVS Act, by defining a category of visible surveillance (‘notified surveillance’ in the Bill, compared with ‘overt surveillance’ in the WVS Act), and then defining everything else as its opposite - ‘covert surveillance’.  Only the conduct of covert surveillance is then further regulated by the Act.

This strict ‘overt / covert’ dichotomous approach has two disadvantages:

· it incorporates operational requirements into the very definition of overt surveillance, such that a failure to meet an operational requirement moves the conduct into the opposing category, and

· there is no regulation of overt surveillance beyond its requirement to meet the definition of overt surveillance.

This approach benefits neither employer nor employee.

Employees

Employees continue to have no privacy protection for the collection, storage, use or disclosure of information gathered through overt surveillance, beyond the notification and signage requirements necessary to meet the definition of ‘notified surveillance’.  Due to the inadequacies of existing information privacy laws in this area
, employees are virtually powerless to prevent, or seek redress for, any misuse or unfair handling of their personal information gathered by way of overt surveillance.

The NSW Acting Privacy Commissioner has previously drawn the Government’s attention to the high rate of telephone enquiries and complaints lodged with his office about the use of overt video surveillance in the workplace
.  Privacy NSW has noted:

Uncontrolled overt surveillance can contribute to stress and a sense of powerlessness.  It has the potential to be abused, for example, by zooming in on individual employees or subjecting them to an unreasonable level of continuous monitoring.  In the absence of privacy protection for employee records there is a capacity for misuse of stored images from video surveillance
.

The figures for the 2002-03 annual report of Privacy NSW indicate that the volume of enquiries about surveillance has only continued to increase since the above submission was written
.

We submit that it is not an insurmountable task to develop privacy principles relating to overt surveillance in the workplace, which balance the competing interests of both parties.

In March 1996 a NSW working party on video surveillance in the workplace convened by the Department of Industrial Relations and representing employers, employees and the NSW Privacy Committee endorsed a voluntary Code of Practice for the Use of Overt Video Surveillance in the Workplace.  The Code established a series of standards for overt surveillance systems, such as restricting the hours in which surveillance should operate, providing guidance on storage, retention and employees’ access to tapes, and providing guidance on the ethical use and disclosure of surveillance material.  

The International Labor Office’s Code of Practice on the Protection of Workers’ Personal Data was settled in 1997, and contains principles relevant to overt surveillance of employees such as:

· information collected should be used lawfully and fairly, and only for reasons directly relevant to the employment of the worker

· surveillance information should not be the only factor in evaluating performance

· employers must secure surveillance information against loss, unauthorised access, use, alteration or disclosure, and

· employees should have access to any surveillance information collected about them.

Furthermore we have the NSW Law Reform Commission’s recommendations from their 2001 Report 98, Surveillance : An Interim Report, which included the introduction of a set of binding principles governing overt surveillance.  The proposed principles included core standards such as that the surveillance must not breach reasonable expectations of privacy, must only be undertaken for acceptable purposes, and that use must be consistent with its purpose.  The Law Reform Commission’s recommendations have in turn been comprehensively reviewed by the NSW Privacy Commissioner
.

Employers

The risk to employers will be that a failure to meet the operational requirements built into the definition of ‘notified surveillance’, even if simply through forgetfulness, will render the otherwise overt surveillance ‘covert’, and thus unlawful unless a magistrate’s authority is first obtained.  In doing so, the employer will commit at least one offence
, and they cannot use or disclose any information gathered through the surveillance except in relation to proceedings for an offence
.

One example is the employer who accidentally gives only 13 instead of 14 days prior notice to employees that she is taking delivery of new fleet cars which will have their GPS systems switched on.

A second example is the home owner, who uses a CCTV system to protect their home against burglary.  The system is not ‘hidden’, in that the camera casings can clearly be seen, and they even have a sign on a front window to indicate there is a security system with CCTV in place.  The home owner employs a person to work at the home – a plumber, a cleaner, or a nanny – but forgets to provide them with written notice of the existence of the CCTV before the person commences work.  The home owner is an employer
, whose conduct does not meet the definition of ‘notified surveillance’
, and thus is now conducting ‘covert surveillance’ without lawful authority.

Conclusion

The development of this Bill would appear to be an opportune time to implement comprehensive privacy principles governing overt surveillance of employees, as previously recommended by the NSW Law Reform Commission, and, we had thought, as promised by the NSW Government.  In the absence of such regulation, this Bill adds very little of the privacy protection promised for employees or the sensible guidance promised for employers.

In particular the above scenarios illustrate the difficulty in creating an absolute dichotomy between ‘covert’ and ‘notified’ surveillance, in which the former is tightly regulated with criminal sanctions and the latter is entirely unregulated, in circumstances where it is easy for the unwary employer to slip from the latter category into the former.

This is not an argument in favour of lessening the requirements on those conducting overt surveillance.  Our argument is that the dichotomous approach is not a workable model, when seeking to ensure an approach to surveillance regulation which adequately balances competing interests.

We therefore recommend that instead ‘notified surveillance’ have a more self-evident nomenclature (such as ‘overt surveillance’) and a definition which includes the visibility and signage aspects of overt surveillance, but that there also be specific regulation of overt surveillance to include both notification requirements, but also other requirements relating to the operation of overt surveillance, and the collection, use, storage and disclosure of surveillance information obtained through overt surveillance.  

We therefore recommend that the Bill be amended to incorporate provisions similar to the 1996 voluntary Code of Practice for the Use of Overt Video Surveillance in the Workplace and/or the privacy principles as proposed by the Law Reform Commission in 2001 and reviewed by Privacy NSW in 2002
, such that the conduct of overt surveillance is directly regulated.  Such provisions could also address the situation where overt surveillance incidentally or deliberately monitors or records information about third parties, such as clients, customers, students, visitors to the premises, and so on.

‘Notified’ surveillance that is not actually notified

The definition of notified surveillance also incorporates surveillance conducted for a purpose ‘other than surveillance of employees’, where the employee (or a body representing a substantial number of employees) has agreed to that use, and the surveillance is ‘carried out in accordance with that agreement’
.  This category would appear to require none of the notification, visibility or signage requirements in clause 5(2)(a)-(d).  

Thus it would appear that the Bill would allow for example hidden CCTV cameras in the foyer of a building, with no signage whatsoever.  This is a significant departure from existing Government policy on the use of CCTV cameras in public places
.

Furthermore clause 5(3) allows the use of hidden CCTV cameras in a toilet or change room used by clients (not employees), without either signage or notice, or a magistrate’s authority
.  The Bill would also appear to allow devices such as a web-cam set up in a child-care centre to broadcast images to any person, so long as the employees or the centre have agreed. 

This provision nonetheless suggests that any use of the surveillance material must conform to the ‘agreement’ with the employees.  It would appear that any other use will tip the conduct from being ‘notified’ surveillance into the category of ‘covert’ surveillance and thus be prohibited, but only if employees are subject to the surveillance.  There are no penalties or remedies for non-agreed uses of surveillance material, so long as employees are not the target.  Thus while the employees or their representative body may negotiate an agreement which incorporates privacy protection for third parties such as clients or members of the public, the employer may breach the agreement with impunity.

Furthermore this approach exposes all parties to considerable risks.  The status of the surveillance at law will depend on interpretation of the ‘agreement’.  How will disputes about the ‘agreement’ be resolved?  The Bill provides no guidance on how or whether surveillance established for one non-employment purpose (such as security of premises) could legitimately be used for another purpose (such as disciplining of employees or tracking their punctuality).

We therefore recommend that clause 5(3) be deleted.

Covert surveillance

Clause 8 prohibits covert surveillance of the employee at work without a magistrate’s authority.

While this is a commendable development in the law, we are disappointed that it could potentially be undermined by the provision in clause 8(3), which provides a defence to prosecution in some circumstances.  It is our submission that this particular clause undermines the basic rule in clause 8(1), by allowing an employer to conduct covert surveillance of employees without a magistrate’s authority, and then if caught and prosecuted simply justify their actions as necessary for ‘the security of the workplace or persons in it’.  The employer can thus avoid both the up-front justification before a magistrate, and the post-hoc reporting requirements, for covert surveillance of employees that the Bill is predicated upon.  It is difficult to see why any employer would bother complying with Part 3 of the Bill and seek a magistrate’s authority at all.

We also submit that the Bill fails to protect the employee from either overt or covert surveillance by the employer, when the employee is not at work.

A disturbing but not unheard of scenario is the employer who conducts covert surveillance of employees when they are at a Christmas function or enjoying Friday night drinks together, or a social club get-together on a weekend, then uses the video footage to embarrass, harass, blackmail or discipline employees.  If the function is conducted out of work hours and physically outside the normal workplace, the employees are neither at the workplace nor ‘working’, and hence are not ‘at work’ according to the Bill’s definition.  Yet the Bill does not regulate such conduct in any way.

Furthermore the Bill at clause 10 prohibits the use of a device, normally used for notified surveillance of the employee at work, if it is also used for surveillance of the employee when the employee is not at work.  However this does not cover the scenario where the employer uses a device only switched on when the employee is not at work
.

For example, it is our reading that the Bill will not prohibit an employer from using a tracking device to determine the location of an employee’s work-provided mobile phone or fleet vehicle while the employee is off duty, so long as they don’t use the same tracking device when the employee is also on duty.  Potentially such conduct could be more privacy-invasive that any surveillance conducted while the employee is ‘at work’.

When is the employee ‘at work’?

The definition of ‘at work’ in clause 4 encompasses:

· any time the employee is at the workplace, and

· when the employee is ‘working away from’ the workplace.

This definition, which attempts to address one of the flaws in the WVS Act, is commendable.  In particular with the expansion beyond just video to computer and tracking surveillance systems, it is absolutely necessary to incorporate a concept of the workplace beyond the physical boundaries of the traditional factory or office.

However we have some concerns about the practical application of clause 10, which prohibits the use of a notified surveillance device when the employee is not ‘at work’.  In this age of flexible work practices and expectations that many knowledge workers for example will always be ‘connected’, how will clause 10 apply to the employee who decides to check their emails from their home computer, or their work-provided laptop, on the weekend?  Is this being ‘at work’?  Does the answer to this question depend on their intentions and/or their actions at the time?  For example, if the purpose of logging on on the weekend is to send or receive personal emails, but then the employee finds a work-related email and decides to respond to it immediately, are they ‘at work’?

If the employee is not ‘at work’ in such a scenario, the employer would be breaching clause 10 if their notified computer surveillance system operates at all hours.  However to switch off any surveillance systems ‘out of hours’ may run the risk that the harms that the employer’s surveillance is intended to prevent – such as the sending of harassing or offensive material, the disclosure of trade secrets or other breaches of confidentiality, or non-compliance with laws or policies governing record-keeping such as for stockbrokers – would simply occur ‘out of hours’.

In this type of work environment, neither employee nor employer is able to draw absolute distinctions between when they will be at ‘at work’ and when they will not.  

We therefore recommend that:

· clause 8 be amended so that the prohibition on the use of covert surveillance without authorisation include any covert surveillance of the employee when not ‘at work’, even if the employee is using work-provided resources (vehicles, phones, computers, internet accounts, email accounts, etc) for personal use
, and

· clause 10 be amended so that overt surveillance of an employee can include overt surveillance of the employee when not ‘at work’ but nonetheless using work-provided resources (vehicles, phones, computers, internet accounts, email accounts, etc) for mixed work and/or personal use, where such surveillance is a continuation of the same overt surveillance conducted ‘at work’, but only where the purpose of the surveillance is appropriate to continue after hours, and only where the employer is unable to distinguish between when an employee is going to be ‘working’ away from the workplace and when they are not
.

What of an employee who has ‘clocked off’ at 5pm, but then stays back in the office to 6pm in order to use the work-provided internet or email access for personal use out of work hours, as allowed by the employer’s policy?  The use of work-provided internet or email access for personal use, and what expectations of privacy the employee can expect both in the workplace and outside of it, is a complex issue, about which both employees and employers are searching for guidance.  This Bill fails to deliver any guidance in this area at all.

These scenarios further reinforce our argument that overt surveillance must be regulated by a set of comprehensive privacy principles, not just signage and notification requirements.

Use of covert surveillance material

The Bill provides at clause 28(2) the circumstances in which surveillance material, obtained covertly with a magistrate’s authority, may be used or disclosed.  Categories (b)-(d) each require a test in which the use or disclosure is for a purpose that is ‘directly or indirectly related to …’.  We suggest that an appropriate additional threshold be that the purpose also be ‘reasonably necessary for …’.

The Bill provides at clause 28(3) that illegally obtained surveillance material (that is, material gathered through covert surveillance that was not authorised) may still be used or disclosed in some circumstances.

There are two circumstances in which material could potentially be gathered through covert surveillance that was not authorised:

· the employer who intended to conduct visible surveillance, but whose actions accidentally tipped them into the definition of ‘covert’ surveillance, and

· the employer whose intention was to conduct hidden surveillance, and who does so without obtaining the appropriate authorisation, whether through ignorance of the law or by intention.

That the Bill does not distinguish between these two categories is of concern, as previously dealt with above.  Furthermore there should be a distinction between the covert surveillance which could have been carried out with a magistrate’s authority but wasn’t, versus that which could never have been authorised in the first place.

We suggest that any use or disclosure of illegally obtained surveillance material is inappropriate in circumstances where an authority to conduct the covert surveillance could not have been lawfully obtained in the first place.  That is, where the purpose of the surveillance was outside the terms of clause 13(1) in the Bill (eg. if the covert surveillance is conducted with the purpose of monitoring an employee’s work performance, or is conducted in a toilet facility), it is our argument that any use or disclosure of the surveillance material obtained must be prohibited.

We submit that if Parliament has set rules about when covert surveillance can not be authorised in the first place, a person who contravenes those rules should not be able to benefit from their unlawful conduct in any way.  To prevent the use, disclosure, or admission into evidence of illegally obtained surveillance material, where its collection could never have been lawfully authorised in the first place, would also provide greater certainty and relief for the subjects of illegal covert surveillance.  Such an approach would be consistent with the Legislative Council’s recommendations in relation to illegally or improperly obtained forensic material
.

Blocking email and internet access

Clause 11 provides an important privacy protection by preventing an employer from blocking emails without notifying the employee.  Yet the exemptions to the general rule, in clause 11(2), are too wide.  In particular, clause 11(2)(c) represents a significant restriction on free speech and the privacy of communications.  This places the employer in the position of censoring speech in a covert way.  There may be various legitimate reasons that material that reasonable persons would find offensive should nonetheless be communicated by electronic means.  An example would be a person who has received an offensive document, which incites racial hatred.  The person seeks to forward a copy on to the Anti-Discrimination Board to lay a complaint, or perhaps to the local newspaper as part of a protesting letter to the editor.  For these reasons we recommend deletion of clause 11(2), such that any blocking of website or emails must always be notified to the employee.
Enforcement

Overt surveillance

In terms of enforcement of the overt surveillance provisions, rather than the criminal offence approach to non-compliance with the ‘covert surveillance’ provisions of the Bill, we recommend that there be a system of civil remedies available for any non-compliance with the overt surveillance provisions, more in line with existing information privacy laws.

For example, there should be the ability for any person affected by the conduct of overt surveillance to lay a complaint with the NSW Privacy Commissioner in the case of refused access to the surveillance material, unethical use or unauthorised disclosure of surveillance material.  As with existing information privacy laws in NSW, the Privacy Commissioner could attempt to conciliate the complaint, or the complainant could seek an enforceable remedy in the Administrative Decisions Tribunal
.

Covert surveillance

The WVS Act has not proven a successful model in terms of prosecutions for breaches of the covert surveillance provisions, despite evidence of widespread non-compliance with the Act
.  To our knowledge there have to date been no prosecutions, although one matter has been referred by the Industrial Relations Commission to the Attorney General for consideration
.  It would appear that no single agency has both the capability and willingness to investigate and prosecute for breaches of the offence provisions of the WVS Act
.

Although this Bill provides one possible workable alternative, which is to allow an industrial association to prosecute a breach of the covert surveillance offence provisions, we recommend additional powers and funding for the NSW Privacy Commissioner to undertake this role, to cater for situations where there is no union who can represent the employee, or where the employee is not a member of the relevant union.

Evidence of the lack of any prosecutions under the existing WVS Act, despite Privacy NSW’s evidence of widespread non-compliance, suggests that the threat of criminal sanctions may not act as a deterrent to employers, who will likely be aware of the inherent difficulties in mounting prosecutions.

Recommendation 105 of the NSW Law Reform Commission in its 2001 review of surveillance was that subjects of unlawful covert surveillance should have the right to gain a civil remedy
.  We support this recommendation, and do not believe that it is unreasonable that the covert surveillance operator is potentially subject to both a criminal and civil penalty.

We also support the recommendation of the NSW Privacy Commissioner that a person subject to covert surveillance should be able to seek a civil remedy if it can be subsequently established that an application for covert surveillance was not made in good faith
.

We therefore recommend a civil complaints model for non-compliance with the covert surveillance provisions, as per that proposed above with respect to overt surveillance.

Accountability

The Bill provides, at clause 26, a system by which employers with a covert surveillance authority must provide a ‘report back’ to the magistrate on various matters, including ‘any action taken or proposed to be taken in light of the information obtained’.   Under clause 26(6), the magistrate may then order that the employee who was the subject of the surveillance be informed of and/or given access to the surveillance material.  We approve of these provisions.

We also commend the requirement, at clause 32, for a report to be tabled each year by the Attorney General on the number of covert surveillance authorities sought, and the number issued during the reporting year.   However we suggest that the report should also include details of:

· the type of surveillance requested / authorised (ie. camera, computer or tracking), and

· what actions were taken after the period of surveillance (as reported back to the magistrate under clause 26), and

· whether or not the magistrate made any subsequent orders in relation to the employee subject being informed of or receiving access to the surveillance material (under clause 26(6)).

An additional accountability measure would be to allow for the random or periodic audit of local court files by the Privacy Commissioner to assess the operation of the scheme, including compliance with the report-back requirements.

Conclusion

While advancing the reasonable protection of employees privacy by expanding on existing law to cover not only video but all camera, computer and tracking surveillance, the Bill fails to actually regulate the conduct of overt surveillance beyond signage and notification requirements.  The reality for many employees is that they will continue to have no choice about whether or not they are to be subject to surveillance in the workplace, and how surveillance information may be used.  

This is particularly disappointing, given the amount of work already conducted in the past decade by NSW government agencies in the industrial relations, privacy and law reform fields to develop a workable model of regulation for overt surveillance.

The rigid dichotomy between ‘notified’ and ‘covert’ surveillance, and the dichotomy between when an employee is or is not ‘at work’, are concepts which we do not believe will translate easily to the real world.  There is a risk that employers who are trying to ‘do the right thing’ will nonetheless find themselves in breach of the law and facing criminal sanctions, yet at the same time a wronged employee has no ability to obtain a civil remedy for an invasion of their privacy.

We have also identified several key loopholes in the Bill, which would allow employers to conduct covert surveillance of employees while they are not at work, and also may conduct covert surveillance of clients and visitors, even in particularly private areas such as toilets and change rooms.  Furthermore we believe that the Bill provides inadequate protection for employees against the conduct of covert surveillance by an employer who has not obtained the requisite magistrate’s authority, and provides little protection against the misuse of any information obtained as a result of such unauthorised and covert surveillance.

We are also disappointed that the enforcement model proposed in this Bill follows that of the existing Workplace Video Surveillance Act, despite evidence of the failure of that Act, with no prosecutions in over five years despite evidence of widespread non-compliance.  We propose an alternative model.

In conclusion we believe that this Bill promises much, but delivers little of benefit to either employers or employees.

End.



For further information please contact:

Nigel Waters, Board Member and Policy Coordinator
Australian Privacy Foundation
Phone: 02 4981 0828 and 0407 230342
E-mail: nigelwaters@iprimus.com.au
APF Web site: http://www.privacy.org.au 


� There are exemptions for the employee records of private sector employees under the Federal Privacy Act 1988 and the NSW Health Records & Information Privacy Act 2002, and for any information about the suitability of public sector employees under the NSW Privacy and Personal Information Protection Act 1998 and the NSW Health Records & Information Privacy Act 2002.


� See Attachment 1 to Submission by Privacy NSW to the Director General, NSW Attorney General’s Department on the Workplace Video Surveillance Act Review, October 2003, available from � HYPERLINK "http://www.lawlink.nsw.gov.au/privacynsw" ��www.lawlink.nsw.gov.au/privacynsw� 


� See pp5-6 of the Submission by Privacy NSW to the Director General, NSW Attorney General’s Department on the Workplace Video Surveillance Act Review, October 2003. 


� See p20 of the Privacy NSW 2002-03 Annual Report.


� See pp6-18 of the Privacy NSW Submission on the NSW Law Reform Commission Report 98, Surveillance: An Interim Report, June 2002.


� See clause 8, and possibly also clause 10, in the Bill.


� See clause 28(3) in the Bill.


� See the definition of ‘employer’ in clause 3 of the Bill.


� See clause 5(4)(b) of the Bill – the usual requirement of providing 14 days notice prior to commencing surveillance (see clause 5(2)(a)) sensibly does not apply in cases where the surveillance existed before the employee commenced working for the employer, but under clause 5(4)(b) the employee must still be given notice in writing “before commencing work”.


� See pp6-18 of the Privacy NSW Submission on the NSW Law Reform Commission Report 98, Surveillance: An Interim Report, June 2002.


� See clause 5(3) and 5(4)(a) in the Bill.


� See part 14 of the NSW Government Policy Statement and Guidelines for the Establishment and Implementation of Closed Circuit Television in Public Places, which also recommends the relevant Australian Standard, AS 2342 – 1992.  The policy is available at � HYPERLINK "http://www.lawlink.nsw.gov.au/cpd.nsf/pages/cctv_index" ��http://www.lawlink.nsw.gov.au/cpd.nsf/pages/cctv_index� .


� The prohibition on either overt or covert surveillance being conducted in a toilet area, change room, etc, only applies to surveillance of ‘an employee’ – see clause 9 in the Bill.  Thus hidden cameras within public toilets or a changing room in a retail clothing store will not be prohibited by this Bill.  Other privacy-related legislation is still inadequate in this area, as the capturing of images by small businesses is unregulated by the Federal Privacy Act.  Filming for sexual gratification purposes will covered by the Summary Offences Act, but other types of surveillance will not.


� That is, a device which is not part of a ‘notified surveillance’ system used ‘at work’.


� Where the personal use of work-provided resources when not at work is allowed under the employer’s policy, there should be no need for covert surveillance.  If there is a suspicion that the employee is engaging in criminal activity when not at work, it is a matter not for the employer but for the police.  If the suspicion is that the employee is using work resources for personal use if not allowed by the employer, then the employer should use means other than covert surveillance to determine whether or not the employee is breaching the policy.  Such means could include overt surveillance, if in accordance with appropriate privacy standards as recommended above.


� This proposal would for example require tracking devices in vehicles and phones to be switched off when the employee is not working (ie. where both employee and employer can define their normal working hours), but would allow continuous monitoring of internet and email use through work-provided email or internet accounts.


� Legislative Council Standing Committee on Law and Justice, Review of the Crimes (Forensic Procedures) Act 2000, Report 18, February 2002. See recommendation 51.


� The ability for a complaint to proceed from the NSW Privacy Commissioner to the Administrative Decisions Tribunal, and for the Tribunal to deal with privacy complaints against private sector as well as public sector respondents, will commence on 1 September 2004 when the NSW Health Records & Information Privacy Act 2002 commences.


� See p6 of the Submission by Privacy NSW to the Director General, NSW Attorney General’s Department on the Workplace Video Surveillance Act Review, October 2003.


� Staal and Tupene and Health and Research Employees' Association of New South Wales (on behalf of Nagy and Others) and Western Sydney Area Health Service [2004] NSWIRComm 27.


� See pp6-7 of the Submission by Privacy NSW to the Director General, NSW Attorney General’s Department on the Workplace Video Surveillance Act Review, October 2003.


� See the discussion at 10.38 of the Report.


� See p24 of the Privacy NSW Submission on the NSW Law Reform Commission Report 98, Surveillance: An Interim Report, June 2002.
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