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The Australian Privacy Foundation

The Australian Privacy Foundation (APF) is the lagchon-governmental organisation dedicated to
protecting the privacy rights of Australians. Wmdb focus public attention on emerging issues twhic
pose a threat to the freedom and privacy of Ausimal

Since 1987 the Australian Privacy Foundation hdghe defence of the rights of individuals to cohtr
their personal information and to be free of exsesmtrusions. We use the Australian Privacy Cérasis
a benchmark against which laws, regulations angapyiinvasive initiatives can be assessed.

For further information about the organisation, \seev.privacy.org.au

We note that the Foundation has not been ablevimtel@s much time to the review of the Blueprird an
the preparation of this submission as it would Hael, due to severe resource constraints. Tétdlaee
months has seen a unprecedented number of impartpnties and reviews to which we have been asked
to make submissions, often at very short notiae eontrast to your relatively generous consultation
period. While noting these constraints, we ackeolgé that NeHTA'’s previous stages of consultation
have given us an opportunity for input to the depeient of the Framework

General Comments

The Australian Privacy Foundation welcomes the aagin to privacy issues taken in relation to this
project. In particular, we welcome the extensigasultation to date, the six ‘privacy tenets’ dimel
proactive commitment to common privacy principlesctibed in Section 3.1. We commend the approach
that recognises that it is not yet known whether groposed UHI organisation will be a public, pt&/ or
hybrid organisation and therefore to which privaaysdiction it will be subject.

Specific Comments

Comments below relate to selected sections of deardent, with particular regard to the specific
questions raised in section 4.

While we are primarily concerned with the IHI, asffects the privacy of patients and citizensretere
also important privacy considerations relatingn® proposed HPIs. While there will be significanblic
accountability interests to balance against tiveapy interests of health professionals, they sthowit
automatically lose all rights to privacy.

Section 2.1.1

We note the risks identified by NeHTA in respeda turrent arrangements for identifying individuals
within the health care system. The Blueprint nargj for example, the risk of medical results being
inadvertently sent to the wrong doctor and/or aleetwrong individual where names are similar. The
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UHI is intended to prevent such problems from odogr It is important to note that while a UHI can
provide a more accurate way of identifying eachvildial, the possibility for errors can still aris€or
example, human and technical errors will still aowith a UHI system, and sufficient protection ne¢al
be in place to minimise any risks to privacy shaudh errors occur. There are many examples téregs
based on unigue identifiers where are individuedssgnt the wrong material, or contacted in error —
sometimes on a more significant scale than occithspaper-based errors. So while a UHI system lshou
in principle reduce instances of mistaken identttis important to bear in mind that such a systestill
open to significant errors, and steps taken toggtdhe data should reflect this reality.

Section 2.3.1

This section states that “Medicare Australia wdudrequire to undertaken appropriate consent and
notification processes before the IHI can be cokatesclosed and used by the UHI organisation”.
However, in a later discussion in Section 4.1, @aesl mentions that “Medicare Australia would bet
able to create any identifiers until individual®yided express consent”. There appears to be some
ambiguity here as to who will be creating and isguhe IHI — will it be the UHI Organisation or
Medicare? If Medicare will be doing so, will ththen retain a record of the identifiers on thesteyn?

From a privacy perspective such a process coniairesent risks to the integrity of the UHI systeifwo
approaches could be considered to avoid this situafThe preferable approach would be for Meditare
pass on information about individuals who providasent, and have the UHI Organisation issue the UHI
Or alternatively, if Medicare were to issue the U#Htails of that UHI and the person attached shdtuld
be deleted as soon as the information has beeagasgo the UHI Organisations.

The UHI must in no way be linked to any other umiddentifiers related to the individual. This pois
particularly crucial in the context of the propossat-called’ Access Card. Our concerns about this
National Identity Card project are detailed on website atvww.privacy.org.au The government has to
date failed to explain how the ‘Access Card’ wélate to Medicare administration. Until such tinsetlae
government is prepared to explain this relationsivig submit that any Access Card number or registra
must not be linked, or be able to be linked in a@y, to a person’s IHI.

Legislation should be enacted to ensure that théslhiot the same as the Access Card number, and is
no way linked or be able to be linked to the Acdgasd number or any other existing or new unique
identification number.

The public confidence and trust essential for thexess of a UHI system will be destroyed if therany
suspicion that it will be used for administrativeemforcement purposes as opposed to health care.

Section 2.3.5 - Use and Disclosure

The Blueprint states “IHI and HPI data held in theords will be disclosed primarily to providerslan
provider organisations for use in the course ofvdeihg healthcare to individuals”. The circumstas in
which information is disclosed needs to be madesmeaplicit. It should only be disclosed to provsien
two circumstances: Firstly, when searching agaiosteone’s details (such as name, DOB and address i
necessary) to find what an individuals UHI numlsefor the purposes of then using that UHI to attach
health record. Secondly, when searching agaipstson’s UHI number to confirm personal detailsubo
the person (that is, to confirm details alreadyptied by the person). The UHI data should notlie &
be accessed simply to find out other details ati®iperson that have not already been voluntearéiaeb
individual. A person should be able to accesstihasarvices anonymously (as supported by 3.1hef t
Blueprint), and accessing information about anviiallial using the IHI as a key, where this inforroatis
not given to the provider by the individual, maydermine the possibility for anonymity.

Section 2.3.6
It is stated that the mechanism for managing aigedrepresentatives for individuals may involve th
UHI Organisation linking two IHIs. While it is nabade explicit in the Blueprint, we take this toane

that the IHI of a carer and the patient, or a paaexl their child, for example may be linked. Magon is
given as to why this linkage would be necessaryperson should be able to act as an authorised
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representative of another without recourse to ttlir Furthermore, it would seem to involve a putal
breach of the primary (or even secondary purpase)hich the carer/parents IHI was issued in that fi
place — that is, it is not issued to further thaltiecare interests of another person. We request
clarification on this point, and suggest it be sgbjto further consultation.

Section 3.11

We welcome the support given in this section ofBheeprint to the anonymity principle, where it is
practicable. As the Blueprint acknowledges, tleeesignificant areas of health care where anornyisit
essential to ensure that individuals present faguibsis and treatment, and this is not just inrtterests
of those individuals but also for public healthexjves.

Section 4.1

The question of the scope of activities that candasonable characterised as ‘healthcare’ reqfuirtser
consideration. The first issue is whether the sanfghealthcare’ providers should be defined byHNA
alone or by a wider consensus. The second issumieather the individual will be bound by this détiion,
or whether they will be able to chose or ‘opt aftusing their IHI for certain providers even ikthare
defined as ‘healthcare providers’ by the overaditegn. For example, if NeHTA were to include dental
practitioners in their definition, but an individwdid not wish to use their IHI for dental visitjch a
choice must be supported by the system. (Thiseisame as the point made in the third paragragérun
Section 4.2 below.)

Section 4.2 Key questions

The best way to ensure consent requirements nlegarg privacy laws is to adopt an ‘opt in’ approac
Unless an ‘opt in’ approach is taken, it is difficio ensure that any consent given is fully infedn An
‘opt out’ approach will not meet the test of ‘infieed consent’, as it is impossible to know whetlaahe
individual has understood or even read informatiat is sent to them informing them about the psapho
An ‘opt in” approach allows individuals to make active choice about being part of the UHI systemd, a
it is therefore easier to be assured that inforomesent has been provided.

If NeHTA were to take an approach of ‘lawful autipand notice’ described in Question 3 of this
Section, it is important to note that such an atityronust not simply provide NeHTA with blanket
authority to apply a UHI to every individual withiostill also applying the consent requirements.y An
such law developed would still need to include glirces around how informed consent would be sought
from each individual before being issued with a URhe development of legislation does not therefor
take away from NeHTA the decision as to how besiaiodle consent requirements (as the individual
should still be given a choice as to whether orthey want a IHI), though it would have the effett
clarifying in legislation the role of Medicare inliecting information on behalf of NeHTA.

Another consideration with consent requirementsisjust a person’s consent to being issued a dltle
first instance, but their ongoing consent in regdadeach transaction. For example, will the irchial be
able to access the health care system withoutereterto their IHI if they so choose to do so for a
particular transaction? Such an opportunity needse supported in the system design to maximise th
degree of control individual can exercise overttaadling of their health information. (See privaeget
3in Section 1.3)

Section 4.3.3

We agree with NeHTA that, on a practical levelréheill be healthcare administrators who will regui
access to IHI records for the purpose of procesdtgils relating to a particular health care event
general, this practice would be reasonably expdayetost individuals accessing a health care servic
However, while this practice may be relatively gfdforward to monitor in relation to single or dina
health care providers, problems are likely to ainselation to large health care providers (sugh a
hospitals or health care groups). Therefore,imjgortant that strict guidelines are developedaftress to
the IHI by health care administrators to preventsgband the chance of errors within the system.
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It is important to note that there are some northeare providers who should in no circumstanaes b
able to access an individuals information via tHe IAmongst these would be health insurance pergd
many of whom are often closely linked to healthecairganisations. There need to be clear and kindin
rules preventing such access as an incidentaltrespdrticular corporate affiliations.

Section 4.4

This section outlines the data fields that willibeluded on a person’s IHI. What is not clear fritra
Blueprint is whether all fields will be compulsor, whether some remain optional for the individiaal
include — clarification is needed on this pointls@ in some instances, the purpose for which aqodar
data field is collected is not clear — it shouldchear to the individual exactly why certain datds are
being collected (for example, for identificationrpases only, or to facilitate possible secondasgagech
purposes, or any other reason).

Some of these data fields may raise privacy corscern

Home phone number — Is the purpose of this dalid tieaccurately identify the individual? Or
is it to provide a contact number for the indivitudf for identification purposes, what
provision is made for individuals with silent hoqleone numbers who would prefer not to
provide this? If for contact purposes, what prmriss made for the individual to provide the
preferred contact phone number, rather than horaegohumber?

Mother’s original surname — Once again is thisid@ntification purposes?

Birth plurality and birth order — It is difficulbtsee that such data would be necessary for
identification purposes. Is it therefore beingecied to envisage possible future health
research purposes? As NeHTA has not yet madeenigidns about the scope of secondary
uses to be supported (see Section 4.8), the includithese data fields cannot be supported at
this stage. Further clarification and consultatimuld be required on this point.

Section 4.6

One question raised here relates to a Shared EttRasks whether the future potential for this mise
further questions. The short answer is yes. AGhBHR raises numerous privacy questions, none of
which have been addressed or considered withiprbygosed Blueprint. At present the IHI only prasd
the health care provider with a pointer to basanidfication information about the individual —mikal
records are explicitly excluded from the projedising the IHI to access a Shared EHR in effectiples/a
health care provider with access to clinical infatibn about the individual, not just basic idewttion
data. Such a proposal therefore lies way beyoadtope of this Blueprint. If it is possible teath a
use may be permitted in future, then it needs tddzdt with in the scope of this project, and riotpdy
viewed as an ‘add on’ at a later stage. In thaéchleHTA needs to be open about the fact that the
proposed IHI may in future provide a health ca@viater with access to an individual’s clinical
information. Without such advice, individuals magt be able to make an informed choice about whethe
they want to have a UHI, and the privacy tenetsvbith the proposal is based would be severely
undermined.

One approach to this issue would be to make exnichis Blueprint, and in an accompanying ledisia,
that the use of an IHI to access an individual’'ar8td EHR would only occur with the informed and
explicit (ie ‘opt in") consent of the individual noerned. And further, that the scope of the aceessd
be fully explained to the individual, with the indiual being given the ultimate say about whichviters
may access their Shared EHR using the IHI.

Thank you for the opportunity to comment on the NiéHPrivacy Blueprint. Please do not hesitate to
contact us if there are any matters raised heteythawould like to clarify or discuss further.



