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1. Overview 

1.1 The APF is concerned with the privacy protection issues associated with the Driver Licence Smart Card Proposal.  

1.2 The proposal outlined in the consultation booklet and through briefings is not specific as to the number and type of organisations that might require access to the card or the information to be stored in association with the use of the card.  These comments are therefore general in nature.  Once these details are settled (and for each time additional access or functionality is proposed to be added to the system), there should be conducted a proper Privacy Impact Assessment, with the results made public and debated before any final decision is made to go ahead.

1.3 Our general impression is that the proposal has not been well thought through, and many of its implications have not been recognised. Experience suggests that multi-function cards invariably involve unsatisfactory compromises, and are often much more expensive to implement, and less effective for any of the purposes, than well designed limited purpose cards.  From a privacy protection perspective, keeping strict boundaries between major sectors such as finance, transport, and health is essential, and cards which attempt to cross these boundaries are a major threat.

2. Legislative Framework

2.1 The proposal raises such significant privacy issues that it should only proceed within an adequate legislative framework.  To not do so risks significant breaches of privacy which may lead to public criticism and rejection of the system and possibly an increased level of identity and commercial fraud.

2.2 APF considers it inadequate for QT to simply comply with Queensland Government's Information Standard number 42 (IS 42) as it provides no certain protections, no enforcement mechanisms and no control over likely function creep.  The Minister for Transport's media release of 29 September 2003 quotes the Minister as saying, "Depending on the private sector's interest in a public private partnership, the new system may involve no cost to Queensland taxpayers", indicating the clear intention that the card become a stored value card with various commercial partners from the private sector seeking to negotiate differing degrees of functionality and access to the card.  

2.3 The APF submits that it is essential that there is a legislative framework to address the following issues:

· a right to make a complaint and have it investigated by an independent body if the response from the service provider (be that QT or a commercial service provider) does not satisfy the complainant.

· a right to compensation for economic loss and for a breach of privacy and an independent body to pursue these matters on behalf of citizens.  Under existing laws individuals will not have a right to compensation for breach of privacy and in any event would not be able to afford to take legal action.  

· a statutory prohibition against any person other than QT, the police and other authorised law enforcement agencies from gaining access to any personal information that may be stored on the card.

· the persons to whom and the circumstances under which access to personal and/or transaction information is to be allowed should be spelt out in legislation.

· supervision of function creep.  APF submits that this should occur only with each stage being explicitly subject to a Privacy Impact Assessment and parliamentary oversight.

· the type and range of information that can be stored on or linked to from a card.  For example there needs to be a policy debate about whether traffic offence or e-card toll booth information is available.  The APF strongly opposes any such storing or cross linking of information.

2.4 The pressure for the cost of the introduction of the card to be offset by revenue from commercial service providers will be considerable with all the consequent compromises and  changes to the scheme.  The APF suggests that it be single purpose card but in any event it is vital that there be a clear legislative framework to protect the privacy of card holders.  

2.5 Overall the APF considers that the proposal is of such significance that this provides an excellent opportunity for Queensland to follow the lead of NSW, Victoria, the NT and WA and introduce general Privacy legislation for the state public sector, although there will also need to be specific statutory privacy protection for the card scheme.

3. Commercial Use of Smart card

3.1 APF has serious concerns about the drivers licence card being used for anything other than the storage of information relating to QT's driver licensing function and emergency information stored only with the consent of the card holder.  

3.2 The more functionality that the card has, the greater the risk of unauthorised access and the more it serves as a quasi-identity card and raises the expectation in society that everybody should have one.  This threatens an individual's freedom in society as not all people have driver's licences nor want one.  Community expectations about individuals carrying and being able to produce an identity card are increased and this can then restrict the movement (or a person's perception of their freedom of movement) for those that are not a cardholder.

3.3 Stored value cards may be of considerable utility to society in certain circumstances but to combine them with a card that carries personal information increases the risk that transaction records (time and place of purchase, nature of goods and services purchased, price) will be correlated with that personal information and used for marketing, speculative law enforcement or general monitoring of a citizen's movements and habits.  

3.4 Once there is permitted access by numerous agencies or businesses or technologies (ie online, hand held, desk top etc.), there becomes a need for complete access by someone which will be resisted by various parties with differing interests.  Keep it simple!

3.5 Policy on this issue should proceed on the basis that:

· no security system is foolproof and human or technical error occurs in all systems from time to time

· commercial use of the card  will lead to compromises that will trade privacy for commercial advantage and this is unacceptable. 

· hacking is likely at some stage to make this information accessible to unauthorised persons.  

· law enforcement's investigation powers are being significantly enhanced at the present time and thus they will be able to access information more easily than before. We recognise the support giving law enforcement agencies appropriate tools and powers, but experience of abuses warns us against acceding too readily to their ‘wish lists’.  Powers and access to information need to be rigorously justified and subject to strong safeguards.  

4. No cost penalty or financial advantage associated with choosing stored value card option

Each proposed possible commercial use of the card should be carefully evaluated and entirely optional for users.  If commercial use is allowed (which we strongly oppose), there should be no cost penalty for a user who chooses not to have any commercial service access on their card.

5. Storing photographs and signatures electronically

5.1 The primary form of checking proposed by the scheme is photo matching.  This is a low-grade method of checking identity and raises various fraud and security issues.  APF submits that QT should examine a system which has a stored algorithm (biometric) for each person rather than a photo.  The potential invasions of privacy possible with a database of stored photos are too great and algorithms, which cannot be re-constituted into an image, would be more accurate and more secure.

5.2 Storage of the biometric only on the card and not on a central database is also preferable. There is a considerable literature on these options which does not seem to have been considered.

5.3 The discussion paper raises the possibility of for licence renewal and replacement over the phone or online "subject to strong authentication processes".  We understand that this is not by way of digital certificate but rather by PIN number.  We would not consider this "strong authentication".

5.4 The APF refers to Option A and B outlined in the Fact Sheet Five: Privacy protections and, subject to comments above, submits that Option A is a better and more appropriate system than Option B.  
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