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3 February 2005

The Hon Philip Ruddock MP

Attorney-General

House of Representatives

Parliament House

CANBERRA    ACT    2600
Re: Document Verification System

Dear Attorney,

We are writing to request some details of the proposed Document Verification System (DVS), and to express our concerns about the lack of publicly available information or consultation about the project.

The project itself

Recent press coverage alerted us to the fact that the Australian Government is working on a realtime, online DVS project, which should be ready to pilot in the next few months, subject to Cabinet approval and legislative changes.

We understand that the DVS is intended to enable users of the system to quickly check the veracity of documents such as birth certificates and drivers’ licences.  The objectives of a DVS have been described as to help prevent identity fraud and theft.

Identity fraud and theft not only facilitate a wide spectrum of crime, but in the case of identity theft, present a very serious privacy invasion for the person targeted.  As privacy advocates we therefore take this issue very seriously - we too want systems that will prevent identity theft and fraud.

However our concern is to ensure that such projects are measured - that they will meet their objectives of reducing opportunities for identity theft, and not exacerbate the problem; that they present a proportionate response to the problem; and that any less privacy-invasive alternatives are preferred.

Our concerns about the broader impact of any project relating to identity management include whether in introducing a single database or system ‘proving’ 

someone's identity we may create a false sense of security, and a new opportunity for the organised criminal to exploit.

We are also concerned about the impact on society as a whole – that when we start to rely on ID systems, it may lead to a situation where government and business organisations start to ask for proof of ID for even simple and routine transactions.

The lack of consultation about the project

The Australian Privacy Foundation is concerned about the lack of public consultation and publicly available information about the DVS project, given the privacy risks posed by any scheme to increase the sharing of personal information between organisations, whether State or Federal government, banks or other businesses.

The lack of publicly available information about the project presents a level of secrecy that is surely unwarranted.

However we welcome your recent assurances, and those of your colleague Senator Ellison, via the media that there are no plans to introduce or use a single identifier to link information about people, and no plans to create a central database.

We would welcome any further detail you can provide about the scheme, including a copy of the feasibility study reportedly conducted by the Attorney General's Department.

In particular we would appreciate it if you could answer the following questions: 

· how will the system work?

· what is the evidence that a DVS will achieve its objectives?

· what will be the total financial cost of developing and maintaining a DVS?

· has a cost / benefit analysis been conducted? 

· what alternatives have been considered for achieving the same objectives?

· has the Privacy Commissioner identified any less privacy-invasive alternatives?

Our questions about the privacy implications of the scheme include: 

· what decisions have been made about who will have access? 

· in what circumstances? 

· what personal information will they get? 

· in what circumstances will personal information be disclosed? 

· how would the system be audited? 

· what would prevent misuse of people’s personal information?

In closing we request that before progressing the DVS project further, an expert, independent Privacy Impact Assessment (PIA) into the proposal be conducted and published.  We request that a PIA be conducted as soon as possible rather than after any pilot, so as to build appropriate privacy protections into the design of the system up-front.

We also seek a public consultation period before the project proceeds.

Yours sincerely

Anna Johnston

Chair, Australian Privacy Foundation 

Phone: (02) 9432 0320

About the Australian Privacy Foundation


The Australian Privacy Foundation is the main non-governmental organisation dedicated to protecting the privacy rights of Australians. The Foundation aims to focus public attention on emerging issues which pose a threat to the freedom and privacy of Australians.

Since 1987 the Australian Privacy Foundation has led the defence of the rights of individuals to control their personal information and to be free of excessive intrusions. For further information about us see www.privacy.org.au
Contact Details for the APF and its Board Members are at:

http://www.privacy.org.au/About/Contacts.html
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