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Submission
We congratulate the Commission on a well researched and argued and comprehensive options paper, and welcome the opportunity to provide further input to this reference.
We share the Commission’s view that adequate workplace privacy protection requires regulation/law reform – there is too big a gap in the coverage of other laws and regulations for the community to be satisfied with the status quo, and there is no immediate prospect of any other initiatives at a national level to fill the gap.

We support the Commission’s focus on practices to avoid potential jurisdictional conflict with Information Privacy laws, which should nevertheless remain applicable to any personal information held as a result of monitoring and surveillance.  Regulation of practices also covers possible gaps in application of information privacy laws - eg. if general surveillance videos and logging of telephone extensions and email addresses are not considered ‘personal information’ under information privacy laws.

We take the view that neither of the two options put forward in the paper are in themselves satisfactory, but a hybrid law drawing on both would be appropriate.

Option 1 
This option as outlined is too bureaucratic – it is effectively a licensing regime.  Many thousands of employers in Victoria would wish to carry out some form of approved monitoring – if only the use of security cameras or email logging, and it would be a logistical nightmare if they all had to seek approval.  
Experience of data protection licensing/registration schemes in Europe is that they are enormously resource intensive, and incur significant costs and resentment – creating a negative impression of the law amongst affected organisations, without necessarily benefiting affected employees.  The regulator concerned has no real ability to assess individual applications and ends up rubber stamping ‘template’ applications many of which will hide non-compliant practices.

It is unrealistic to expect any regulator to be resourced adequately to carry out audits across a large pool of employers – most existing privacy regulators do not even have adequate resources to handle complaints comprehensively.

Prior approval is however appropriate for covert surveillance, although there may be some definitional difficulty in ‘operationalising’ what is meant by covert – just telling employees that they may be monitored should not count as overt. 

The NSW Workplace Video Surveillance Act model of covert surveillance warrants should be looked at as starting point – it would be instructive to review experience of the number and type of applications for warrants under that Act if that information can be obtained from the reports prepared for the NSW Attorney-General.
Approval of covert surveillance should be on a case by case basis – it would not be acceptable to approve industry wide covert surveillance practices.

For overt surveillance, however, the concept of industry wide authorisations under Option 1 appears similar to binding Codes of Practice which we support as explained below in relation to Option 2.

Option 2

A principles based approach is attractive but employers would need more guidance than just high level principles of fairness, transparency and proportionality.  The application of these in a workplace privacy context needs to be spelt out in some detail to provide an adequate basis for compliance.  While it would be helpful to have some more detail in the law itself, we also see a role for Codes of Practice, to be developed by a regulator in consultation with employer and employee representatives (not initiated by industry groups). Codes should be binding but because this would make them subordinate legislation, they should be disallowable by Parliament  - a regulator should not be making the law without approval.
Despite our support for the focus on practices, leaving existing information privacy laws (the IPA and HRA in Victoria) to deal with records of monitoring or surveillance, the Commission should carefully review the coverage of these laws to ensure that concerns in relation to the storage, security, access, use and disclosure of information gathered are comprehensively addressed by the existing information privacy laws. To the extent that they may not be, a workplace privacy law should include principles to cover these areas of concern. 
A specific area of concern is the exemptions in information privacy laws for law enforcement access which are appropriate for specific investigations, but are increasingly being misused for speculative ‘fishing expeditions’.  The VLRC should specifically canvass the circumstances in which law enforcement agencies could gain access to workplace surveillance or monitoring records, on what conditions and with what safeguards.

In our view, there is no reason to deny the power to conduct audits and own-motion investigations under this Option, as these are powerful compliance and enforcement tools.  It is not sufficient to rely on complaints alone, particularly in an environment where power imbalances are so unequal – few individuals will be prepared to risk their jobs by challenging employee monitoring.  There is a particularly important role for representative complaints which should be expressly provided for in any legislation.

Preferred Option

We suggest a hybrid option of general principles in an Act for overt surveillance, with more detailed guidance in the form of one or more binding Codes of Practice.  In contrast, as already suggested, covert surveillance (carefully defined) should be subject to prior judicial authorisation.

A well resourced regulator is essential, with powers not only to handle complaints but also to conduct own-motion investigations and compliance audits.

We would welcome the opportunity to clarify any points in this submission and if desired expand on them.
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