Nomination for the Australian Privacy Foundation ‘Big Brother Awards’ 2011
BBA2011 FINALIST

Criteria for a BBA2011 Award

The purpose of these Awards is to publicise privacy-abusive behaviour.  A responsible approach is adopted.  

As appropriate for the particular Award Category the nominee should be a public or private sector individual or organization, a government program or initiative, or a private sector business activity:

· in or associated with Australia

· responsible for a truly outstanding abuse (or defence) of privacy.

For a nominee to be considered, they need to be identified, their acts or behaviours that warrant an Award need to be briefly described, and some evidence needs to be provided, preferably both some originating with the nominee itself, and some from other sources such as the media. The deed for which they are nominated should have at least partially been put into practice – they lose points for just planning or announcing something!  Further details about BBA2010-11 are available at http://www.privacy.org.au/bba/. 

A.   Name of Nominee

Full Body Scanners for Airport Security – Office of Transport Security

B. Award Category:  Privacy Abuser for an “Orwell” Award 


Most Invasive Technology – for a technology that is particularly privacy invasive.

C.   Description
Award is for ignoring the extreme risk to personal privacy posed by full body scanners when alternative measures to protect the security of airline passengers are available.

Full body scanners  use x-ray or millimeter-wave technology to 'see-through' a person’s clothing in order to look for hidden objects. These technologies are used as a security measure in some international airports, to ascertain if weapons or explosives are hidden beneath clothing. Proponents argue that full body scanners are advantageous because they do not require the physical removal of clothing or security officials to make physical contact [1]. Hence they have been described as 'a virtual strip search'. Images show very detailed images of a person's body including organs and genitals. Such things as prosthetic limbs, pacemakers and silicon implants may be identified. 
The US Government has pioneered the use of full body scanners for airport security purposes. The Transport Safety Administration (TSA) reports that 385 full body scanners have been installed in 68 US airports [1]. The total number of operational scanners in US airports is intended to rise to 1,000 by the end of 2011. In some airports, passengers have an option to be searched by traditional ‘pat-down’ methods in some locations whereas it is mandatory to be subjected to full body scans in other airport areas. A federal bill has been put forward which would make full body scanners mandatory in US airports by 2013. However, another bill has also sought to ban their use in the US.
The use of full body scanners for airport security has been controversial. Public opinion in the US has been divided. Some public opinion polls have indicated public support for the use of full body scanners in airports [2, 3]  whereas others have presented less certain findings [4, 5]. Despite the criticisms in the US, in 2008, the Australian federal government has trialled the use of full body scanners at Melbourne, Sydney and Adelaide airports. In February 2010 the government released plans to install full body scanners in Australian international airports at a projected cost of $200 million [6]. Transport Minister Anthony Albanese also acknowledged the privacy risks associated with the use of full body scanners for airport security as they produce “near naked images of passengers.” [6].
[1] http://en.wikipedia.org/wiki/Full_body_scanner
[2] http://www.gallup.com/poll/125018/Air-Travelers-Body-Scans-Stride.aspx
[3] http://fivethirtyeight.blogs.nytimes.com/2010/11/22/new-poll-suggests-shift-in-public-views-on-t-s-a-procedures/
[4] http://consumerist.com/2010/11/you-might-be-in-serious-for-refusing-to-be-tsa-screened.html
[5]http://travel.newsvine.com/question/2010/11/17/5482236-do-you-support-the-tsas-enhanced-security-procedures?pc=20&sp=2
[6] http://www.abc.net.au/news/stories/2010/02/09/2814467.htm 
D.  Evidence of the Actions and References

Anthony Albanese MP, Minister for Transport, 'Strengthening Aviation Security' (Press Release, 9 February 2010). (in relation to plans for install scanners in airports). http://www.anthonyalbanese.com.au/file.php?file=/news/GZCNDTRWGIUWSOUWNMTHPBBN/index.html
http://www.theaustralian.com.au/travel/news/full-body-x-rays-are-a-virtual-strip-search/story-e6frg8ro-1111117639073
http://www.abc.net.au/news/stories/2010/02/09/2814467.htm
http://www.smh.com.au/national/us-raises-full-body-scanners-in-flyby-visit-over-terrorism-20100110-m0u6.html
http://www.theage.com.au/travel/travel-news/fullbody-airport-scans-part-of-security-revamp-20100209-npqo.html
http://www.computerworld.com.au/article/335615/australian_airports_deploy_body_scanning_technology/
Rural Affairs and Transport Legislation Committee Estimates: http//aph.gov.au/hansard/senate/committee/S13575.pdf
E.  Why the Nominee Deserves the Award

Scope

The use of this technology has significant consequences for international air travellers. Important issues of consent arise. For example, the Australian trial was only conducted on people who provided their consent to use the technology. However, if as in other countries Australia makes undergoing the full body scan a condition of flying, willingness to consent to full body scans would become a necessary part of flying internationally or domestically. 

Seriousness

Prior to the use of full body scanners for airport security,  physical strip searches were conducted by police and were only allowed in very limited circumstances, for example, by a member of the same sex, and often with a warrant or other due cause. In this case, untrained security personnel of either sex may be viewing the images. For example, in the UK an airport worker at London Heathrow airport was issued a warning by police after taking a scan of a female colleague, without her consent, as she inadvertently walked through the full body scanner [7]. Furthermore, thousands of scanned images from a full body scanner in operation at a Florida courthouse were surreptitiously saved and subsequently used by the US Marshals Service [8]. These examples show that significant resources need to be allocated to adequate staff training to avoid privacy infringements. 

Images may be stored so there is potential for them to be inappropriately shared or distributed. The Electronic Privacy Information Center (EPIC) has launched a lawsuit against the US Government’s Department of Homeland Security to suspend operation of the screening program pending an independent review [9]. EPIC obtained a number of documents under freedom of information legislation that demonstrated the TSA intended to store and record naked images of individuals prior to the use of software to mask sensitive parts of the body [10]. As a result of complaints, the TSA confirmed it would begin testing new full body scanning software that was less invasive [11]. Although opting out may be optional, in some cases authorities have put considerable pressure on individuals to undertake a scan including a situation where a young woman claimed she was hand-cuffed, restrained to a chair and escorted out of an airport because she opted out of a full body scan [12]. 
Privacy legislation requires that privacy intrusions be proportionate to the legitimate purpose for which they are carried out. They should also be the least invasive method of achieving the aim. In this case, conducting a virtual strip search of all individuals as a matter of course is not proportionate, nor is it the least intrusive method (a pat down search, for example, is less intrusive).  

Advocates for this technology argue that full body scanning is necessary as a security measure, particularly against terrorist attacks. However, significantly:

· This technology does not reveal all concealed items or material, including those concealed within the body. Independent research conducted by the University of California, San Francisco has also shown that the use of full body scanners could be ineffective at detecting explosives.
· Passenger (other than hand luggage) is not subject to the same scrutiny. This luggage is currently subject to random checks only (eg a drug or explosive dog scan). Furthermore, coverage of individuals is not universal as a leading airline pilots association has informed its members not to participate in full body scans [14].
· Commercial airfreight, whether carried on passenger or freight aircraft, is subject to even less scrutiny. 

If security agents believe a particular person may pose a threat, existing measures for search and detention are available. It is hard to see how strip searching passengers is a necessary and proportionate security measure. This has led leading security technologist, Bruce Schneier to label the use of full body scanners in airports as ‘security theater’ and detracts from more effective means of security – investigation and intelligence [15]. Consequently, the introduction of full body scanners in Australia does not significantly improve airport security and the implementation of these technologies has the capacity to unnecessarily infringe individual privacy rights. 
The use of full body scanning is an extreme invasion of the physical and person privacy of innocent travellers. Transport Minister, Anthony Albanese also acknowledged the privacy risks entailed in the use of full body scanners for airport security as they produce “near naked images of passengers.” [6]. Nevertheless The Australian Government continues to press ahead with the implementation of full body scanner in Australian airports even though there is considerable criticism against the use of scanners from senior law enforcement/justice officials throughout the world [16, 17] and their use is by no means proven to be effective.
[7] http://www.brisbanetimes.com.au/travel/airport-worker-misused-scanner-20100325-r00b.html
[8] http://news.cnet.com/8301-31921_3-20012583-281.html
[9] http://epic.org/privacy/body_scanners/epic_v_dhs_suspension_of_body.html
[10 http://epic.org/privacy/airtravel/backscatter/
[11]http://www.dailymail.co.uk/travel/article-1353173/Airport-security-Full-body-screening-ditched-favour-new-software.html
[12]http://consumerist.com/2010/11/meg-mclain-singled-out-by-the-tsa-cuffed-to-a-chair-her-ticket-ripped-up.html
[13] http://springerlink.com/content/g6620thk08679160/
[14]http://www.news.com.au/travel/news/pilots-boycott-naked-airport-scanners-over-health-fears/story-e6frfq80-1225947834443
[15]http://www.nytimes.com/roomfordebate/2010/11/22/do-body-scanners-make-us-safer/a-waste-of-money-and-time
[16] http://www.securecomputing.net.au/News/166033,interpol-chief-slams-body-scanners.aspx
[17] http://www.nytimes.com/aponline/2010/01/12/world/AP-EU-Privacy.html
F.  Other Comments (including Nominee Response)

The following response, quoted in full, was received from the Office of Transport Security, Department of Infrastructure and Transport Canberra.

“Thank you for your email of 18 March 2011 which notified the Department of Infrastructure and Transport (the Department) of its nomination for the Australian Privacy Foundation’s 2011 “Big Brother Awards” in relation to “Full Body Scanners for Airport Security”.  The Department wishes to take this opportunity to provide some comments on the nomination.
Safety and security remain the Australian Government’s key priorities in the aviation sector.  On 9 February 2010, the Government announced an investment of $200 million over four years to introduce a comprehensive package of measures to strengthen Australia’s aviation security regime.  A key component of this package is $28.5 million to assist the aviation industry to introduce a range of new screening technologies at international passenger screening points.  These technologies include body scanners, next-generation multi-view X-ray machines and bottle liquid scanners capable of detecting liquid-based explosives.  A joint media statement on the Strengthening Aviation Security Initiative is available at Reference 1.  
Body scanners represent the optimal technology for detecting prohibited items on a passenger or within their clothing.  They will offer Australians improved security before boarding an aircraft by detecting all items – metal and non-metal – that are concealed beneath clothing, such as weapons and explosives.  Body scanners will be progressively introduced at outbound international screening points in Australian’s eight international airports (Adelaide, Brisbane, Cairns, Darwin, Gold Coast, Melbourne, Perth and Sydney) from late 2011.  There are no plans to introduce body scanners at Australian domestic terminals.

The Government intends to introduce only body scanning technologies that are fitted with privacy enhancements; that is, those that produce generic ‘stick figure’ images.  This was first highlighted by the Minister for Infrastructure and Transport, the Hon Anthony Albanese MP, in media interviews accompanying the media release of 9 February 2010.  During an interview on the ABC Radio’s Breakfast program, the Minister stated that the body scanning technologies introduced in Australia would only show “stick figures”, a “stylised sort of body outline...like a cartoon...”.  This was widely reported in the media at the time; a sample of the media coverage is provided at References 2-5.
The Government’s intention to use body scanners fitted with privacy enhancements has not changed.  The Department has been investigating technologies that use automatic threat recognition software algorithms.   These detect potential threats and automatically identify their location on a generic human outline or stick figure image.  A security screening officer will be able to review the stick figure image then work with the passenger to resolve any identified specific areas of concern.  These privacy enhancements eliminate the need for any security personnel to review raw images of passengers and no ‘naked images’ will be generated, displayed or stored by the body scanners.  This was discussed at some length during Senate Estimates on 22 February 2011, the record of which is available at Reference 6.  Media coverage based on the Hansard record also followed and is available at Reference 7.   The Government’s requirement for the use of stick figure images has been most recently featured by the Sydney Morning Herald on 27 March 2011, available at Reference 8.
In September 2010, the Office of the Australian Information Commissioner (OAIC, formerly the Office of the Privacy Commissioner) facilitated a roundtable between the Department and privacy and civil society stakeholders to discuss privacy issues relating to the introduction of body scanners at Australia’s eight international gateway airports.  Following that meeting, the Department commenced developing a detailed Privacy Impact Assessment (PIA) to identify and assess privacy issues.  Initial discussions on the draft PIA have been held with the OAIC and the document is being further refined.  This is a comprehensive document that the Department hopes to finalise shortly and make available to those key stakeholders and the public for comment.  
On a matter of clarification in the nomination you provided, in order to travel on a screened air service all people and their baggage (including carry-on and checked baggage) must be screened and cleared.  This is a requirement under the Aviation Transport Security Act 2004 and the Aviation Transport Security Regulations 2005.
To conclude, given the Government’s ongoing commitment to addressing privacy concerns, and the clearly stated intention for the use of non-invasive “stick figure” technology, we would obviously not be a serious contender for your award.
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3.       http://www.abc.net.au/pm/content/2010/s2814764.htm
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