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Nomination for the Australian Privacy Foundation ‘Big Brother Awards’ 2011
BBA2011 FINALIST

Criteria for a BBA2011 Award
The purpose of these Awards is to publicise privacy-abusive behaviour.  A responsible approach is adopted.  
As appropriate for the particular Award Category the nominee should be a public or private sector individual or organization, a government program or initiative, or a private sector business activity:
	in or associated with Australia

responsible for a truly outstanding abuse (or defence) of privacy.
For a nominee to be considered, they need to be identified, their acts or behaviours that warrant an Award need to be briefly described, and some evidence needs to be provided, preferably both some originating with the nominee itself, and some from other sources such as the media. The deed for which they are nominated should have at least partially been put into practice – they lose points for just planning or announcing something!  Further details about BBA2010-11 are available at http://www.privacy.org.au/bba/.

A.   Name of Nominee 

Queensland Government Department of Transport and Main Roads – Driver Licensing


B.  Award Category: Privacy Abuser Categories for an “Orwell” Award 

Worst Public Agency or Official – for a government agency or official that has shown a blatant disregard for privacy.

C.  Description
Award is for implementing driver’s licence cards that utilise potentially privacy invasive technologies features including facial image recognition and a computer chip that stores card and personal information without sufficient public consultation during the development of a Privacy Impact Assessment.

The Queensland Government has attempted to introduce new driver’s licence cards with additional technological and security features including:
	facial image recognition software to measure key facial features and compare a driver’s photo with others held by the Department of Transport and Main Roads (TMR)

a computer chip that securely stores card and personal information
a variety of visual security features such as holograms and special inks
digital photos and digitised signatures to be stored by TMR
	Personal Identification Number (PIN) – a security feature to help prevent unauthorised use 
	shared secrets – answers to two questions from a list of security questions that will allow licence holders, in the future, to securely transact online with TMR.


Given the potential privacy implications that could arise from the use of these new cards, it is of concern that TMR and the Queensland Government in general did not seek to incorporate views of privacy interested parties outside of the Queensland Government. A public consultation was held in 2003, some 8 years ago. 

Evidence of the Actions and References
Primary source: http://www.tmr.qld.gov.au/Licensing/Queensland-new-cards.aspx.)

E.  Why the Nominee Deserves the Award
Scope
This initiative affects all Queenslanders who use a driver’s licence or an ‘Adult Proof of Age Card’ (Licensing/Queensland-new-cards.aspx" http://www.tmr.qld.gov.au/Licensing/Queensland-new-cards.aspx.) .   Furthermore, media reports indicate the new licences may be rolled out nationally across Australia thus having the potential to effect all Australian citizens [1]

Seriousness
The new driver’s licence has the potential to be a de facto identity card without proper and adequate public debate about its use [2].     
Linked to such concerns, is the danger of ‘function creep’ [3]. This licence will be used by different authorities for different reasons (see e.g. [1] “Registered clubs, car hire companies and other government agencies including Australia Post will have access to user data imbedded in the licence and stored in government databases for validation of identity, address, and whether the person is allowed to drive.”). Such functions could include a national database of driver licence photographs [4]

Queenslanders seeking licences or ‘Adult Proof of Age Card’ have no option but to provide their details (and therefore have the potential to be tracked). It is unrealistic for them to opt out of such a scheme. Efforts to protect privacy could therefore result in significant denials of service.

Attempts to implement the new card in Queensland have shown have demonstrated some fundamental design flaws such as the protective coating of cards peeling off [5]. Such flaws impinge on the notion that the new cards would provide total security of identity.

[1] http://www.techworld.com.au/article/224621/qld_smart_licence_go_national/ 
[2] http://www.abc.net.au/news/stories/2010/05/12/2897237.htm
[3] http://www.austlii.edu.au/au/journals/QUTLJJ/2007/19.html
[4] http://www.smh.com.au/national/police-seek-national-database-of-drivers-licence-photos-20100520-vpdu.html
[5] http://www.couriermail.com.au/news/queensland/opposition-slams-queenslands-new-smart-card-drivers-licences-after-coating-peels/story-e6freoof-1225956841512

F. Other Comments (including Nominee Response)

The detailed response received from the Director-General Department of Transport and Main Roads in response to this nomination for a Big Brother Award is set out in the separate file: QueenslandTMR_Response_DG17668_Australian Privacy Foundation.pdf.





