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MEDIA RELEASE
Bigger Brother signals the death of financial privacy
19 December 2005

"Any illusion that Australians still enjoy privacy in their financial affairs will not survive this latest giant step towards an Orwellian surveillance society", said Australian Privacy Foundation Chair, Anna Johnston, today.

"The government plans to conscript thousands of businesses into routinely spying on their customers, in a scheme the East German Secret Police would have been proud of", she said.

This frank assessment was delivered in response to draft Anti Money-laundering and Counter-Terrorism Financing laws, released by the Government on Friday.

The Australian Privacy Foundation, the leading non-government organisation dedicated to protecting the privacy rights of Australians, is horrified at the proposal.

"Under the proposed new law, 63 different categories of businesses will be required to identify and monitor their customers, their transactions and activities - no matter how small the value", said Ms Johnston.

"These proposals attack the very heart of Australians' privacy, by stripping away our ability to remain anonymous on even the most minor of transactions", she claimed.  "Even our day to day use of phone or public transport smart cards will potentially be reported to the government."

"At least under the current scheme, most reporting is by supposedly well trained bank employees", she said.  "But in future thousands more people, from casual jewellery store clerks to junior real estate managers, will be legally required to pass on judgments about their customers, that could bring innocent individuals under official suspicion".

"This system of 'dob in your customers' has all the hallmarks of a police state, in which accusations are levelled at innocent people without them even knowing it, let alone having a chance to challenge the accuracy of the information", said Ms Johnston.

"These reports are kept secret even from the people involved, and they are kept on the AUSTRAC database indefinitely", she said.  "But the Government is happy to use this information against people for a range of purposes, including checking on child support payments or welfare recipients, not just those suspected of terrorism or organised crime".

"This massive expansion in financial reporting on all Australians is a grossly disproportionate response to specific problems, which should be addressed through focussed and targeted inquiries", said Ms Johnston. 

For further details, see also the Australian Privacy Foundation's submission on the Anti-Terrorism Bill at www.privacy.org.au 
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