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The Australian Privacy Foundation

The Australian Privacy Foundation is the main non-governmental organisation dedicated to protecting the privacy rights of Australians. The Foundation aims to focus public attention on emerging issues which pose a threat to the freedom and privacy of Australians. The Foundation has led the fight to defend the right of individuals to control their personal information and to be free of excessive intrusions. The Foundation uses the Australian Privacy Charter as a benchmark against which laws, regulations and privacy invasive initiatives can be assessed.  For information about the Foundation and the Charter, see www.privacy.org.au 
I note that the Foundation has been represented for several years on the ACIF Working Committees responsible for Codes of Practice on Emergency Call Services Requirements (C536: 2003) and Provision of Assistance to [government agencies] (C 537), and have also commented on the Mobile location information (MoLI) guidelines.  We are therefore very familiar with previous discussion of these issues.

Overview

We welcome the ACA’s acknowledgement of the balance to be struck between costs and benefits of any regulatory requirement for higher accuracy location techniques.  However, the absence of privacy intrusion as a factor in the costs analysis is a glaring omission.

The ACA concludes that the very low proportion of calls to emergency services in which greater accuracy of location information would be of significant value means that a regulatory requirement to introduce such technology is not currently justified.

The ACA favours instead leaving the introduction of higher accuracy location techniques to the commercial marketplace, but then, when they are introduced, requiring carriers to “to provide emergency services with any available means or information about the location of mobile callers.” (5.3).

We strongly submit that the ACA has failed to recognize an important threshold issue which needs debate and resolution before discussing any requirement to disclose to ESOs.  This is the question of whether users will have any control over the availability of location information. We further submit that the operation of the Privacy Act 1988 requires mobile phone carriers to offer users a choice.

Tracking of mobile phone location – an issue of choice

Location information effectively turns mobile phones into tracking or surveillance devices, allowing the carriers to know where the user is located, not only when making or receiving a call, but at other times when the phone is switched on and communicating with the network.  The current coarse-grain level of location information available already has some implications for privacy.  But higher accuracy location information, whether it is handset based or network based, changes the situation dramatically.

The driver for the introduction of higher accuracy location techniques will be commercial services – the potential for businesses to make money out of location dependent services.  It has been suggested that these could range from on request ‘route finder’ or ‘place finder’ services to ‘push’ services letting the user know about goods or services available in their proximity.

Many people will find such services convenient, but others will find them irritating and offensive if they arrive ‘unsolicited’.

We believe strongly that any potential benefits should not be forced on users.  Whether they choose to take advantage of technological advances in location information should be a matter of choice.

The National Privacy Principles of the Privacy Act 1988 now supports this objective.  Telecommunications carriers are subject to the Privacy Act as well as to the privacy provisions of the Telecommunications Act 1997.

Information about the location of mobile phone users is clearly personal information subject to the Privacy Act as it can readily be linked to the identity of the customer (the fact that in some cases the user/caller will not be the customer does not negate this).

NPP 1 (Collection) requires organizations to collect personal information only where necessary for one or more of its functions or activities (1.1) and to collect personal information only by lawful and fair means and not in an unreasonably intrusive way (1.2).  We contend that it is not necessary, for provision of the basic service, for mobile phone carriers to collect location information beyond the very broad cell location already captured.  More detailed information would clearly be collected for different (secondary) purposes.  To ‘bundle’ these purposes together to justify high accuracy location would in our view clearly be unfair and unreasonably intrusive.  Users must be given a choice.

Furthermore, NPP 8 (Anonymity) requires organizations to allow anonymous transactions wherever lawful and practicable. While location information does not necessarily identify a caller, it can clearly contribute to identification, and we therefore argue that the spirit of NPP8 also requires mobile phone carriers to give callers a choice as to whether to have location information collected, used and disclosed. 

Positive consent – opt-in vs opt-out

Once the principle of choice is accepted, there is a secondary issue of whether this should be opt-in or opt-out.  Should the default setting, departure from which would require some positive action, be ‘tracking on’ or ‘tracking off’? 

The opt-in vs opt-out debate has been played out in two major telecommunications settings in recent years.  In relation to Calling Number Display, despite our arguments for opt-in, carriers were allowed to introduce the service on an opt-out basis.  We maintain that this was a mistake and that as and when CND based commercial services are introduced (take up has been slow) there will be an adverse consumer reaction. More recently, the government chose a positive consent (opt-in) default for regulation of unsolicited commercial email (Spam) in the Spam Act 2003.

We believe the government should follow the precedent of the Spam Act and ensure that as and when high accuracy location techniques are introduced by mobile phone carriers, they should be required to provide a facility for users to location tracking on or off at will and set this initially to ‘tracking off’.

It would clearly be more efficient, and better for privacy protection, if the technical design of any switch provided for the user to change the switch setting during a call.  We can foresee situations where a caller could be persuaded to turn location tracking on during a call in exchange for a benefit - this includes emergency services calls (see below for discussion of a public interest override).  It is less likely that a caller would benefit from switching location tracking off during a call – as the location would already have been disclosed, but there may well be circumstances where a caller belatedly realizes that tracking is on and wishes to deny the recipient (and the carrier) further location information.  

There are important issues associated with the storage and use of location information that mobile phone users do allow to be collected, but these are appropriately dealt with under Privacy law.

An emergency services override?

The next issue will be whether even if a user has chosen to switch tracking off, carriers should nevertheless be required to override this preference on emergency calls.  This would be consistent with the current legislative override of CND blocking.  If a user of either a fixed or mobile telephone service makes an emergency call, CND information is transferred to ESOs whether or not there is a line block and whether or not the user dials the per-call CND blocking code.

The Foundation believes that there is a significant difference between CND information and location information which may justify a different approach.  The provision of CND information allows ESOs to call back, and also to look up the name and address of the subscriber (who may or may not be the person making the call). It does not therefore necessarily identify the caller, or in the case of calls from mobile phones give any indication of the location.  In contrast, mandatory provision of accurate mobile location information would give the ESO the capability to pinpoint the user at the time of the call.

This may be a significant distinction in relation to the ability to make effectively anonymous calls to emergency services, and needs serious debate in the context of National Privacy Principle 8, which requires organizations to allow anonymous transactions wherever lawful and practicable.

Leaving aside the privacy issue, we can see public interest arguments both for and against mandatory disclosure of location. It could clearly be very useful in a minority of emergency situations.  On the other hand, the knowledge that location would be disclosed may act as a deterrent to the reporting of emergencies from people who ‘do not want to get involved’.

Unfortunately the issue is unavoidably complicated by the inevitable demands for other public interest uses of location information.  If it is allowed to be collected by carriers even where a caller has supposedly switched off the tracking, then there will be demands for other ‘authorised by law’ disclosures – most predictably from law enforcement and intelligence agencies but also from other public authorities and from private sector organizations in the context of investigations and litigation.  Even if the capability to provide location information to ESOs is only in real time (as opposed to storage of historical information), this will still prove an attractive ‘target’ for some of these other interests.

The best way to resist these pressures is to ensure that the technology is not able to override a user’s preference, but that would deprive ESOs of the benefit as well.

If, as suggested above, the technology allows location tracking to be switched on by the user during a call, then ESOs could request this, and have it provided in many cases.  While this does not address the hard core of cases where the user may not be capable of making a rational choice and switching location tracking on, it would satisfy the interests of all parties in the majority of cases.

Public information required

Once a policy decision has been made on whether to require mandatory disclosure of high accuracy location information irrespective of caller preference, there are consequences. It is clear is that if it was required, there would need to be public information campaigns to ensure that this was widely understood in the community.  This is required by National Privacy Principles 1.3, 1.5 and 5 of the Privacy Act, and is consistent with the approach taken to the automatic disclosure of CND information on ES calls, as set out in the mandatory ACIF CND Code of Practice.

This increased public awareness, which cannot and should not be avoided, will necessarily feed back into the issue of the possible deterrent effect on reporting of crimes and other emergencies.
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