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The Australian Privacy Foundation

The Australian Privacy Foundation is the main non-governmental organisation dedicated to protecting the privacy rights of Australians. The Foundation aims to focus public attention on emerging issues which pose a threat to the freedom and privacy of Australians. The Foundation has led the fight to defend the right of individuals to control their personal information and to be free of excessive intrusions. The Foundation uses the Australian Privacy Charter as a benchmark against which laws, regulations and privacy invasive initiatives can be assessed.  For information about the Foundation and the Charter, see www.privacy.org.au 
General submission – Code should not be authorised

We oppose renewal of the authorisation. The Code does have both a real and potential impact on competition, and delivers no tangible benefits to consumers. The Code fails the “net public benefit” test in the Trade Practices Act, partly because the code would simply not cover a significant share of the market, and partly because the Code entrenches lower standards than current best practice (as expressed in several other Codes), let alone the ideal standards.  Experience of the operation of the Code over the last few years confirms our concerns about limited coverage and weak enforcement.

In these respects we endorse the analysis and conclusions of the Financial Services Consumer Policy Centre and the Australian Consumers Association in their submission.

We believe that for direct marketing, self regulation is inappropriate and that legislation is the appropriate regulatory alternative, as has already been accepted by the government in relation to Spam.

Specific comments

If, despite the above submission, the Code is to be authorised, many of the changes made to the Code are positive and we welcome them as making an improvement to a flawed instrument.  However, we make the following specific comments on what we see as significant remaining weaknesses in the Code even as amended.

Section A.  INTRODUCTION

15.5 Definition of Calling Line Identity

Should be consistent with ACIF Code of Practice C522 Calling Number Display

“CLI means Calling Line Identity or Calling Line Identification. Data

generated by a network which relates to the telecommunications service of the

originating call.”

This  is an important distinction – CLI needs to be more than just the number – particularly in marketing the number is often used to ‘look up’ an associated name and/or address.

15.16 Definition of ‘direct marketing’

The condition that the response should be ‘remote’ is artificially narrow – it excludes a large volume of direct marketing as it is experienced by most consumers which is directed at getting the consumer to go to a physical location.  Consumers do not distinguish ‘direct selling’ – unsolicited marketing is seen as a single,  and often unwelcome, technique.

15.33 Definition of ‘unsolicited’

The condition that the recipient must be a person “  ….: (a) with whom the message originator does not have an ongoing commercial or contractual relationship” is unnecessary and artificially limits the scope – existing customers can still receive ‘unsolicited’ approaches – the only criterion should be that that the recipient “ (b) … have not consented to the receipt of such communications.”

Section B.  MARKETING CLAIMS
67 Collection of personal information from minors

A notice explaining the purpose of collection is required under the Privacy Act (NPP1.3) irrespective of whether the collection is from a minor or an adult. To add value, this clause should delete the ‘where appropriate’

Section C.  FAIR CONDUCT RELEVANT TO TELEMARKETING
87 – footnote 3 – Service Bureau should not be allowed to block CLI – individuals are entitled to be able to record and recover the CLI of the actual caller, and service bureau should be prepared to handle any enquiries from recipients of calls.  Giving the number of the client during the call is not a sufficient substitute as the recipient may well not be in a position to record that number at the time of the call.  Paragraph 14 of the CND Guidelines appended to the ACIF Calling Number Display Code provide for service bureau to give a number for the client but not as a substitute for disclosing their own CLI.

89 Information to be provided on request 

NPP1.3 of the Privacy Act requires certain information to be given, when collecting personal information (not just on request), ‘at or before (or if that is not practicable, as soon as possible thereafter),  the time of collection’.  The information required by Paragraph  89.1 of the Code  ( name and contact details)  to be given on request  will need to be given in relation to every call where personal information is collected, in order to satisfy NPP1.3(a), and paragraph 90 should not be read as suggesting that it  will always be acceptable to give this information subsequent to a telemarketing call – there is no reason why in most calls it will not be practicable to give those details in the call.  This should be made explicit in the Code.  (We note that paragraph 92 makes the point that calls where personal information is collected need to comply with Section F, specifically paragraph 158 in this respect, but 158 is silent on the timing of notice other than to repeat the wording of NPP 1.3(a).  An assurance is required that paragraph 90 is not seen as a qualification to the requirement of paragraph 158.

100-108 Automated Dialling Equipment and Programmed voice calling systems

These should not be permitted – they potentially generate far too many intrusions, unconstrained by the cost of human operators time.  We draw attention to Article 13(1) of the European Union’s Directive on privacy and electronic communications 2002/58/EC, which all member states have been required to implement.

“The use of automated calling systems without human intervention (automatic calling machines), facsimile machines (fax) or electronic mail for the purposes of direct marketing may only be allowed in respect of subscribers who have given their prior consent.”

Section D FAIR CONDUCT RELEVANT TO EMAIL MARKETING AND ELECTRONIC COMMERCE

This section needs to be checked to ensure that it does not contain any lower standards than are required by both the Spam Act 2003, and the Privacy Act 1988.  We have not been able to review this section in detail but are concerned that may not apply the same standard of express consent (opt-in) as the Spam Act.

Section E FAIR CONDUCT RELEVANT TO MOBILE MARKETING

This section needs to be checked to ensure that it does not contain any lower standards than are required by the Privacy Act 1988 and relevant ACIF Codes of Practice (eg SMS Issues Code C580).  It should also be no less rigorous than the Spam Act 2003 even though that Act does not yet apply to mobile phone marketing, on the basis that an extension to mobile phone marketing has been flagged by the government as possible in due course, and on the basis that the Spam Act regime represents current good practice for unsolicited bulk marketing.

Section F.  FAIR CONDUCT RELEVANT TO CONSUMER DATA PROTECTION

This generally repeats the requirements of the Privacy Act 1988.

161 is a particularly welcome confirmation that at least an opt-out opportunity should be given in all circumstances of trading in personal information for marketing purposes, although we would argue for a higher opt-in standard to be a requirement.

Section G.  RESPECTING CONSUMER PREFERENCE

186-194 – In-house suppression lists

This is generally a welcome addition to the Code except for paragraph 191 which should be deleted – there is no reason for a purchase/transaction to override a clearly expressed opt-out preference. (Consequential amendment also needed to 194.4)

Paragraph 194.4 should also specify a maximum time for ‘cleaning’ of lists – no  longer than the 21 days specified for in-house cleaning in paragraphs 187-188.

Section H.  ENFORCEMENT

196 – Alternative contact details – (email and fax) should be provided – there is no reason for a Code dealing with electronic marketing to require complaints to be lodged by postal mail only.

The proposed changes to this section are welcome additions, as far as a self-regulatory Code is able to go.

End.
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