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Scoping Study – queries and clarification following Darren Booy’s presentation 
· The scoping study is considering options and if these are legitimate and will deliver benefits

· Considering capture of overhead image of vehicle, that could include driver and passenger – this is in part to assist in making decisions about which vehicle was photographed in cases of duplicate or damaged plates
· Process does not involve trials, other than those already underway by some of the LE agencies,
· Scoping study is focussing on State/Territory and Australian government but local government could conceptually be included

· If proposals proceed to implementation, 5 overall benefits and 38 sub-benefits identified will be monitored and tracked to see if benefits realised
· Evidence, assessments of the UK model not directly comparable as it is not a fully centralised model (evidence not centralised but some centralisation for evaluation and for analysis against sightings
· The fact that the scoping study is being undertaken is in the public domain, however no wide public consultation intended as part of scoping study 

· Forecast that in 5 years there could be up to 70 million sightings per day

National ANPR System 
· Ability to solve crimes, including kidnapping, image of car could be very important in this context
· See value in being able to place cameras at sites where there is evidence of serious crimes eg past incidents of murders in state forests

· Important that claims of benefit are quantified and tested

Privacy issues/observation raised in the discussion (not necessarily a consensus perspective) 
· PIA measures change – need to consider the appropriate base for comparison – possibly ANPR as it would develop without a national system v a national ANPR system and then various dimensions of centralisation and coordination to be considered 

· Opportunity cost in allocating resources to ANPR system needs to be considered, there is evidence that greater road safety benefit might be obtained, for example, in erecting more crash barriers

· Given significantly increasing number of camera, and noting the Access economics modelling important that modelling includes community costs as well as benefits and that there is modelling of long term benefits realisation 
· System a very significant change for policing from a focus on specific purpose and limited collection of information to general purpose, general population monitoring holding data for later use 

· Centralised, rich data a ‘honey pot’ invites new uses and users

· Interest in being able to drive about anonymously when not doing anything wrong

· Being able to travel where you want, when you want a human right

· Potential to deploy ANPR cameras covertly, for example in a State Forrest where this is a suspicion of murders taking place, potential to be effective but will also capture ‘the lovers wandering’

· Strong legislation will be critical if a national scheme is implemented 
· Capturing image of vehicle, including driver and passenger potentially very intrusive, while in some circumstances there is possible value of the image in helping individuals to establish that they were not the driver of the vehicle not a proportional response, particularly given that there are already established paths for people to challenge an infringement notice.
· Image of the vehicle not needed for road transport purposes and if collected should not be made available to them

· The privacy impact will be affected by the location of processing (local v central) and what information is captured or stored

· Changes to relationship between individual and the state need to be considered, in particular where onus of proof lies - acknowledging current red light and speed cameras assume registered owner is the driver unless proven otherwise, query if this should be the normal approach for ANPR.
· Extensive deployment of ANPR cameras, and collection and holding of data with or without images has potential to affects how we relate to each other as a community

· Concept of passive and active – active is task focussed, may be covert, may need different rules

· Stringent governance, rules about who has access to what and security critical but does not diminish overall intrusiveness of the process

· Criminology developing more of a focus on geography of crime, where and why cameras would be located, needs to be considered carefully

· Security issues, becoming more difficult to make assurances of IT security, use of wireless communication particularly open to security breach

· Recent examples of police corruption point to need for great care in decisions about collecting information about the whole population
· Extent of individual access to data about them a factor

· Agnostic about whether a state based or national system better from a privacy perspective, whatever is more likely to reduce long term temptations to more data, more uses – national coordination with strict intrinsic restrictions some attractions but more likely to drive greater data collection 

Observations about the Scoping Study process that may affect privacy outcomes:

· Appreciation for CrimTrac’s support for the PIA consultation noted, also welcomed the PIA process being conducted at this early stage with opportunity to input into design/feasibility
· CrimTrac’s usual focus is law enforcement – in this scoping study is also seeking to represent interests of road transport/road safety

· The scoping study is driven by agency ‘wish lists’ rather than having specific defined objectives – very open ended and therefore difficult to assess impact
· Stakeholders defined as end user agencies, community not considered a stakeholder for the process generally, although consultation through PIA acknowledged, so for example the business requirements identified are from the perspective of agency users only 
· The cost/benefit study would need to consider costs to community, through loss of privacy, as well as benefits, acknowledged that these could be intangible costs and difficult to quantify

· Query tagline that ANPR ‘tracks vehicles not people’; the tagline seems a bit loose, particularly if image of vehicle includes driver and passenger and given interest in linking to registered owner or persons of interest – query if ANPR is the right tag if images included.
· Local versus central processing could affect the privacy impact
· Privacy issues considered recently in potential use of micro sensors – draw on this work

Observations in relation to IT projects generally that could affect privacy outcomes: 

· Major reasons large IT projects fail – risk management, insufficient focus on user centred design

· CrimTrac’s role means its clients or customers are other agencies – several steps removed from the subjects of the data, PIA process helps but still need to be aware of risk
Mitigation thoughts

· Build into architecture as well as law, governance

· Process at local level and only retain alerts

Papers to be circulated
· Malcolm Crompton’s and Darren Booy’s PowerPoint presentations from 12 June 

· Peter Daly can provide details of reference material that would feed into consideration of ANPR benefits, for example in relation to the opportunity cost of focussing on ‘undrivers’ as opposed to other road safety measures
· Warwick Jones can provide papers where privacy issues considered in the context of movement sensors
· Erhan Edguer circulate to links to evaluations of UK use of ANPR – PR???
· Erhan Edguer to circulate Watson 2003 and 2007??
Other Action
· Chris Cowper and Erhan Edguer to coordinate circulation of papers etc

· Chris Cowper and David Vaile to liaise re people invited to consultations, David Vaile to circulate material and seek comment from others

· David Vaile to write a few paragraphs on his characterisation of the change represented by the use of ANPR for general surveillance 
PAGE  
1
Information Integrity Solutions Pty Ltd 

ANPR PIA Consultation 12 June 2008 


