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Scoping Study – queries and clarification following Erhan Edguer’s presentation 

· Are the claims for the technology being assessed (EE benchmarking, research part of the scoping study)

· UK system may also capture images of driver and passenger 

· No decision yet about if/where image of vehicle would be stored, may be stored separately from other information, for example in the state jurisdictions

· Noting that the proposed system is responding to business requirement, for each business requirement will there be specific evidence to support the efficacy for that particular requirement (if proceeding the system will track benefit realisation for 36 sub-benefits) 

· Who would ‘own’ the data (data ‘owned’ by jurisdictions, not by CrimTrac)

Privacy issues/observation raised in the discussion (not necessarily a consensus perspective) 

· the objectives for a national ANPR system not clear, rather broad areas of possible benefit and high level business requirement wish list the driver, therefore it is difficult to work out whether the response is proportionate

· the proposal characterised as the collection of innocent movements into a database, also a change from the current system where something such as speeding or a specific policy objective (safe movement of heavy vehicles) triggers the collection of data, if all data is collected that which is not relevant is discarded fairly quickly

· the addition of images of driver and passenger appear to add a new level of impact

· if images routinely collected, needs to be called something other than ANPR 

· the collection of an image of the vehicle, including driver and passenger, could be triggered just by vehicle passing a point, concern about misuse, there appears to be significant potential for misuse

· potential for face recognition, noting that image of people in vehicle will not always be very clear

· openness about uses, camera locations etc critical to integrity of system, community trust

· the proposal seems to involve a form of surveillance

· potential for linkage to other data sets

· the third capability “Ability to interrogate aggregate national data to aid investigation, intelligence and road use analysis”
 appears to require a big jump in the retention period for data

· current regulator experience is that the integrity of driver’s license/vehicle registration data varies considerably from jurisdiction to jurisdiction

· in considering impact, need to look at existing tracking technologies eg mobile phones 

· privacy principles require collection to be ‘necessary’ – each element of data collected needs to be considered against this test

· integrity of the data a real worry, would like to see data integrity strategies, more effort needed as more data collected

· complex regulatory environment, privacy law, civil proceedings, range of organisations,  will be a challenge to ensure full and complete oversight, governance, accountability and complaint handling arrangements should mirror data sharing arrangements – in this regard important to note that there is not a privacy commissioner in all states

· where the system is targeted eg focus on unregistered vehicles less impact – where it is amorphous, undefined, unjustified collection/retention of innocent actions most intrusive

· scale of collection and retention if the intention is to collect and retain to the nth degree ‘arbitrary’ 

· interest in any evidence that might illustrate the efficacy from the third capability

Follow up actions and possible reference material

· OPC to follow up SCAG consideration of cross border accountability and advise CrimTrac if any information comes to light

· CrimTrac will consider if there is material providing evidence of efficacy of data retention needed for third capability (possibly a high level options paper)

· Victorian Office of the Privacy Commissioner to provide submission on Document Verification Service to CrimTrac

· Vic Ombudsman inquiries into VicRoads driver licensing arrangements and VicRoads registration practices may be relevant – copies available at http://www.ombudsman.vic.gov.au/www/html/7-home-page.asp
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