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About the Australian Privacy Foundation 

1. The Australian Privacy Foundation is the main non-governmental organisation dedicated to protecting the privacy rights of Australians. Relying entirely on volunteer effort, the Foundation aims to focus public attention on emerging issues which pose a threat to the freedom and privacy of Australians. The Foundation has led the fight to defend the right of individuals to control their personal information and to be free of excessive intrusions. The Foundation uses the Australian Privacy Charter as a benchmark against which laws, regulations and privacy invasive initiatives can be assessed.  For information about the Foundation and the Charter, see www.privacy.org.au 
General comments about the consultation
2. We welcome this initiative of the House of Representatives Standing Committee on Communications as it brings attention to an issue with significant and diverse privacy implications.
3. In this submission, we seek to highlight and bring attention to the privacy issues that must be taken into account in any discussion of cyber crime. 
Dualism
4.
The first thing to remember when discussing privacy in the context of cyber crime is that, privacy is typically negatively affected by both cyber crime, and attempts to address cybercrime. This dualism must always be borne in mind in any attempt to regulate or otherwise address cyber crime.

5.
The dualism mentioned above places regulators in a difficult position as their attempts to protect against cyber crime, may involve methods that are in themselves privacy invasive. In other words, regulators may need to balance the protection of privacy with the need to effectively address cyber crime.
6.
In performing such a balancing act, regulators must bear in mind that privacy is a fundamental human right. Perhaps most importantly, privacy is a recognised human right in the International Covenant on Civil and Political Rights (ICCPR), Article 17 of which is cited in the recitals to the Privacy Act 1988 (Cth).
 “ICCPR Article 17:

1.     No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home or correspondence, nor to unlawful attacks on his honour and reputation.

   2.     Everyone has the right to the protection of the law against such interference or attacks.” 

7.
This highlights that privacy protection is not optional – a regulator must take account of peoples’ legitimate expectations of privacy in any attempt to regulate cyber crime.
Ensuring that the cure is not worse than the disease
8.
The above has highlighted that any attempt at regulating cyber crime must take care to ensure it has a minimal impact on privacy; otherwise, there is a risk that the cure will be worse than the disease. 
9.
Overly invasive methods of combating cyber crime will obviously have a direct negative impact on peoples’ privacy.

10.
Apart from the direct effect noted above, overly invasive methods of combating cyber crime will also have the effect of lowering peoples’ expectation of privacy, making them less inclined to be concerned about their privacy. Such a development would be extremely counter-productive in the fight against cyber crime. 
Education – the key to addressing cyber crime and increasing privacy

11.
In many cases, cyber criminals target Internet users with limited experience and knowledge of how to protect themselves. Indeed, many forms of cyber crime are directly dependent on the victim acting in a naïve or ignorant manner. Consequently, there can be little doubt that an increased in the public’s level of education of secure Internet habits must be a key component in any strategy to combat cyber crime. 

12.
One important aspect of educating the public is to encourage the development of a healthy attitude towards one’s privacy. Thus, an education campaign focused on encouraging good privacy practices will help to combat a wide range of cyber crime, including identity fraud.

Key recommendations

13.
To summarise the above, we:

· Bring attention to the fact that, both cyber crime, and efforts to combat cyber crime, may negatively impact on privacy;
· Highlight that, as privacy is a fundamental human right, attempts at regulating cyber crime should not unreasonably interfere with peoples’ legitimate expectations of privacy;

· Encourage the education of the public so as to increase the general awareness of methods that can help protect one’s privacy online; and

· Submit that such an educational campaign would represent one of the most effective means to address cyber crime.
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