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About the Australian Privacy Foundation 

1. The Australian Privacy Foundation is the main non-governmental organisation dedicated to protecting the privacy rights of Australians. Relying entirely on volunteer effort, the Foundation aims to focus public attention on emerging issues which pose a threat to the freedom and privacy of Australians. The Foundation has led the fight to defend the right of individuals to control their personal information and to be free of excessive intrusions. The Foundation uses the Australian Privacy Charter as a benchmark against which laws, regulations and privacy invasive initiatives can be assessed.  For information about the Foundation and the Charter, see www.privacy.org.au 
General comments about the consultation
2. We welcome this initiative of the Government as it brings attention to the significance of the basic human rights, of which privacy is one.
3. In this submission, we will not argue for or against the introduction of a Charter/Bill of Rights. Instead, the purpose of our submission is to (a) emphasise the importance of privacy as a fundamental human right which must be included in any instrument, (b) highlight some weaknesses in how privacy is currently protected in Australia, and (c) indicate how Australia could better protect and promote privacy. 
Which human rights and responsibilities should be protected and promoted?
4.
The first of the three Key Questions raised in the consultation asks which human rights and responsibilities should be protected and promoted.
5.
There is tension between some fundamental human rights, such as in some cases between free speech and privacy. This tension can be managed quite well, and it must be recognised that a functioning democratic society requires a broad range of partly competing human rights. Consequently, in arguing for the importance of protecting privacy, we are by no means downplaying the importance of other fundamental human rights. 
6.
Privacy has been recognised as a fundamental human right for a long time. Perhaps most importantly, privacy is a recognised human right in the International Covenant on Civil and Political Rights (ICCPR), Article 17 of which is cited in the recitals to the Privacy Act 1988 (Cth).
 “ICCPR Article 17:

1.     No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home or correspondence, nor to unlawful attacks on his honour and reputation.

   2.     Everyone has the right to the protection of the law against such interference or attacks.” 

7.
In light of this, we hope we can take for granted that any proposed Charter/Bill of Rights in Australia will include privacy as a fundamental human right.
8.
In fact, we suggest that Australia would be acting in violation of its undertakings under the ICCPR should it construct a Charter/Bill of Rights that does not adequately protect privacy.
Is privacy sufficiently protected and promoted?
9.
The second of the three Key Questions raised in the consultation asks whether human rights are sufficiently protected and promoted. We will restrict our discussion to whether privacy is sufficiently protected and promoted in Australia.
10.
As is recognised in a recent report by the Australian Law Reform Commission (Report 108, May 2008), there are several weaknesses in how Australia protects and promotes privacy. It is not appropriate here to bring attention to all those areas of concern.
11.
Here, we will merely draw attention to some broad areas of particular concern:

· We note that the current framework for privacy protection is inadequate.
· We are concerned that Australia’s statutory privacy protection is largely confined to information or data privacy, yet even this is insufficient and severely limited due to the wide exceptions undermining its effective application;
· We are concerned that Australia’s protection of privacy, outside the field of information or data privacy, is even less adequate and is also, in many regards, ineffective; 
· In particular, we note that, there is inadequate protection for individuals’ bodily and territorial privacy, very limited protection against surveillance, and only partial protection of their communications (which in turn limits their enjoyment of free speech and freedom of association);
· We are concerned that the efficiency of the privacy protection provided by Privacy Commissioners has varied from time to time and jurisdiction to jurisdiction. In some cases, it has proven inadequate, not meeting the standard of robustness, diligence and effectiveness necessary; 
· We are concerned that Australia’s protection of privacy in cross-border situations needs to be strengthened;
· We note with concern that the public is growing accustomed to their privacy being intruded upon on a daily basis, for example, on the roads (e.g. automated road tolls), in the stores (e.g. RFID in the products and loyalty cards recording what is being purchased), at work (e.g. GPS in work cars and Internet use recorded) and while on the Internet (e.g. ‘cookies’ and storing of search terms). These intrusions are often presented as the ‘trade-off’ for convenience or efficiency.  As a consequence, the public is becoming both more accepting of, but at the same time also often more worried about, the potential risks of privacy infringements;
· We note that adequate privacy protection has arguably never been more important than in today’s highly digitised and interconnected society. With the digitalisation of data comes an unprecedented ease to copy and with computer networks comes an unprecedented ease of distribution of those copies; and
· We are concerned about the fact that major companies, particularly in the Internet industry, are collecting data because they can, rather than for specific purposes – excessive data collection is becoming the norm.
How could Australia better protect and promote privacy
12.
The third of the three Key Questions raised in the consultation asks how Australia could better protect and promote human rights. We will restrict our discussion to how Australia could better protect and promote privacy.
13.
Even with this restriction, this is a complex question and we can here only point to certain key improvements needed to make Australia’s privacy protection and promotion better.
14.
Governments must take greater steps to ensure that the Australian public is more alert to privacy infringements, and thus better equipped to protect their privacy. This can be achieved by a combination of further privacy-related research and information campaigns.
15.
Governments must ensure that victims of privacy infringements have easy access to effective remedies. It is also important that potential victims (i.e. every Australian) have easy access to information about their privacy rights, and are able to get assistance in protecting their privacy.
16.
Governments must establish privacy regulators with wide ranging functions and powers. These can be free-standing Privacy Commissioners or functions within broader Information Commissions (the current trend) but in either case must be adequately resourced and learn the lessons of somewhat ineffectual Privacy Commissioners at Commonwealth and State levels to date.

17.
A Charter or Bill of Rights which included the right to privacy should support not only Australia’s information privacy and surveillance laws, but also any private right of action for invasion of privacy which might be introduced in response to current law reform commission reviews. It should also provide a residual ‘safety net’ against which privacy invasive aspects of other legislation could be assessed.
18.
For a more detailed discussion of ways in which Australia can better protect and promote privacy we refer to the submissions by the Cyberspace Law and Policy Centre to the ALRC’s privacy inquiry and to the Government on the ALRC’s recommendations – see http://www.cyberlawcentre.org/ipp/. These submissions were written by two of APF’s Board members, and APF supports their views.
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