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16 November 2004

Jeremy Malcolm

Chair, Virtual Task Force on Spam

Internet Industry Association

Cc: Peter Coroneos, Executive Director, IIA

Anthony Wing, Australian Communications Authority

Dear Jeremy

Draft Spam Code

I attach our comments on your draft Code.  Because we have entered the consultation at a late stage, and we understand the Code is already under consideration by the AComA, we are copying these comments to them.  And as we have had the benefit of seeing comments from both the Consumers Association (ACA) and OFPC, we make reference to those comments.

Please direct queries about this submission to me.

Yours sincerely

Nigel Waters, Board Member and Policy Coordinator

(02) 4981 0828 and 0407 230342

enquiries@privacy.org.au 
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The Australian Privacy Foundation

The Australian Privacy Foundation is the main non-governmental organisation dedicated to protecting the privacy rights of Australians. The Foundation aims to focus public attention on emerging issues which pose a threat to the freedom and privacy of Australians. The Foundation has led the fight to defend the right of individuals to control their personal information and to be free of excessive intrusions. The Foundation uses the Australian Privacy Charter as a benchmark against which laws, regulations and privacy invasive initiatives can be assessed.  For information about the Foundation and the Charter, see www.privacy.org.au 
Submission

We welcome the belated opportunity to comment on this Code, which could play an important role in the effective implementation of the Spam Act.  

We consider that the draft Code should now be exposed to a much wider range of end-user interests than have been the case so far.  Of the groups listed as having been consulted, apart from the Consumers Association, the mandates of the others (ISOC-AU and CAUBE) do not focus on the broad public interest and end user interests, but on specific issues and sub groups. Interests such as privacy, civil liberties, security, impact on people sharing premises or internet facilities, and potential interference with normal email practices and culture should be explored further.

Definitions

It might be helpful to define Email – not everyone has the same understanding?  In this respect we share the concerns expressed on this point by the Australian Consumers Association (ACA as opposed to AComA in this paper) in their comments to the AComA about this draft. 

Spam is defined in the Code as the unlawful variety, using the definitions in the Act.  However, the use of the term throughout the Code understates the difficulty of making practical decisions about what is Spam.  This necessarily involves subjective judgements about ‘commercial’; ‘unsolicited’; exemptions etc – for some of which ISPs will not have the necessary information.  We believe that there should be more consideration of this issue, resulting in practical guidance.

Pt B – Provision of Information

As part of information about ‘methods of minimising the receipt of Spam’ (4.1(e)(i)), we suggest there should be a explicit requirement for advice about whether to use/reply to or ignore unsubscribe facilities.  Advice to date from AComA and ISPs and the IT media has been frustratingly inconsistent, such that most users would not know whether and when to ‘trust’ an unsubscribe facility.  (Also relevant at 10.5.2(b))

We also support the OFPC suggestion of adding an express reference to them as another relevant complaint body.

We also suggest that there is a specific obligation on ISPs to explain to end-users the potential for privacy intrusion that arises from the strong powers granted in the legislation for both ISPs themselves and regulators and law enforcement agencies to monitor their communications, and even  in some cases seize information, equipment or messages from message recipients (not just senders) without notification or a search warrant.  This potential clearly breaches normal end-user expectations and cannot therefore be assumed to be self-evident.  Notification principles under privacy laws should ensure that end-users are made aware of these issues, but some specific guidance in the Code on the appropriate level of notification would be useful.

Pt C – Law Enforcement Issues

In 5.1, the concept of ‘unlawful spam activity’ is a tautology given that the Code defines Spam as the unlawful variety.  

There should be some guidance on the need to assess the lawfulness of directions given by regulators and law enforcement agencies.  Given the private information potentially involved, it is not enough to simply accept the views of such agencies at face value.  ISPs should at least establish procedures for documenting requests for assistance and responses, and for having decisions on assistance given by appropriately senior and experienced staff.

At 5.5 (b) suggests that International ESPs can argue ‘undue burden’ to avoid assistance to Australian law enforcement and regulatory agencies under 5.1-5.4.  That is surely not the case for any enforceable legal requirements under 5.1?  We note that the ACA has made the same point to AComA.  Given that the Spam Act applies to any messages with ‘an Australian link’, the code should apply to ISPs handling such messages, as they will be covered by the relevant search etc powers.

Pt D – Spam Filters

We would like to see an additional obligation on ISPs to routinely provide at least a base level of filtering as an integral part of normal services – we are not familiar enough with the TPA to know if this would be problematic under third line forcing provisions mentioned in 6.4.

Many users cannot understand how so much apparently ‘obvious’ Spam manages to find its way past specialist filters, and would expect ISPs to be able to detect and filter much of it without having to resort to ‘add on’ filter products.   

At the same time there are obvious dangers in allowing ISPs to act as ‘censors’.   If ISPs are to offer filtering as part of a basic service it should be on the basis that subscribers can inspect the list of messages intercepted, and it would be preferable for filters to be user-configurable.  

We think there is scope for more discussion of filtering options and the role of ISPs befor the Code is finalised.  If there are either practical or legal reasons why ISPs cannot do more in this respect we would appreciate an explanation.


Part E – Service Provider Obligations

We share the OFPC’s concern about retention of allocated IP addresses for a specific period (Clause 8.1).  We can understand the potential value of this for investigating complaints, but would like to think that it would be possible to apply such a rule selectively.  It should only be necessary to retain such information for obvious ‘bulk’ senders, and not for the vast majority of ordinary subscribers.  This ‘overreaction’ is an unfortunate consequence of the legislation’s failure to distinguish between bulk Spam (the real problem) and small volumes of messages sent by individuals (largely innocuous).  The reason the Spam Act covered single messages was merely to avoid de facto bulk spammer abuse of this as a potential loop hole, and there was never an intention to cover every message by ordinary users. 

We do not think that the Code needs to slavishly follow this unfortunate weakness in the law, particularly where it would have the effect of intruding into the privacy of large numbers of non-commercial subscribers.

Part F – Reporting Spam

We suggest that there should be a requirement for ISPs to give more detailed specification of the form and method for reporting of Spam, eg: whether forwarding is appropriate, or if not, what parts of a Spam message (header information, subject line, contents etc) can be reported, and how, eg: by cutting and pasting.

Part G – Complaint handling

Clause 11.3 should expressly include a requirement for advice on further avenues of recourse (implicit from 11.2(h))

We also support the OFPC comments on this Part.

End.
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