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78 Sidaway St
Chapman  ACT  2611
AUSTRALIA

30 November 2007

Mr M. Wilson
Operations Manager Roam
Roam Tolling Pty Ltd
Locked Bag 5002
Parramatta   NSW   2124

enquiries@roam.com.au

Dear Mr Wilson

Re:   Formal Complaint re the Lack of Convenient Anonymous Payment Options

I refer to my letter of 12 October.  Thank you for your reply of 7 November 2007, and for the care
taken in preparing it, and the detail provided.

The second attachment to this letter discusses the points in your response.

Although there are several aspects of your response that are unsatisfactory, I accept that you've
dealt with them in a sufficient manner that it is not appropriate to further pursue Heads of Complaint 3
and 4 (although I would appreciate it if you would read the comments made, as I think they bear on
the quality of your company's service).

The first attachment states the full terms of Heads of Complaint 1 and 2.

As before, depending on your further response to these points, I intend escalating these matters to
the Privacy Commissioner as a Formal Complaint.

Thank you for your consideration.

Yours sincerely

Roger Clarke

Tel:   +61  2   6288 6916  or  6288 1472 Email: Roger.Clarke@xamax.com.au
Web: http://www.anu.edu.au/people/Roger.Clarke/
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Complaint to Roam Tolling Pty Ltd

The Heads of Complaint

1. The company is in breach of National Privacy Principle 8, which requires that
"Wherever it is lawful and practicable, individuals must have the option of not
identifying themselves when entering transactions with an organisation".

The company states that " ... the nature of our business ... means that we need to collect certain
personal information in order for us to provide the services".

Specifically, it claims that it is "impractical for Roam to provide a completely anonymous product to
use Westlink M7", because "we need to be able to identify vehicles that travel on our road ..." and
"we need to be able to ... receive payments from our customers".

The need to identify vehicles that travel on the M7 is not in dispute.  The critical point is that the
company has no need to acquire the identity of the driver, or indeed of the registered owner, unless
the vehicle uses the facility without the toll being paid.

Contrary to the company's claim, it is both practicable and sufficiently economic for the company to
enable anonymous payment.

At least the following options are available:

(1) accept anonymous payment through the mail, in cash or by money order, recorded against a
vehicle-identifier and date-and-time information;

(2) accept anonymous payment, in cash or by money order, at all service-points, including
Australia Post, recorded against a vehicle-identifier and date-and-time information;

(3) enable the use of a tag that does not require any form of identification;

(4) enable the use of a tag that may itself be identified, but that interacts with Roam's payment
systems in such a manner that the identifier is not disclosed to Roam.

Options (1) and (2) require that a sufficiently long 'period of grace' be allowed, after travel, before
data about the registered owner is extracted from the government database and a toll notice
generated.  This both minimises the exposure of personal data, and avoids the imposition of
unjustified additional expenses on individuals who wish to exercise their privacy rights.

From my consultancy and research activities over the last 20 years, I am aware of instances of all of
these options that are practical, operational and inexpensive.

Note that a method does not have to be the cheapest for Roam, nor even cheap for Roam.  It must be
"practicable" and hence "reasonably economic".  Nor must a method necessarily enable Roam to
transfer all costs of payment collection to consumers.

Roam's failure to provide any of these alternatives means that the company is in breach of NPP 8.

2. The company is in breach of National Privacy Principle 1.1, in that it collects
information that is unnecessary, specifically name, address, phone-number and
whatever Australia Post staff use to "verify these details".

In none of the above options is the collection of any of this data "necessary for [Roam's] functions or
activities".  Roam's collection of this data is accordingly in breach of NPP 1.1.
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Complaint to Roam Tolling Pty Ltd

The Questions of 12 October and Responses of 7 November

1. Did you suppress the despatch of notices to me relating to my two trips, as a result of:
(a) my payment by cash sent by registered post;  and/or
(b) my call to your call-centre advising that I had done so?

"[Roam's] records do not show that you travelled on Westlink M7 on 26 August".

This is interesting, given that the vehicle passed along the full length of the M7 that day.

"[Roam's] records indicate that your vehicle did travel on Westlink M7 on 2 September", but "both
NSW and ACT have issued licence plates with YYM450.  On this occasion, the system did not
distinguish the different state and we did not proceed with issuing of a toll notice".

This is interesting, for a different reason.  From experimentation with the MyPlates site at NSW RTA, it
appears that NSW registration YYM450 is available.

Further, your system should have recorded that a person had paid for ACT YYM450.  It should have
done so twice – once via your call-centre on 27 August, and again on receipt of the cash in the mail
on or about 29 August.  On both occasions I supplied the registration number of the vehicle, and the
dates on which it respectively had used the M7, and would later use the M7.

2. Does your system record any remaining debt that I owe for my use of the M7?

"In light of [the two errors in the operation of the system], we enclose a refund of $15".

"You do not currently owe any money for trips made on Westlink M7 for vehicle registration YYM450
(ACT)".

Thank you for the offer of a refund.  However, as I declared in my original request for information on
23 August, "I have no problem with the idea of paying a toll to use a road".  And I used the valuable
infrastructure.

I will accordingly not be banking your company's cheque.

3. Do you provide convenient anonymous payment options?

"Roam does not presently provide a product that allows our customers to travel on the M7 completely
anonymously".

"We need to be able to identify vehicles that travel on our road ...".

"We need to be able to ... receive payments from our customers".

"These factors make it impractical for Roam to provide a completely anonymous product to use
Westlink M7".

This is not a satisfactory response, for reasons explained in the Formal Complaint.

4. What are they?
5. In what ways is their existence communicated to customers?
6. What steps have you taken to ensure that your staff are aware of the anonymous

payment options?
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These were addressed to the extent that they are relevant in the present circumstances.

7. What steps have you taken to ensure that Australia Post employees are aware of the
anonymous payment options?

"Australia Post is one of our payment channels available to customers wishing to pay a Toll Notice in
cash".

"Australia Post are only trained to be able to process face-to-face cash payments of toll notices or
account pop-ups ... ".

I specifically sought to make a "face-to-face cash payment" at a Post Office.

The Australia Post staff:

• stated that Roam does not permit them to accept cash payment;  and

• provided me with a brochure, which:
• they indicated was the only way in which payment could be made;
• expressly requires that personal details be filled in;  and
• expressly requires an identified payment mechanism.

The difference between what the channel supports and what I sought is that:

• I wished to make a payment:
• in advance or within the grace period after using the M7;
• by means of cash;
• against a number-plate and date-and-time;

whereas:

• your company has only enabled payment:
• some time later, after a toll notice has been issued;
• after the company has used government records to extract the registered owner's

personal data;  and
• at additional and unnecessary cost to the road-user in the form of a "deferred toll fee".

In short, your company has taken steps to preclude an anonymous option that can be readily offered.

This is not a satisfactory response, for reasons explained in the Formal Complaint.

8. If not, how do you claim to be compliant with NPP 8 re anonymity?

" ... [NNP8] states that wherever it is lawful and practicable, individuals must have the option of not
notifying themselves when entering transactions with an organisation ([Roam's] emphasis added)".
[Note:  The word "notifying" should be "identifying".]

" ... the nature of our business ... means that we need to collect certain personal information in order
for us to provide the services".

"The purposes for which we collect .. personal information in relation to the M7 is detailed in the
privacy policies at ww.westlinkm7.com.au and www.roam.com.au".
[Note:  the westlinkm7 site does not appear to contain any privacy policy relevant to the matter.]

This is not a satisfactory response, for reasons explained in the Formal Complaint.

9. In either case, how do you claim to be compliant with NPP 1 re data collection?

" ... our view is that, practically speaking, the collection of personal information is necessary in order
for Roam to perform its key function of providing convenient tolling solutions for individuals and
businesses ... ".
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This is not a satisfactory response, for reasons explained in the Formal Complaint.

10. Do you claim to be compliant with AS ISO 10002-2006 re complaints handling?

"Roam has established policies and procedures in relation to complaint handling ... developed with
reference to ... AS/ISO 10002-2006 ...".

The question referred to "compliance", whereas the response uses the weak form "developed with
reference to".

I therefore infer that your company is knowingly not in compliance with the standard.

11. In particular, is your complaint-handling system designed so as to ensure that complainants
receive a substantive response?

"Roam's complaint handling system is designed to ensure customers receive a substantive response.
Roam apologises if you feel this has not been the case in your situation ..." (emphasis
added by me).

The response is demeaning to the complainant.

I declared that "I received an auto-acknowledgement, including a reference (821413), but without
nominating a human case officer.  But I have not received any substantive response".

I hence do not "feel" that the company's system failed.  I have provided evidence of failure, and the
company has not provided any evidence to the contrary.

I consider your company's behaviour on this aspect to be in breach of AS/ISO 10002-2006:
(a) in failing to provide a substantive response;  and
(b) in failing to acknowledge in a clear and forthright manner that your company was at fault.

The wording is also in breach of your company's undertaking that "We will acknowledge our
mistakes" at http://www.roam.com.au/content/charter/default.asp?CC=93&SC=94&CN=144.

It would have been a simple matter to acknowledge that the company made an error.

The use of the strong verb "apologise" created the expectation that the company was
acknowledging the error;  but the subsequent words show that the company is unable to bring itself
to do so, and thereby destroys the consumer trust that it had started to build.

12. If so, why have I not received one?

" ... Roam has a documented escalation process ... outlined on Roam's website under the heading
'Charter and Ombudsman', sub-heading 'Resolving Problems'".

The information is welcome, but it fails to answer the question.

As part of my letter, I provided the reference received with the auto-acknowledgement (821413).

In a properly designed and managed incident reporting system, it should be a simple matter to look up
the disposition of an enquiry.

The absence of an answer makes it appear likely that there is no form of acquittal process for
enquiries, or there is no mechanism for escalating un-acquitted enquiries, or there is one and it
doesn't work.


