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The Australian Privacy Foundation

The Australian Privacy Foundation is the main non-governmental organisation dedicated to protecting the privacy rights of Australians. The Foundation aims to focus public attention on emerging issues which pose a threat to the freedom and privacy of Australians. The Foundation has led the fight to defend the right of individuals to control their personal information and to be free of excessive intrusions. The Foundation uses the Australian Privacy Charter as a benchmark against which laws, regulations and privacy invasive initiatives can be assessed.  For information about the Foundation and the Charter, see www.privacy.org.au 
Review process

The invitation we received from the Attorney-General’s Department to make a submission does not explain the review process or timing.  We hope that it will be an open public process and that submissions will be published, together with a report analysing the submissions, and suggesting options for changes for further comment.  It is unfortunate that the invitation did not notify parties making submissions that they would be made public, but we think that this is now such a common practice for public sector inquires and reviews that implied consent for publication can be assumed – anyone wishing to have their submission kept confidential can be expected to have requested this.

It would be helpful if the process and timing of the review could be explained publicly as soon as possible.

Overview

The Privacy and Personal Information Protection Act 1998 is in our view a  reasonably strong piece of 1980's-style information privacy legislation, but its value is severely limited by the wide-ranging exemptions and exceptions which means that many of the more important areas of information handling are not covered.  Moreover, the Act is not transparent in that many of the exemptions and exceptions are not apparent on the face of the legislation – they only become apparent as a result of the interaction of various provisions.  This means that the law creates an illusion of privacy protection in some areas which is not delivered.  We stand by the observation made at the time of passage that the law has ‘more holes than cheese’.

We submit that the exceptions to each IPP should at least be noted following each IPP, to increase the transparency of the legislation. 

Some of the criticisms of the structure and form of the legislation which we made at the time of passage have been borne out by the experience of operation over the first five years.

Our comments generally follow the structure of the Act, except that our criticisms of exemptions necessarily encompasses several parts of the Act. These comments are generally limited to areas where improvements to the Act are needed, and we have not commented on many of the good features of the legislation, on the assumption they will remain unchanged.

Definitions and key concepts

Public sector agency

This definition includes most of the state public sector, including local government, but is misleading in that many agencies are subsequently excluded by exemptions.  The exclusion of ‘state owned corporations’ from the definition was justified by the argument that there should be a ‘level playing field’ with the competitors of those corporations. The NSW Act pre-dated the amendments to the federal Privacy Act 1988 extending its scope to the private sector.  We understand that a number of large NSW corporations are now effectively unregulated, and the continued trend towards ‘corporatisation’
 is progressively removing privacy protection from significant areas of the NSW public sector. We recommend that the review should ascertain which exempt NSW ‘state owned corporations’ are in fact subject to the federal Privacy Act, and if they are not, amend  the NSW Act accordingly.  An effective amendment may be to add to the definition ‘if the state owned corporation is subject to the provisions of the Privacy Act 1988 of the Commonwealth’ or words to that effect. 

Also of concern in relation to coverage is the position of contractors to State agencies.  Section 4(4)(b) is not as clear as the equivalent provision in the Victorian Act. We submit that s17 Information Privacy Act 2000 (Vic) should be considered as a starting point for the position of contractors to State agencies, although we understand that the Victorian Privacy Commissioner has some concerns about the enforceability of contractual terms. An even clearer joint liability regime should be created by the PPIPA, with outsourcing agencies guaranteeing remedies for individuals, and contractors taking responsibility for matters within their direct control, and indemnifying the client agency.

Personal information

The basic definition (s4(1)) is comprehensive and consistent with similar terms in other privacy laws, and the confirmation in s4(2) is helpful. There are however numerous exemptions from the definition in s4(3), which cannot in our view be justified.  We submit that where there is a public interest justification for not applying particular IPPs, this should be achieved by selective exemptions from those IPPs, not by blanket exclusions from the scope of the entire Act.  There is no reason, for example, why personal information about witnesses (c); arising out of Telecommunications interception warrants (d); contained in protected disclosures (e); arising out of police complaints (h); or about suitability for public sector employment (j) should not be subject to at least the data quality and security principles (IPPs 4 & 5).  We submit that each claim for exemption should be argued through on its own merits and only the necessary exemptions provided.

Exemption of unsolicited information 

The provision that unsolicited information is not ‘collected’ (s4(5)) cannot be justified as it has the effect of exempting agencies from all of the collection principles and the data quality principle in relation to such information. Agencies should be generally subject to the IPPs for any information which they record, whether or not it is solicited, and any exemptions from specific IPP requirements that can be justified should be provided expressly.   The effect of this exemption depends on how the term ‘unsolicited’ is interpreted.  For example, if agencies which operate ‘helplines’ were held to receive personal information ‘unsolicited’, then the collection principles would not apply. Clearly, the fact that helplines systematically collect, record and act on such information means that they should be subject to all relevant IPPs.

We submit that s4(5) should be amended by addition of the words ‘unless the public sector agency records or acts on the information’ or words to that effect. This would make the NSW provision similar in effect to the Privacy Act 1988 (in relation to both public and private sector collection of information).  This would avoid  any problems  that could otherwise arise from FM v Macquarie  ‘s finding that information can be collected  (or disclosed) even if it is not recorded, by limiting the operation of the collection and .data  quality principles to where the agency makes a conscious choice to keep the unsolicited information, or acts on it (without keeping it).

Information Protection Principles

Collection principles

The National Privacy Principles require limited notice to the individual where personal information is collected from a third party (NPP 1.5), a desirable privacy protection. The NSW Act in s10 appears on its face to include such a requirement, but in HW v Director of Public Prosecutions (No 2) [2004] NSWADT 73 the ADT has now interpreted the section to the contrary. We submit that s10 should be amended to clarify that notice is required when personal information is collected from third parties.

NSW prohibits unlawful (s8) and unreasonably intrusive means (s11) of collection of personal information but does not explicitly prohibit unfair means of collection.  The Commonwealth legislation (both NPPs and IPPs) also prohibits unfair means of collection. This is desirable because unfairness does not only stem from intrusiveness, but may also arise from deceptive practices (which are not necessarily unlawful). We submit that the use of unfair means of collection should also be a breach of the NSW IPPs.

Use and disclosure

Information can only be used for the purpose for which it was collected except with consent, or in cases of threats to life or health, or for a 'directly related' use (s17). 

However, the provision concerning disclosure (s18) has been weakened by the addition of another exception '(b)  the individual concerned is reasonably likely to have been aware, or has been made aware in accordance with section 10, that information of that kind is usually disclosed to that other person or body'. This 'bootstrap' exception (familiar from the Commonwealth IPP 11) makes the Act weaker than the 1994 Bill, which did not include the 'reasonably aware' clause. Such a clause is undesirable, as it allows disclosures for completely unrelated purposes without the person concerned consenting to them.  
We submit  that  s18(1)(b) should be replaced by a provision allowing disclosure with consent,  because consent coupled with the provisions of s18(1)(a) and (c) will  be sufficient to allow  all justifiable disclosures. We also submit that disclosure should be both related and within the reasonable expectations of the individual concerned (as in Commonwealth NPP 2).  s.18(1)(a) attempts to achieve  something approximating this, but we submit that it should be rephrased in words similar to NPP2, which would also achieve greater  national consistency. 

The Commonwealth public sector IPP 11(3) provides that a recipient of personal information from an agency can only use the information for purposes for which it is disclosed to them. There is no explicit provision to this effect in the NSW Act, and we submit that one would be desirable.

Data exports

We submit that s19(2) should be brought into effect.  That section only comes in to effect once a privacy code has been made under section 19(4). Section 19(4) requires that the Privacy Commissioner prepare a privacy code of practice relating to the disclosure of personal information by public sector agencies to persons or bodies outside New South Wales, and that such code be prepared by 1 July 2001.  We understand that a draft code was prepared by the Privacy Commissioner during 2000-01, but it was not made by the Attorney General, at least partly due to uncertainty about whether “person or body who is in a jurisdiction outside New South Wales” would cover bodies such as Commonwealth Government departments which were geographically located inside NSW borders. This is a relatively minor issue which can be resolved either by a clarifying amendment, or by leaving the issue to the Courts to resolve,  but should not delay introduction of the whole provision. The Commonwealth NPPs and the Victorian and Northern Territory Acts now have such provisions in force, and so should the NSW Act.

It is most unsatisfactory that s.19(2) is not in effect, particularly given that it was included at least partly to satisfy European concerns about safeguards for any personal data transferred into Australia.  NSW would not want to find itself subject to restrictions on data imports from Europe because of a failure to effectively implement a ‘trans-border data flow’ control.
General and specific exemptions from IPPs

There should be no general power for Regulations to exempt anyone from any provision of the Act (s71(2)(b)). This has been used in the case of the Law Society and the Bar Association
 for no obvious reason when exemptions from specific IPPs should be sufficient to deal with any difficulties. 

The complete exemption from the IPPs provided by s27 for ICAC, the Police Service, PIC and Crime Commission cannot be justified, as the more limited exemptions relating to law enforcement and investigative agencies in s23 and s24 should suffice.

Exemptions from s.19 (in s23(7); s25 and s.26) apply to both parts of s.19, both (1) and (2) which serve completely different purposes. Relief from s19(1) (sensitive information) may be justified for some agencies eg: in relation to complaints investigation, but there is no reason for them to be exempt from the important ‘data export’ protections provided by s19(2).

We submit that all exemptions should be limited to specific IPPs and only to the extent necessary.

Privacy codes and s41 directions

Codes

The Act provides for Codes of Practice to be made ‘to protect the privacy of individuals’ (s29(1)). Regrettably, this stated purpose of Codes is seriously undermined by the provision that a Code can only weaken the IPPs - to any extent to which the Minister agrees, but not strengthen them (s29(7)(b).  This entirely subverts the legitimate function of Codes of Practice as they are increasingly being used for co-regulation in many areas of law, which is to provide for ‘sector specific’ interpretation; allow timely updating, and permit higher standards by agreement or where otherwise appropriate.

To prevent weakening of the safeguards, we submit that the Act should both require a minimum standard (while allowing some weakening where required) and allow for strengthening. This is the case under both the Privacy Act 1988 (Cth) (‘overall, at least the equivalent of’: s18BB(2)(a))) and the Information Privacy Act 2000 (Vic) (‘at least as stringent as’: s18(2)(a)).

We also submit (below) that Codes should not be made by the Minister, but by the Commissioner, and should be subject to Parliamentary disallowance.

Exemptions

In relation to exemptions, s71 provides a general power to the government to exempt by regulations, with no express public interest limitation setting out the criteria for exemption.   However, as regulations, they are subject to Parliamentary disallowance.

In a confusing duplication, the Privacy Commissioner also has powers, 'with the approval of the Minister', to grant agencies exemptions from the principles (s41), which power is limited by a requirement that the public interest in the exception should outweigh the public interest in upholding the principle (s41(3)).  This is similar to the criteria for Public Interest Determinations in the Commonwealth Act (s72(1)(b)). 

Section 41 has been used extensively in the first five years of operation, essentially to ‘buy time’ for agencies and the Commissioner to develop and negotiate Codes of Practice.  While the s41 Directions made to date have all been time-limited, this is not a requirement of the Act, which leaves open the possibility that the section could be used to grant permanent exemptions.  This might be justifiable if, as in the Commonwealth Act, it was the only device (short of legislative amendments) for further exemptions.  But given the alternatives of both ‘exempting’ regulations (ss4(3)(k) and 71(2)) and ‘weakening’ Codes of Practice (s31), it seems redundant for s41 to allow permanent exceptions.

Unlike in the Commonwealth Privacy Act 1988, the New Zealand Privacy Act 1993, and the Hong Kong Personal Data (Privacy) Ordinance 1995, the Minister, not the Privacy Commissioner, makes (or approves)  the Codes, Regulations and Directions under ss 29, 71 and 41. In 1998 we anticipated that the 'worst case' end result of this would be that a privacy-hostile Minister would make numerous further exemptions from the Act, outside the control of the Privacy Commissioner, who might be expected to wish to keep exemptions to a justifiable minimum. 

In practice, it has been the Commissioner who has recommended numerous exemptions through Codes of Practice, which have then been approved by the Minister. While we are critical of some of these, we remain of the view that the discretion for the Minister to make Codes is undesirable, and should be replaced by a discretion for the Commissioner alone (subject to Parliamentary disallowance – see below).

Inadequate consultation requirements

The Act provides for Codes to be developed ‘in consultation with such other persons or bodies as the Commissioner, or agency, thinks appropriate’ (s31(1)(b)).  There is no reference to consultation in relation to s41 Directions.

The lack of explicit provisions for public input in the Code/Direction process (unlike in the Commonwealth and Victorian Acts) means that the public may not hear of an exemption until after it is made. 

We predicted in 1998 that in the absence of Parliamentary disallowance it will be difficult to prevent the Act suffering 'repeal by instalments' if agencies propose codes which weaken the Act and an Attorney-General accedes to their wishes. We submit that this is precisely what has happened.  Numerous Codes and Directions have been made, mostly without any public consultation.  The Privacy Commissioner, whether through lack of will or lack of resources, has been unable to ‘hold the line’ against major further weakening of an already weak coverage.  Privacy NSW has progressively improved the notification of Codes and Directions through its website but this is no substitute for active solicitation and consideration of submissions from interested parties and the public generally.

No provision for Parliamentary oversight

Neither a code of practice under s31 nor a s41 Direction are statutory rules, as they are not 'required by law to be approved or confirmed by the Governor' (Interpretation Act 1987 (NSW) s21). Only statutory rules may be disallowed by resolution by either house of Parliament (Interpretation Act 1987 (NSW) s41), so there is no provision for Parliamentary oversight of exemptions from privacy protection achieved by these means. 

This is a considerable deficiency in the Act, and contrasts with Commonwealth Privacy Act 1988 where exemptions made by the Commissioner under Part VI are disallowable instruments (although private sector Codes are not disallowable).

A uniform Code and exemption mechanism proposed

In summary, we submit that the Act should include only one means by which exemptions or Codes may be made. Codes or exemptions should be made by the Commissioner, and should all be subject to Parliamentary disallowance (‘passive’ Parliamentary endorsement). Codes or exemptions should be able to be proposed by the Commissioner, the Minister, or appropriate agencies.  Codes should be subject to a legislative requirement of a minimum standard that overall they be at least as strong as the IPPs, and should also allow for strengthening. The exemptions power should have statutory guidelines setting out the basis on which it should be exercises, similar to the Commonwealth and Victorian Acts. 

If the government wishes to create exemptions additional to those the Commissioner is willing to make, it is appropriate that it should seek to amend the Act, thus requiring the ‘active’ endorsement of Parliament. The Commissioner should be required to hold public consultations in relation to both Codes and exemptions.

Privacy Management Plans

The requirement for agencies to prepare privacy management plans (s33) is a valuable and welcome element of the legislation.  It has forced agencies to proactively address compliance with the Act, and should have resulted in a higher level of compliance than in jurisdictions that rely entirely on reactive enforcement.

Whether the requirement has in fact achieved this is however difficult to assess, partly because the theoretical role of the Commissioner in monitoring agency plans has been almost entirely undermined by lack of adequate resources.  Many agencies have submitted plans to the Commissioner in accordance with s33(5) but Privacy NSW has been unable to even publish a comprehensively list of plans received, let alone give them any serious consideration for quality or adequacy.  It is not even clear if all major agencies have met their statutory obligations under s33. 

We submit that Privacy NSW should be provided with sufficient resources to enable it to assess and respond to the Privacy Management Plans of agencies.

Functions of Privacy Commissioner

We are generally satisfied with the range of functions that are specified in Part 2 Division 2. But as will already be clear, we submit that the effectiveness of the Commissioner and Privacy NSW has been seriously limited by lack of resources.  Taking into account the additional resources provided for functions under the separate Health Records and Information Privacy Act 2002, the Commissioner’s office is hardly enlarged from its predecessor the Privacy Committee, which had a much more limited range of functions.  Compared to privacy regulatory agencies in equivalent jurisdictions, (principally Privacy Victoria, the Office of the Federal Privacy Commissioner, and the New Zealand and Hong Kong Commissioners’ offices) Privacy NSW is significantly under-resourced.

We submit that the review should conduct and publish a comparative analysis of funding and staffing to assist public assessment of the adequacy of the NSW regime.

Need for separate office of Privacy Commissioner

The government introduced legislation in 2003 to transfer the functions of the Privacy Commissioner to the Office of the Ombudsman.  We strongly opposed this in a submission which we sent to parliamentarians
.  In the face of Upper House opposition, the legislation has not proceeded.

The Ombudsman replied to our submission, arguing among other things that the transfer of the functions need not necessarily be as negative for privacy protection as we suggested.  In part, the arguments put forward by the Ombudsman did not reject what we had identified as essential administrative requirements for the protection of privacy, but stated that these were matters that the Ombudsman intended to do in carrying out a privacy protection role.  
Problems we see with the approach taken by the Ombudsman include:

(i) That it does not maintain a separately identified role of Privacy Commissioner, necessary if there is to be pro-active pursuit of privacy protection, and

(ii) That the matters identified by the Ombudsman as part of his intent would need to be required by legislation, not left to his intentions. The other principal problem is that the approach taken by the government in that Bill, to transfer any of the directive functions of the Privacy Commissioner to Ministers, on the basis that the role of the Ombudsman is only ‘to recommend, rather than direct, a course of action’, is completely contrary to our submissions concerning the role of the Privacy Commissioner in relation to Codes of Conduct and exemptions.

We submit that:

(i) A separate office of Privacy Commissioner (‘Privacy NSW’) should be maintained, and it should be adequately resourced to carry out its functions, which is not the case at present.

(ii) The second most desirable alternative would be if an office of Information Commissioner was created, combining responsibilities for privacy protection, freedom of information and (possibly) archives (as has been done in the Northern Territory, and in many Canadian jurisdictions).

(iii) A third (but undesirable) alternative would be if the Ombudsman, or a legislatively designated Deputy Ombudsman, also held the office of Privacy Commissioner (which would not be abolished). The legislation transferring functions would also require (a) a separate annual report; (b) maintenance of separate statistics for all privacy-related complaints. [This is not what was proposed by the 2003 Bill, which was much worse, but it still does not address the second area of problem discussed above.]

The current proposal from the Attorney-General’s Department to reduce the staff of Privacy NSW by about 25% so that it can pay the salary of a full-time Commissioner out of its own budget
 is an unjustified attack on the capacity of  the Commissioner and Privacy NSW to carry out its responsibilities. The increased responsibilities of Privacy NSW under the Health Records & Information Privacy Act, and the increase in complaints under the PPIPA (including cases going to the Tribunal) more than justifies the slight additional funding required for a full time Commissioner additional to the Privacy NSW budget. Continuing and increased under-funding of Privacy NSW raises suspicions that the Department is trying to achieve the Government’s  aim of abolishing the Commissioner by ensuring the office cannot fulfil its responsibilities.

Privacy Complaints

Need for representative complaints

Part IV Division 3 does not make specific provision for the Privacy Commissioner to accept representative complaints. Such provisions are very valuable to make it more possible for complainants to pursue complaints concerning complex and systemic matters. The provisions in the Commonwealth Act are working well, as shown the Tenants Union v TICA complaints which are the subject of Determinations #1 - #4 2004 of the Commonwealth Privacy Commissioner. We submit that the NSW Act should include representative complaint provisions similar to those found in the Privacy Act 1988 (Cth).

Appeals to ADT from Commissioner’s investigation

Complainants who choose to have their complaint concerning matters that could be the subject of a Part 5 review (s45(2)) investigated by the Privacy Commissioner  cannot proceed directly to a s55 review by the Tribunal if they are dissatisfied by either the Privacy Commissioner’s proposed resolution of the complaint, or the unwillingness of the agency to resolve the complaint to their satisfaction. They must submit to a further Part 5 internal review by the agency before they can obtain independent adjudication of their complaint by the Tribunal, which can take a further 60 days after the complaint is lodged. A method by which complainants to the Privacy Commissioner  can seek speedier review is desirable.

We submit that, where the Privacy Commissioner makes a report under s50 and provides a copy to the agency the subject of the complaint, and the complainant advises the agency and the Commissioner that it is not satisfied with either the Commissioner’s report or the actions proposed to be taken by the agency, and that the complainant proposes to seek a s55 review, then the complainant should be able to seek a s55 review after the expiry of 14 days from giving such notice.

Need for better reporting of mediated complaints and internal reviews

Most privacy complaints are conciliated and resolved without any reported ADT decision, whether the mediated resolution takes place in the course of a complaint to the Privacy Commissioner, the agency’s internal review, or in the course of s55 review proceedings. Consequently, the operation of the PPIPA is not transparent unless there is some reporting of these mediated complaints. 

Privacy NSW is aware of the circumstances of all such categories of mediated complaints, particularly due to s54 and s55(7), and is in a better position than any other party to prepare and publish summaries of significant mediated complaints. 

We submit that the Act should authorise and require Privacy NSW to prepare and publish suitably anonymised summaries of the most significant complaints under the Act, whether they originate as complaints to the Commissioner or requests for internal review under Part 5.

Own Motion Investigations and audit powers

We submit that there is a significant gap in the enforcement regime due to the limited and qualified pro-active powers of the Privacy Commissioner.  While ss 36(1)(l) and 38 appear to give the Commissioner considerable scope, it would be preferable to include express ‘own-motion’ investigation and audit powers, (as in the Commonwealth and Victorian Acts),  together with clarification of the powers to report findings of own-motion investigations (under s.50 and s.65).  The express power to issue compliance notices (found in s44 of the Information Privacy Act 2000 (Vic)) would also be desirable.

 Injunctions

The NSW Act does not allow individuals or the Privacy Commissioner to seek an injunction to prevent breaches of the IPPs, in contrast to s98 of the Privacy Act 1988 (Cth).  In Wykanak v Dept Local Govt [2002] NSWADT 208 it was held that the ADT could not review a complaint of an anticipated breach of a NSW IPP. This decision reinforces our submission. We submit that the NSW Act should be amended to include an injunction provision based on s98 of the Commonwealth legislation.

Personal Information Digest

The provision for a personal information digest to be compiled and published by the Commissioner from details required from agencies (s40) has not been used, but is a valuable potential tool.  Experience in other jurisdictions, including the Commonwealth, has found comprehensive digests published regularly to be a costly and largely unused resource, but the ability to produce targeted publications about particular issues and information handling practices is highly desirable.  If Privacy NSW had adequate resources, this provision could be used to good effect to inform debates about issues such as data-matching, smart cards, camera surveillance etc. We submit that, if provided with sufficient resources, Privacy NSW should make more use of s40.

Public registers and ‘publicly available publications’

Public registers

The specific provisions relating to public registers (Part 6) are valuable.  However in our view they should be additional to the application of the Information Privacy Principles rather than a substitute for them.

There is in our view no justification for the complete exemption for Public Registers, which is effected by the interaction of definitions of public register, publicly available publication and personal information, assuming that  a ‘register … publicly available  or open to public inspection’ is (as seems likely) a ‘publicly available publication’.  We submit that the Act should (at the least) clarify whether this is so.

Furthermore, there has been inadequate justification of the exemptions from the Public Register provisions effected by Regulation in 2000
.  These exempted the Registrar of Land Titles, the Valuer-General and the Attorney-General’s Department from Part 6 in relation to specific registers, and we are not aware that there was any public consultation or publicly available justification.

‘Publicly available publications’

The s4 exemption of information ‘contained in a publicly available publication’ has been given an undesirably broad interpretation in EG v Commissioner of Police [2003] NSWADT 150.  The disclosure by the Police Commissioner to the Solicitors’ Admission Board of personal information did not constitute a breach because it was ‘contained in a publicly available publication’, namely a prior newspaper report. 
We submit (similar to the Privacy Commissioner’s submission to the ADT) that the provision of information from official Police records  by the Police Commissioner, and confirming the state of affairs at the date of the letter (not the date of the newspaper article) means that this is not the same  information because its source,, authority and date is different.  We submit that the definition should have added to it ‘when the information is obtained solely from that source’ or words to that effect.

Reports to Parliament

Public reports are a vital means of accountability and of public information about the operation of legislation.  One indication of the inadequate resourcing of Privacy NSW is the late production of Annual Reports for several years, which limited the ability of the public to assess the operation of the Act.  The latest Annual Report, for 2002-03, is welcome and the content a considerable improvement on that in earlier reports.

A particularly valuable feature of the Act is the provision for Special Reports to Parliament under s65. While this has only been used sparingly – two reports since the commencement of the Act, it is an important tool for the Commissioner to use when serious issues arise.  In relation to the report in 2002 on allegations of student violence, it is very disappointing that the government saw fit to fight the Commissioner over the exercise of his functions, and then publicly rebutted the Commissioner’s findings.  Both the processes leading up to and the reaction to this report perfectly demonstrated the need for guarantees of independence for the Commissioner, and the importance of the Special Reporting power.

In light of experience, the Commissioner may well have suggestions as to how the investigative and reporting provisions of the Act could be improved to cope with situations where the government may be embarrassed by privacy breaches and may seek to avoid accountability.

Data matching guidelines needed

We submit that a major gap in the legislative scheme is the lack of any express controls over major data matching, sharing or linkage projects.  While the Use and Disclosure IPPs (10 & 11) provide some limits; it is widely recognised that significant programs of ‘bulk’ information matching or verification carry with them particular dangers for privacy.  They almost always infringe the basic privacy principle of ‘use only for original purpose without consent’, but generally manage to satisfy the use and disclosure principles because they are either expressly authorised by law or are for law enforcement and revenue protection purposes.  

In other jurisdictions it has been considered necessary and desirable to impose specific controls on data-matching to compensate for the fact that they override normal expectations of privacy.  The Commonwealth, Victorian, NZ and HK laws all contain express references to data matching. The Commonwealth enacted specific legislation – the Data-matching program (Assistance and Tax) Act 1990 - to regulate major matching programs involving tax and benefit agencies, and many other agencies have voluntarily adopted Guidelines developed by the federal Privacy Commissioner.  The New Zealand Privacy Act 1993 contains a specific Part (Part 10) regulating Information matching.

We submit that the Privacy Commissioner should be given an express function in relation to data-matching, and that a regime similar to that in the federal Commissioner’s Guidelines be included in the Act to regulate this activity by NSW agencies.

End.
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� For example, already in 2004, State Rail and Sydney Ferries have been corporatised.


� PPIP Regulation 2000 section 6 – the reason may be because those organisations are now subject to the federal Privacy Act but this should be confirmed.


�  The Privacy Foundation’s submission was based on the article by G Greenleaf and N Waters ‘NSW to scrap Privacy Commissioner, reduce privacy protection’ (2003) 10(6) Privacy Law & Policy Reporter 101


�  Notice received by Privacy Roundtable members, 17 May 2004


� PPIP Regulation 2000 section 5
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