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I’d like you to imagine for a minute why road rules were invented.  Why did someone once say, OK everybody, you’re all going to keep to the left.

Was it to slow us down?

No, road rules were instituted to allow us all to go faster, to go where we want to go, as quickly as possible.  Without road rules, there would be chaos, and gridlock.

Likewise, I see privacy as an enabler, not a barrier.

In the context of personal information, privacy is about managing information flows in a fair way.  Respect for privacy ensures you can have a proper movement of information.

It’s about ensuring the relevance of information collected, and ensuring it is protected from misuse or loss.  It’s about ensuring that information is only used or disclosed for legitimate purposes.

Privacy rules are also about ensuring any given system for managing personal information is transparent and accountable, and allowing people a genuine choice about whether or not to participate in that system.

If you get privacy right, people can have trust in the organisations that handle their personal information.  If you don’t get it right, trust breaks down, then information flows break down, and the system falls into chaos.

So from my way of thinking, following privacy rules is about good business practice.

So what does it say about the design of the NSW system for electronic health records, that an exemption from the health privacy laws was needed to run Healthelink?  Why has the law and public policy been changed to suit the technology?

Some of us have been asking some tough questions about Healthelink - not only about why Healthelink is “opt out” instead of “opt in”, but also questions about how personal information is going to be handled in Healthelink, what is the means of access, who gets to see what, and what security features are used.  So far, we’re not happy with the answers.

Those of us asking the tough questions have been called “privacy zealots” by the Minister for Health.

That’s right, the good folk at the Australian Medical Association, the Council of Social Service NSW, the Public Interest Advocacy Centre, and the Australian Privacy Foundation, not to mention the Liberal Party, National Party, Greens and Democrats – apparently we are just a “handful of privacy zealots”, intent on hijacking the progress of electronic health records.

Well I first bristled at that description.  I looked up the word “zealot”, and the dictionary helpfully said it means someone who is “zealous”.  So I looked up the word “zealous”, and found it is defined as “marked by active interest and enthusiasm”.

So if privacy zealotry is to have an active interest and enthusiasm for ensuring personal information is used in a fair way, ensuring it is used in an accurate way, ensuring people come to no harm from the misuse of their information, my question is this:

Shouldn’t the Minister for Health, the person in charge of our collective well-being, be the very definition of a privacy zealot?

For what kind of Health Minister does not want to be reassured that the sensitive health information of patients will be secured from misuse?

What kind of Health Minister would not care about whether a child’s welfare is being put at risk, because their parents can find out that they’ve been discussing with their GP their sexuality, contraception, family violence, or sexual abuse?

What kind of Health Minister would not be concerned about the possible impacts on public health outcomes, if at-risk individuals decide to avoid medical treatment altogether, because they’re afraid of stigma or discrimination if their medical history becomes known?

And what kind of Health Minister doesn’t worry about the victim of stalking and violence, whose new address is discovered by her abusive ex-husband through his access to online health records?

The concerns we have about the way Healthelink has been designed covers a range of issues, including:
	the fact that your medical record is made openly available to all health practitioners, not just your own practitioners

the low-level restrictions on access to the data, so that only a username and password is needed
the broken promises about patients’ ability to quarantine particularly sensitive records, or block particular providers’ access to their record
the literature fails to explain clearly the risks, only highlighting the benefits
potential barriers in the way of people who don’t want their parents or carers to see their medical records, and 
the lack of age-appropriate literature for children, and appropriate communication strategies with respect to other disadvantaged groups

But each of these problems is exacerbated by the most egregious decision of them all – to make the system “opt out”.  So the default position is that you’re in, whether you know it or not.

The danger of an “opt out” system is that we can never be sure that people who have not opted out have actually made a conscious decision to accept the risks of the system, in favour of receiving the benefits.

For that reason, the Ministerial Advisory Committee, set up by Craig Knowles to examine this issue in 2000, found that an “opt out” system can not be described as a “voluntary” one.  That committee therefore recommended to the Government that any system of shared electronic health records must be “opt in”.

That recommendation was accepted by the Government, and in 2002 the requirement for “express consent”, or ”opt in”, was enshrined in a new health privacy law, written for this very project.

The Department of Health has mailed an information kit to people in the trial region.  Sadly, I suspect many people will throw out the kit without reading it.  Others, including people for whom English is not their first language, or people with poor literacy, comprehension or eyesight, may not understand it.  

Yet more will not receive the information in time to make a decision, because they have moved address, or gone on holiday.  More still will not comprehend from the kit that it is not only their own doctors who will have access to their health record, but every doctor (and nurse, administrator, pharmacist, physiotherapist, receptionist …. ).

The result is that people could have their sensitive health and identity information placed at risk, without them even knowing they are ‘participating’ in Healthelink.

I know the Department has blamed cost, or technological difficulties, for why it decided to build a system that was, at the time it was being built and up until a few weeks ago, in breach of the law.  I don’t believe the cost/technology excuse – and even if I did, it’s just not good enough.

In terms of the technology, the cost of building an “opt in” system should be no different to an “opt out” system.  The real cost is in how much effort you put into communicating with people, so that they can make an informed choice.  Either way, people need to understand the risks as well as the benefits.

If you suggest that less communication is needed because a system defaults to including people unless they proactively get out, I would suggest that is a deeply dishonest and paternalistic way to treat people.

So I cannot see that “opt out” actually costs less than “opt in”.  If anything, it should cost more, because the obligation to inform people in a transparent way is even greater.

If the Department of Health is genuinely committed to trialling “opt out” as an alternative to “opt in”, then it needs to trial both models, in a controlled environment, and allow an independent evaluation of the results.

We will continue to urge the Department to review the design of Healthelink, to ensure it can meet not only the health privacy law without amendment, but also the needs and expectations of health consumers.


